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Summary

CVE CVE-2013-2214

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-10 23:55:00 UTC

Updated 2023-11-07 02:14:00 UTC

Description status.cgi in Nagios 4.0 before 4.0 beta4 and 3.x before 3.5.1 does not properly restrict access to certain users that are a contact for a service, which allows remote authenticated users to obtain sensitive information about hostnames via the servicegroup (1) overview, (2) summary, or (3) grid style in status.cgi. NOTE: this behavior is by design in most 3.x versions, but the upstream vendor "decided to change it for Nagios 4" and 3.5.1.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nagios Nagios 3.0 All All All

Application Nagios Nagios 3.0 alpha1 All All

Application Nagios Nagios 3.0 alpha2 All All

Application Nagios Nagios 3.0 alpha3 All All

Application Nagios Nagios 3.0 alpha4 All All

Application Nagios Nagios 3.0 alpha5 All All

Application Nagios Nagios 3.0 beta1 All All

Application Nagios Nagios 3.0 beta2 All All

Application Nagios Nagios 3.0 beta3 All All

Application Nagios Nagios 3.0 beta4 All All

Application Nagios Nagios 3.0 beta5 All All

Application Nagios Nagios 3.0 beta6 All All

Application Nagios Nagios 3.0 beta7 All All

Application Nagios Nagios 3.0 rc1 All All

Application Nagios Nagios 3.0 rc2 All All

Application Nagios Nagios 3.0 rc3 All All

Application Nagios Nagios 3.0.1 All All All
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Application Nagios Nagios 3.0.1 All All All

Application Nagios Nagios 3.0.2 All All All

Application Nagios Nagios 3.0.3 All All All

Application Nagios Nagios 3.0.4 All All All

Application Nagios Nagios 3.0.5 All All All

Application Nagios Nagios 3.0.6 All All All

Application Nagios Nagios 3.1.0 All All All

Application Nagios Nagios 3.1.1 All All All

Application Nagios Nagios 3.1.2 All All All

Application Nagios Nagios 3.2.0 All All All

Application Nagios Nagios 3.2.1 All All All

Application Nagios Nagios 3.2.2 All All All

Application Nagios Nagios 3.2.3 All All All

Application Nagios Nagios 3.3.1 All All All

Application Nagios Nagios 3.4.0 All All All

Application Nagios Nagios 3.4.1 All All All

Application Nagios Nagios 3.4.2 All All All

Application Nagios Nagios 3.4.3 All All All

Application Nagios Nagios 3.4.4 All All All

Application Nagios Nagios 3.5.0 All All All

Application Nagios Nagios 4.0.0 beta1 All All

Application Nagios Nagios 4.0.0 beta2 All All

Application Nagios Nagios 4.0.0 beta3 All All

Application Nagios Nagios 3.0 All All All

Application Nagios Nagios 3.0 alpha1 All All

Application Nagios Nagios 3.0 alpha2 All All

Application Nagios Nagios 3.0 alpha3 All All

Application Nagios Nagios 3.0 alpha4 All All

Application Nagios Nagios 3.0 alpha5 All All

Application Nagios Nagios 3.0 beta1 All All

Application Nagios Nagios 3.0 beta2 All All

Application Nagios Nagios 3.0 beta3 All All

Application Nagios Nagios 3.0 beta4 All All

Application Nagios Nagios 3.0 beta5 All All

Application Nagios Nagios 3.0 beta6 All All

Application Nagios Nagios 3.0 beta7 All All
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Application Nagios Nagios 3.0 rc1 All All

Application Nagios Nagios 3.0 rc2 All All

Application Nagios Nagios 3.0 rc3 All All

Application Nagios Nagios 3.0.1 All All All

Application Nagios Nagios 3.0.2 All All All

Application Nagios Nagios 3.0.3 All All All

Application Nagios Nagios 3.0.4 All All All

Application Nagios Nagios 3.0.5 All All All

Application Nagios Nagios 3.0.6 All All All

Application Nagios Nagios 3.1.0 All All All

Application Nagios Nagios 3.1.1 All All All

Application Nagios Nagios 3.1.2 All All All

Application Nagios Nagios 3.2.0 All All All

Application Nagios Nagios 3.2.1 All All All

Application Nagios Nagios 3.2.2 All All All

Application Nagios Nagios 3.2.3 All All All

Application Nagios Nagios 3.3.1 All All All

Application Nagios Nagios 3.4.0 All All All

Application Nagios Nagios 3.4.1 All All All

Application Nagios Nagios 3.4.2 All All All

Application Nagios Nagios 3.4.3 All All All

Application Nagios Nagios 3.4.4 All All All

Application Nagios Nagios 3.5.0 All All All

Application Nagios Nagios 4.0.0 beta1 All All

Application Nagios Nagios 4.0.0 beta2 All All

Application Nagios Nagios 4.0.0 beta3 All All

References

Reference Source Link Tags

openSUSE-SU-2013:1160-1: moderate: update for nagios SUSE lists.opensuse.org

oss-sec: Re: CVE request: unauthorized host/service views displayed in servicegroup view MLIST seclists.org

Nagios Tracker - 0000456: servicegroup overview not restricted for htaccess users in status.cgi - Mantis CONFIRM tracker.nagios.org Vendor Advisory

openSUSE-SU-2013:1158-1: moderate: update for nagios SUSE lists.opensuse.org

oss-sec: CVE request: unauthorized host/service views displayed in servicegroup view MLIST seclists.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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