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Certain versions of Zrtpcpp from Wernerd contain the following
vulnerability:

GNU ZRTPCPP before 3.2.0 allows remote attackers to obtain
sensitive information (uninitialized heap memory) or cause a denial of
service (out-of-bounds read) via a crafted packet, as demonstrated by
a truncated Ping packet that is not properly handled by the getEpHash
function.
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CVE References

Description Tags Link

Security Advisory SA53818 -
GNU ZRTP Multiple
Vulnerabilities - Secunia

Vendor Advisory

web.archive.org

text/html

 SECUNIA 53818

Security Advisory SA54998 -
Gentoo update for libzrtpcpp
- Secunia

Vendor Advisory

web.archive.org

text/html

 SECUNIA 54998

Change build files to
generate version 3.2.0 ·
wernerd/ZRTPCPP@4654f33
· GitHub

Patch

github.com

text/html

 CONFIRM
github.com/wernerd/ZRTPCPP/commit/4654f330317c9948bb61d138eb24d49690ca4637

openSUSE-SU-2013:1599-1:
moderate: libzrtpcpp: fixed

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2013:1599

CVE-2013-2223 has been assigned by  secalert@redhat.com to track the vulnerability
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multiple security i

oss-sec: Re: CVE request:
Multiple issues in GNU
ZRTPCPP

seclists.org

text/html

 MLIST [oss-security] 20130630 Re: CVE request: Multiple issues in GNU ZRTPCPP

Azimuth Security: Attacking
Crypto Phones: Weaknesses
in ZRTPCPP

Exploit

blog.azimuthsecurity.com

text/xml

 MISC blog.azimuthsecurity.com/2013/06/attacking-crypto-phones-weaknesses-
in.html

openSUSE-SU-2013:1600-1:
moderate: update for zrtpcpp

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2013:1600

Gentoo Linux Documentation
-- GNU ZRTP: Multiple
vulnerabilities

security.gentoo.org

text/html

 GENTOO GLSA-201309-13

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Wernerd Zrtpcpp 2.1.2 All All All

Application Wernerd Zrtpcpp 2.2.0 All All All

Application Wernerd Zrtpcpp 2.3.0 All All All

Application Wernerd Zrtpcpp 3.0.0 alpha All All

Application Wernerd Zrtpcpp 3.1.0 All All All

Application Wernerd Zrtpcpp 3.2.0 All All All

Application Wernerd Zrtpcpp 2.1.2 All All All

Application Wernerd Zrtpcpp 2.2.0 All All All

Application Wernerd Zrtpcpp 2.3.0 All All All

Application Wernerd Zrtpcpp 3.0.0 alpha All All

Application Wernerd Zrtpcpp 3.1.0 All All All

Application Wernerd Zrtpcpp 3.2.0 All All All

Application Wernerd Zrtpcpp All All All All
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No vendor comments have been submitted for this CVE
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