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CVE CVE-2013-2228

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-03 14:15:00 UTC

Updated 2019-12-13 15:33:00 UTC

Description SaltStack RSA Key Generation allows remote users to decrypt communications

Risk And Classification

Problem Types: CWE-307

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Saltstack Saltstack All All All All

Reference Source
Bug 864236 — VUL-0: CVE-2013-2228: salt: RSA exponent set to 1 MISC
oss-security - CVE-2013-2228 : Salt Stack RSA exponent of 1 (there can be only one! da-na-naaah! na-na-na-naahh-nah-nahhh!)  MISC
IBM X-Force Exchange MISC
475438 — (CVE-2013-2228) app-admin/salt: Multiple Vulnerabilities (CVE-2013-2228) MISC
SaltStack RSA Key Generation Weakness Lets Remote Users Decrypt Communications in Certain Cases - SecurityTracker MISC
CVE-2013-2228 MISC
SaltStack Salt Multiple Security Bypass and Command Injection Vulnerabilities MISC
CVE Program record CVE.OR!(
NVD vulnerability detail NVD

4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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