CVE-2013-2236

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2013-2236
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-24 03:48:00 UTC
Updated 2023-11-07 02:14:00 UTC
Description Stack-based buffer overflow in the new_msg_lIsa_change_notify function in the OSPFD API (ospf_api.c) in Quagga before |

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Quagga Quagga 0.99.22 All All All
Application Quagga Quagga All All All All
Application Quagga Quagga 0.99.22 All All All
References |
Reference Source Link
Savannah Git Hosting - quagga.git/commitdiff git.savannah.gnu.org
Savannah Git Hosting - quagga.git/commitdiff CONFIRM git.savannah.gnu.org
Debian -- Security Information -- DSA-2803-1 quagga DEBIAN www.debian.org
[quagga-dev 10618] Re: calculating external route when a forwarding_address is present  MLIST lists.quagga.net
oss-sec: Re: CVE request: Quagga OSPF-API stack overrun MLIST seclists.org
USN-2941-1: Quagga vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com
nongnu.mirrors.hostinginnederland.nl/quagga/quagga-0.99.22.3.changelog.txt CONFIRM  nongnu.mirrors.hostinginnederland.n
Quagga CVE-2013-2236 Stack Buffer Overflow Vulnerability BID www.securityfocus.com
Red Hat Customer Portal REDHAT  rhn.redhat.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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