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Summary

CVE CVE-2013-2240

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-10 00:55:00 UTC

Updated 2013-10-10 20:27:00 UTC

Description lib/flowplayer.swf.php in Gallery 3 before 3.0.9 does not properly remove query fragments, which allows remote attackers to have an unspecified impact via a replay attack, a different vulnerability than CVE-2013-2138.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Menalto Gallery 3.0 All All All

Application Menalto Gallery 3.0.1 All All All

Application Menalto Gallery 3.0.2 All All All

Application Menalto Gallery 3.0.3 All All All

Application Menalto Gallery 3.0.4 All All All

Application Menalto Gallery 3.0.5 All All All

Application Menalto Gallery 3.0.6 All All All

Application Menalto Gallery 3.0.7 All All All

Application Menalto Gallery 3.0.8 All All All

Application Menalto Gallery 3.0 All All All

Application Menalto Gallery 3.0.1 All All All

Application Menalto Gallery 3.0.2 All All All

Application Menalto Gallery 3.0.3 All All All

Application Menalto Gallery 3.0.4 All All All

Application Menalto Gallery 3.0.5 All All All

Application Menalto Gallery 3.0.6 All All All

Application Menalto Gallery 3.0.7 All All All
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Application Menalto Gallery 3.0.7 All All All

Application Menalto Gallery 3.0.8 All All All

References

Reference

Gallery 3.0.9 security release | Gallery

Strip off the fragment as well as any query parameters. Fixes #2073. · gallery/gallery3@c5318bb · GitHub

Gallery download | SourceForge.net

oss-security - Re: CVE Request -- gallery3 (3.0.9): Fixing two security flaws

981197 – (CVE-2013-2240) CVE-2013-2240 gallery3: Improper stripping of URL fragments in flowplayer SWF file might lead to reply attacks (a different flaw than CVE-2013-2138)

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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