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Summary

CVE CVE-2013-2241

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-10 00:55:00 UTC

Updated 2013-10-10 20:26:00 UTC

Description modules/gallery/helpers/data_rest.php in Gallery 3 before 3.0.9 allows remote attackers to bypass intended access restrictions and obtain sensitive information (image files) via the "full" string in the size parameter.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Menalto Gallery 3.0 All All All

Application Menalto Gallery 3.0 beta1 All All

Application Menalto Gallery 3.0 beta2 All All

Application Menalto Gallery 3.0 beta3 All All

Application Menalto Gallery 3.0 rc1 All All

Application Menalto Gallery 3.0 rc2 All All

Application Menalto Gallery 3.0.1 All All All

Application Menalto Gallery 3.0.2 All All All

Application Menalto Gallery 3.0.3 All All All

Application Menalto Gallery 3.0.4 All All All

Application Menalto Gallery 3.0.5 All All All

Application Menalto Gallery 3.0.6 All All All

Application Menalto Gallery 3.0.7 All All All

Application Menalto Gallery 3.0 All All All

Application Menalto Gallery 3.0 beta1 All All

Application Menalto Gallery 3.0 beta2 All All

Application Menalto Gallery 3.0 beta3 All All
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Application Menalto Gallery 3.0 beta3 All All

Application Menalto Gallery 3.0 rc1 All All

Application Menalto Gallery 3.0 rc2 All All

Application Menalto Gallery 3.0.1 All All All

Application Menalto Gallery 3.0.2 All All All

Application Menalto Gallery 3.0.3 All All All

Application Menalto Gallery 3.0.4 All All All

Application Menalto Gallery 3.0.5 All All All

Application Menalto Gallery 3.0.6 All All All

Application Menalto Gallery 3.0.7 All All All

Application Menalto Gallery All All All All

References

Reference Source Link

Gallery 3.0.9 security release | Gallery MISC galleryproject.org

oss-security - Re: CVE Request -- gallery3 (3.0.9): Fixing two security flaws MLIST www.openwall.com

#2074 - Mirror some additional file_proxy checks in data_rest. · gallery/gallery3@cbbcf1b · GitHub CONFIRM github.com

981198 – (CVE-2013-2241) CVE-2013-2241 gallery3: Multiple information exposure flaws in data rest core module CONFIRM bugzilla.redhat.com

Gallery download | SourceForge.net CONFIRM sourceforge.net

oss-security - Re: CVE Request -- gallery3 (3.0.9): Fixing two security flaws MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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