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AUNACLAUNCRIPAP Certain versions of Hitp Server from Apache contain the following
vulnerability:

mod_session_dbd.c in the mod_session_dbd module in the Apache
HTTP Server before 2.4.5 proceeds with save operations for a session
without considering the dirty flag and the requirement for a new session
ID, which has unspecified impact and remote attack vectors.

CVE-2013-2249 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Cisco Security Notice: Apache HTTP Server () CISCO 20130822 Apache HTTP Server mod_sessic

mod_session_dbd Save Operations Vulnerability Vulnerability

Pony Mail! / MLIST [httpd-cvs] 20210330 svn commit: r1888194 |
/httpd/site/trunk/content/security/json/

[Apache-SVN] Diff of X / CONFIRM

/httpd/httpd/trunk/modules/session/mod_session_dbd.c  [[FEH svn.apache.org/viewvc/httpd/httpd/trunk/modules/sessic
r1=1409170&r2=1488158&diff_format=h
tsxtitml]|

Pony Mail! / MLIST [httpd-cvs] 20210330 svn commit: r1073139 |
/websites/staging/httpd/trunk/content: ./ security/json/

Pony Mail! / MLIST [httpd-cvs] 20210606 svn commit: r1075470 |
/websites/staging/httpd/trunk/content: ./ security/json/C\

r

securitv/vulnerabilities 13.html security/vulnerabilities Z


https://cve.report/
https://cve.report/CVE-2013-2249/mitre
https://cve.report/CVE-2013-2249/nist
https://cve.report/CVE-2013-2249/cve_org
https://cve.report/CVE-2013-2249.pdf
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://tools.cisco.com/security/center/content/CiscoSecurityNotice/CVE-2013-2249
https://lists.apache.org/thread.html/r05b5357d1f6bd106f41541ee7d87aafe3f5ea4dc3e9bde5ce09baff8@%253Ccvs.httpd.apache.org%253E
http://svn.apache.org/viewvc/httpd/httpd/trunk/modules/session/mod_session_dbd.c?r1=1409170&r2=1488158&diff_format=h
https://lists.apache.org/thread.html/r9b4b963760a3cb5a4a70c902f325c6c0337fe51d5b8570416f8f8729@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r76142b8c5119df2178be7c2dba88fde552eedeec37ea993dfce68d1d@%253Ccvs.httpd.apache.org%253E

Pony Mail!

404 Not Found

Juniper Networks - 2015-10 Security Bulletin: Junos
Space: Multiple Vulnerabilities in Junos Space -
Knowledge Base

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Apache HTTP Server 2.4 vulnerabilities - The Apache
HTTP Server Project
Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

lists.apache.org
text/html

Vendor Advisory
www.apache.org

text/html

Inactive Link Not Archived

kb.juniper.net
text/html

lists.apache.org
text/html

lists.apache.org
text/html

lists.apache.org
text/html

lists.apache.org
text/html

httpd.apache.org
text/html

lists.apache.org
text/html

lists.apache.org
text/html

lists.apache.org
text/html

lists.apache.org
text/html

lists.apache.org
text/htm

-

security/vulnerabilities_22.html security/vulnerabilities_z

/ MLIST [httpd-cvs] 20190815 svn commit: r1048742 |
/websites/staging/httpd/trunk/content: ./ security/vulnera
security/vulnerabilities_13.html security/vulnerabilities_z
security/vulnerabilities_22.html security/vulnerabilities_z

/ CONFIRM www.apache.org/dist/httpd/ CHANGES _2

& CONFIRM kb.juniper.net/InfoCenter/index?page=cot

/ MLIST [httpd-cvs] 20200401 svn commit: r1058587 |
/websites/staging/httpd/trunk/content: ./ security/vulnera
security/vulnerabilities_13.html security/vulnerabilities
security/vulnerabilities_22.html security/vulnerabilities

nY

nY

/ MLIST [httpd-cvs] 20210330 svn commit: r1073149 |
/websites/staging/httpd/trunk/content: ./ security/ securit

/ MLIST [httpd-cvs] 20190815 svn commit: r1048743 |
/websites/staging/httpd/trunk/content: ./ security/vulnera
security/vulnerabilities_13.html security/vulnerabilities_z
security/vulnerabilities_22.html security/vulnerabilities_z
/ MLIST [httpd-cvs] 20210606 svn commit: r1075467 |
/websites/staging/httpd/trunk/content: ./ security/json/C\
security/vulnerabilities_13.html security/vulnerabilities_z
security/vulnerabilities_22.html security/vulnerabilities_z

¥ CONFIRM httpd.apache.org/security/vulnerabilities_.

/ MLIST [httpd-cvs] 20210330 svn commit: r1073139 |
/websites/staging/httpd/trunk/content: ./ security/json/

/ MLIST [httpd-cvs] 20210603 svn commit: r1075360 |
/websites/staging/httpd/trunk/content: ./ security/json/C\
security/vulnerabilities_13.html security/vulnerabilities_z
security/vulnerabilities_22.html security/vulnerabilities_z
/ MLIST [httpd-cvs] 20210330 svn commit: r1073149 |
/websites/staging/httpd/trunk/content: ./ security/ securit

/ MLIST [httpd-cvs] 20200401 svn commit: r1058586 |
/websites/staging/httpd/trunk/content: ./ security/vulnera
security/vulnerabilities_13.html security/vulnerabilities_z
security/vulnerabilities_22.html security/vulnerabilities_z
/ MLIST [httpd-cvs] 20210330 svn commit: r1073146 |
/websites/staging/httpd/trunk/content: ./ security/cvejsor
security/vulnerabilities-httpd.xml security/vulnerabilities_
security/vulnerabilities_24.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE



https://lists.apache.org/thread.html/84a3714f0878781f6ed84473d1a503d2cc382277e100450209231830@%253Ccvs.httpd.apache.org%253E
http://www.apache.org/dist/httpd/CHANGES_2.4.6
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10698
https://lists.apache.org/thread.html/re3d27b6250aa8548b8845d314bb8a350b3df326cacbbfdfe4d455234@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9821b0a32a1d0a1b4947abb6f3630053fcbb2ec905d9a32c2bd4d4ee@%253Ccvs.httpd.apache.org%253E
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Operating
System

Operating
System

cpe:2.3:a:apache:http_server:0.8.11

Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
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Juniper

Juniper

Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server
Http Server

Junos Space

Junos Space

dkukakkakakak.

cpe:2.3:a:apache:http_server:1.0:*:*: "

cpe:2.3:a:apache:http_server:1.0.2

akLk kLKL kKK,

cpe:2.3:a:apache:http_server:1.0.3:*:*:***:*:*:

cpe:2.3:a:apache:http server:1.0.5:*:*:*:*:*:*:*:

226

2.2.8

229

2.3.0

2.31

2.3.10

2.3.11

2.3.12

2.3.13

2.3.14

2.3.15

2.3.16

2.3.2

233

2.3.4

235

2.3.6

237

2.3.8

2.3.9

2.4.0

2441

242

24.3

All

15.1

15.1
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dKakLak kR Rk,

cpe:2.3:a:apache:http_server:1.1:* % %
cpe:2.3:a:apache:http_server:1.1.1:* %
cpe:2.3:a:apache:http_server:1.2:*: " ™
cpe:2.3:a:apache:http_server:1.2.4:* " ™
cpe:2.3:a:apache:http_server:1.2.5:* " ™
cpe:2.3:a:apache:http_server:1.2.6:* " :™:
cpe:2.3:a:apache:http_server:1.2.9:* " :*:
cpe:2.3:a:apache:http_server:1.3:*:* "
cpe:2.3:a:apache:http_server:1.3.0:* "%
cpe:2.3:a:apache:http_server:1.3.1: "%
cpe:2.3:a:apache:http_server:1.3.1. 1 %" "

dkakakakakakak.

cpe:2.3:a:apache:http_server:1.3.10: "% *:

dkkakkakakak.

cpe:2.3:a:apache:http_server:1.3.19:* 7 :*:*:*:

cpe:2.3:a:apache:http_server:1.3.2:*:* """



dk Lk ak Lk akakak.

cpe:2.3:a:apache:http_server:1.3.27:* " :*:

dk Lk ak kR akak.

cpe:2.3:a:apache:http_server:1.3.29: 7 *:*:

cpe:2.3:a:apache:http_server:1.3.3: "

LRk ak kR akak,

cpe:2.3:a:apache:http_server:1.3.30:*:*:***:*:

LRk kR Lk akak.

cpe:2.3:a:apache:http_server:1.3.31: "™

dkakakak Rk k.

cpe:2.3:a:apache:http_server:1.3.35: 7 **:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:apache:http_server:1.3.36:*:*:*:*:":*:*:

Lk ok akakakakak.

cpe:2.3:a:apache:http_server:1.3.37:* """

cpe:2.3:a:apache:http_server:1.3.5:" """

cpe:2.3:a:apache:http_server:1.3.6:™:*: " ™

cpe:2.3:a:apache:http_server:1.3.7:%:* "
cpe:2.3:a:apache:http_server:1.3.8:":*:***:":*:
cpe:2.3:a:apache:http_server:1.3.9:*:*:***:*:*:
cpe:2.3:a:apache:http_server:1.4.0:": "
cpe:2.3:a:apache:http_server:1.99:%:*:*:*
cpe:2.3:a:apache:http_server:2.0:*:*: "

dkkakkakakak.

cpe:2.3:a:apache:http_server:2.0.28:*:*:*:*:*:*:*:

AnnD iatananhathitn canm e N DQ At * Fokokokax,
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Sk Lk k kR akak.

cpe:2.3:a:apache:http_server:2.0.32:*:*:*:*:*:*:*:

Skk Lk kkuk.

cpe:2.3:a:apache:http_server:2.0.34:beta:*:*:*:*:*:*:

dk Lk ak kR akak.

cpe:2.3:a:apache:http_server:2.0.35::*:*:**:*:*:

SRk kR ok akak.

cpe:2.3:a:apache:http_server:2.0.36::*:*:**:*:*:

dkak kR ok akak.

cpe:2.3:a:apache:http_server:2.0.37:*:*:*:***:*:

sk ok ak kR akak,

cpe:2.3:a:apache:http_server:2.0.41:*:*****:*:

Lk kR kR akak.

cpe:2.3:a:apache:http_server:2.0.42::*:*:*:*:*:*:

dkukakkakakak.

cpe:2.3:a:apache:http_server:2.0.52:*:*:*:*:*:*:*:

dkukakkakakak.

cpe:2.3:a:apache:http_server:2.0.53:*:*:*:*:*:*:*:

dkukakkakakak.

cpe:2.3:a:apache:http_server:2.0.54:*:*:***:*:*:

dkkakkkakuk.

cpe:2.3:a:apache:http_server:2.0.56:*:*:*:*:*:*:*:

I I

cpe:2.3:a:apache:http_server:2.0.57:*:****:*:*:



dk Lk ak Lk akakak.

cpe:2.3:a:apache:http_server:2.0.60:*:*:*:*:*:*:*:

Sk Lk k kR akak.

cpe:2.3:a:apache:http_server:2.0.61:*:*:*:*:*:*:*:

dkakk kR akak.

cpe:2.3:a:apache:http_server:2.0.64::*:*:**:*:*:

cpe:2.3:a:apache:http_server:2.0.9:* " :*:

cpe:2.3:a:apache:http_server:2.1: "

cpe:2.3:a:apache:http_server:2.1.1: "

cpe:2.3:a:apache:http_server:2.1.2: "

cpe:2.3:a:apache:http_server:2.1.3:*: "

cpe:2.3:a:apache:http_server:2.1.4: " "

cpe:2.3:a:apache:http_server:2.1.5:* " ™

cpe:2.3:a:apache:http_server:2.1.6:* "™

cpe:2.3:a:apache:http_server:2.1.7:% "%

cpe:2.3:a:apache:http_server:2.1.8:*:* """

cpe:2.3:a:apache:http_server:2.1.9:* "%

cpe:2.3:a:apache:http_server:2.2:**: """

cpe:2.3:a:apache:http_server:2.2.0:*:*:*:*:*:":*:

cpe:2.3:a:apache:http_server:2.2.1:*:*:*:**:":*:

dkkakkakakak.

cpe:2.3:a:apache:http_server:2.2.17:* %" %"

dk Lk ak Lk akakak.

cpe:2.3:a:apache:http_server:2.2.18:*:*:*:*:*:*:*:

dkkakkakakak.

cpe:2.3:a:apache:http_server:2.2.19:*:*:*:*:*:*:*:



cpe:2.3:a:apache:http_server:2.2.2:*:*:*:**:*:*:

dkak Lk k Lk akak.

cpe:2.3:a:apache:http_server:2.2.20:*:*:*:*:*:*:*:

dkk kR ok akak.

cpe:2.3:a:apache:http_server:2.2.21:: "™

dkak kR ok akak.

cpe:2.3:a:apache:http_server:2.2.23:*:*:*:***:*:

LRk kR Lk akak.

cpe:2.3:a:apache:http_server:2.2.24::*:*:***:*:
cpe:2.3:a:apache:http_server:2.2.25::*:*:**:*:*:
cpe:2.3:a:apache:http_server:2.2.3:* " :*:
cpe:2.3:a:apache:http_server:2.2.4:* "
cpe:2.3:a:apache:http_server:2.2.6:*:*:*:***:*:
cpe:2.3:a:apache:http_server:2.2.8:*:*:*:***:*:
cpe:2.3:a:apache:http_server:2.2.9:*:*:* "%

cpe:2.3:a:apache:http_server:2.3.0:*:* "%

cpe:2.3:a:apache:http_server:2.3.1:*:* """

cpe:2.3:a:apache:http_server:2.3.2:*:* """

cpe:2.3:a:apache:http_server:2.3.3:":* """

cpe:2.3:a:apache:http_server:2.3.4:":* 7 :":*:

cpe:2.3:a:apache:http_server:2.3.5:%:* " ":*:

cpe:2.3:a:apache:http_server:2.3.6:*:* " *:*:

cpe:2.3:a:apache:http_server:2.3.7:% 7 :":*:

cpe:2.3:a:apache:http_server:2.3.8:*:*:***:*:*:

cpe:2.3:a:apache:http_server:2.3.9:" " ™



cpe:2.3:a:apache:http_server:2.4.0:* " ™

cpe:2.3:a:apache:http_server:2.4.1:* " ™

cpe:2.3:a:apache:http_server:2.4.2:*:*: "

cpe:2.3:a:apache:http_server:2.4 . 3:*: "

LRk kR ok akak.

cpe:2.3:a:apache:http_server:0.8.11:** ™

cpe:2.3:a:apache:http_server:1.0: "

cpe:2.3:a:apache:http_server:1.0.2:*: "

cpe:2.3:a:apache:http_server:1.0.3:*: "

cpe:2.3:a:apache:http_server:1.0.5:*: "

Kk koK kR k.

cpe:2.3:a:apache:http_server:1.1:** "

cpe:2.3:a:apache:http_server:1.1.1:" " ™

cpe:2.3:a:apache:http_server:1.2:* "™

cpe:2.3:a:apache:http_server:1.2.4:" > "%

cpe:2.3:a:apache:http_server:1.2.5:% %"

cpe:2.3:a:apache:http_server:1.2.6:":: """

cpe:2.3:a:apache:http_server:1.2.9:" "™

cpe:2.3:a:apache:http_server:1.3:" """

cpe:2.3:a:apache:http_server:1.3.0:":: " ™

cpe:2.3:a:apache:http_server:1.3.1:" " ™

cpe:2.3:a:apache:http_server:1.3.1.1: "

dkukakkakakak.

cpe:2.3:a:apache:http_server:1.3.10: 7 *:":*:*:



dk Lk ak Lk akakak.

cpe:2.3:a:apache:http_server:1.3.17: %% *:

Sk Lk k kR akak.

cpe:2.3:a:apache:http_server:1.3.18:*:*:*:*:*:*:*:

SRk kR ok akak.

cpe:2.3:a:apache:http_server:1.3.22:*:*:*:**:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:apache:http_server:1.3.23: 7 **:*:

dkak ok kR akak.

cpe:2.3:a:apache:http_server:1.3.24:*****:*:

ek Rk kR akak,

cpe:2.3:a:apache:http_server:1.3.25:*****:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:apache:http_server:1.3.27: 7 :**:*:*:

Lk ok ak kR akak.

cpe:2.3:a:apache:http_server:1.3.28::*:*:*:*:*:*:

dkukakkakakak.

cpe:2.3:a:apache:http_server:1.3.37:* """

dkkakkakakak.

cpe:2.3:a:apache:http_server:1.3.38::**:*:*:*:*:

dkukakkakakak.

cpe:2.3:a:apache:http_server:1.3.39::**:*:*:*:*:

cpe:2.3:a:apache:http_server:1.3.4:":* 7 :":*:

dkkakkakakuk.

cpe:2.3:a:apache:http_server:1.3.41 "
cpe:2.3:a:apache:http_server:1.3.42::*:***:*:*:

cpe:2.3:a:apache:http_server:1.3.5:% 7 :*:*:

cpe:2.3:a:apache:http_server:1.3.6:":* " ™



dk Lk ak kR akak.

cpe:2.3:a:apache:http_server:1.3.65::*:*:*:*:*:*:

Sk Lk k kR akak.

cpe:2.3:a:apache:http_server:1.3.68::*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:1.3.7: "

cpe:2.3:a:apache:http_server:1.3.8: "

cpe:2.3:a:apache:http_server:1.3.9: "

cpe:2.3:a:apache:http_server:1.4.0:*: "

Sk ok ak ok akakak.

cpe:2.3:a:apache:http_server:1.99:*:*****:*:

R I

cpe:2.3:a:apache:http_server:2.0:*:*:*:***:*:

sk Lk ak kR akak.

cpe:2.3:a:apache:http_server:2.0.28:*:*:*:**:*:*:



dk Lk k Lk akakak.

cpe:2.3:a:apache:http_server:2.0.50:*:*:*:*:*:*:*:

Sk Lk k kR akuk.

cpe:2.3:a:apache:http_server:2.0.51::****:*:*:

dkak Lk kakakak.

cpe:2.3:a:apache:http_server:2.0.52:*:*:*:***:*:

dk Lk ak kR akak.

cpe:2.3:a:apache:http_server:2.0.54::*:*:***:*:

Sk kR kR akak.

cpe:2.3:a:apache:http_server:2.0.55::*:*:**:*:*:

dk Lk ak kR akak.

cpe:2.3:a:apache:http_server:2.0.56::*:*:*:*:*:*:

LRk kR ok akak.

cpe:2.3:a:apache:http_server:2.0.57:*:*:*:**:*:*:

cpe:2.3:a:apache:http_server:2.0.9:*:*:*:*:*:":*:

cpe:2.3:a:apache:http_server:2.1:* "%

cpe:2.3:a:apache:http_server:2.1.1:" " ™

cpe:2.3:a:apache:http_server:2.1.2:" " ™

cpe:2.3:a:apache:http_server:2.1.3:" "™

cpe:2.3:a:apache:http_server:2.1.4:": " ™

cpe:2.3:a:apache:http_server:2.1.5:" "

cpe:2.3:a:apache:http_server:2.1.6:*:*: """

cpe:2.3:a:apache:http_server:2.1.7:% %"

cpe:2.3:a:apache:http_server:2.1.8:":*:***:*:*:

cpe:2.3:a:apache:http_server:2.1.9:*:* 7 :*:*:

AkLkLk kKKK,

cpe:2.3:a:apache:http_server:2.2:*:*:*:***:*:

cpe:2.3:a:apache:http_server:2.2.0:*:*:** "

cpe:2.3:a:apache:http_server:2.2.1:* "

rne2 R:atanachea'httn carvar 9 Xk dokakakok,



B T Lo L O

Lk Lk ak kR akak.

cpe:2.3:a:apache:http_server:2.2.11:**** %%

Sk Lk k kR akak.

cpe:2.3:a:apache:http_server:2.2.12:*: "™

LRk kR Lk akak.

cpe:2.3:a:apache:http_server:2.2.13: "™

LRk Lk kakakak.

cpe:2.3:a:apache:http_server:2.2.15:**:***:*:

dkk kR ok akak.

cpe:2.3:a:apache:http_server:2.2.16:*:*:*:**:*:*:

SRk ak kR akak.

cpe:2.3:a:apache:http_server:2.2.17:*:**:***:*:

LRk ak kR ok ak.

cpe:2.3:a:apache:http_server:2.2.18:*:*:*:**:*:*:

cpe:2.3:a:apache:http_server:2.2.2:**:*:***:*:

sk Rk kR akak.

cpe:2.3:a:apache:http_server:2.2.20::*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:a:apache:http_server:2.2.21 7 *":*:*:

cpe:2.3:a:apache:http_server:2.2.3:*:* """

cpe:2.3:a:apache:http_server:2.2.4:":: "

cpe:2.3:a:apache:http_server:2.2.6:*:*:*:*:*:":*:

cpe:2.3:a:apache:http_server:2.2.8:*:*:* " ":*:

cpe:2.3:a:apache:http_server:2.2.9:*:*:*:**:":*:

cpe:2.3:a:apache:http_server:2.3.0:":* 7 :":*:

cpe:2.3:a:apache:http_server:2.3.1:":* """

dk Lk akkakakuk.

cpe:2.3:a:apache:http_server:2.3.13:*:** " *:*:

dk Kk Lk akakak.

cpe:2.3:a:apache:http_server:2.3.14:* " "™



dk Lk ak kR akak.

cpe:2.3:a:apache:http_server:2.3.15: % " :*:

Sk Lk k kR ok ak.

cpe:2.3:a:apache:http_server:2.3.16::*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.3.2:* " ™

cpe:2.3:a:apache:http_server:2.3.3:" " ™

cpe:2.3:a:apache:http_server:2.3.4: "

cpe:2.3:a:apache:http_server:2.3.5:* " ™

cpe:2.3:a:apache:http_server:2.3.6:* " **:*:

cpe:2.3:a:apache:http_server:2.3.7:* "%

cpe:2.3:a:apache:http_server:2.3.8:* " **:*:

cpe:2.3:a:apache:http_server:2.3.9:* " **:*:

cpe:2.3:a:apache:http_server:2.4.0:* "

cpe:2.3:a:apache:http_server:2.4.1:" "

cpe:2.3:a:apache:http_server:2.4.2:* %" %

cpe:2.3:a:apache:http_server:2.4.3:*:* "%

No vendor comments have been submitted for this CVE
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