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Summary

CVE CVE-2013-2255

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-01 19:15:00 UTC

Updated 2019-11-07 19:38:00 UTC

Description HTTPSConnections in OpenStack Keystone 2013, OpenStack Compute 2013.1, and possibly other OpenStack components, fail to validate server-side SSL certificates.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Openstack Compute 2013.1 All All All

Application Openstack Compute 2013.1 All All All

Application Openstack Keystone 2013 All All All

Application Openstack Keystone 2013 All All All

Application Redhat Openstack 3.0 All All All

Application Redhat Openstack 4.0 All All All

Application Redhat Openstack 3.0 All All All

Application Redhat Openstack 4.0 All All All
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Bug #1188189 “Some server-side 'SSL' communication fails to chec...” : Bugs : OpenStack Security Notes MISC bugs.launchpad.net

924514 – (CVE-2013-2255) CVE-2013-2255 openstack-*: Inconsistent and non-validating HTTPS client MISC bugzilla.redhat.com

CVE-2013-2255 - Red Hat Customer Portal MISC access.redhat.com

Multiple OpenStack Products SSL Certificate Validation CVE-2013-2255 Security Bypass Vulnerability MISC www.securityfocus.com

IBM X-Force Exchange MISC exchange.xforce.ibmcloud.com

CVE-2013-2255 MISC security-tracker.debian.org

Bug 829080 – VUL-0: CVE-2013-2255: openstack various SSL hostname checking problems MISC bugzilla.suse.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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