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Summary

CVE CVE-2013-2269

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-01 17:55:00 UTC

Updated 2013-10-08 20:45:00 UTC

Description The Sponsorship Confirmation functionality in Aruba Networks ClearPass 5.x, 6.0.1, and 6.0.2, and Amigopod/ClearPass Guest 3.0 through 3.9.7, allows remote attackers to bypass intended access restrictions and approve a request by sending a guest request, then using "parameter manipulation" in conjunction with information from a "default holding page" to discover the link that is used for sponsor approval of the guest request, then performing a direct request to that link.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Arubanetworks Clearpass 5.0.1 All All All

Application Arubanetworks Clearpass 5.1 All All All

Application Arubanetworks Clearpass 5.2 All All All

Application Arubanetworks Clearpass 6.0.1 All All All

Application Arubanetworks Clearpass 6.0.2 All All All

Application Arubanetworks Clearpass 5.0.1 All All All

Application Arubanetworks Clearpass 5.1 All All All

Application Arubanetworks Clearpass 5.2 All All All

Application Arubanetworks Clearpass 6.0.1 All All All

Application Arubanetworks Clearpass 6.0.2 All All All

Application Arubanetworks Clearpass Guest 3.0 All All All

Application Arubanetworks Clearpass Guest 3.1 All All All

Application Arubanetworks Clearpass Guest 3.2 All All All

Application Arubanetworks Clearpass Guest 3.3 All All All

Application Arubanetworks Clearpass Guest 3.5 All All All

Application Arubanetworks Clearpass Guest 3.7 All All All

Application Arubanetworks Clearpass Guest 3.9 All All All
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Application Arubanetworks Clearpass Guest 3.9 All All All

Application Arubanetworks Clearpass Guest 3.0 All All All

Application Arubanetworks Clearpass Guest 3.1 All All All

Application Arubanetworks Clearpass Guest 3.2 All All All

Application Arubanetworks Clearpass Guest 3.3 All All All

Application Arubanetworks Clearpass Guest 3.5 All All All

Application Arubanetworks Clearpass Guest 3.7 All All All

Application Arubanetworks Clearpass Guest 3.9 All All All

References

Reference Source

Security Advisory SA53358 - Aruba Networks ClearPass / ClearPass Guest Network Access Security Bypass Vulnerability - Secunia SECUNIA

Nothing found for Support Alerts Aid 050813 Asc CONFIRM

Aruba Networks Multiple Products CVE-2013-2269 Access Security Bypass Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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