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Summary

CVE CVE-2013-2297

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-09-17 12:04:00 UTC

Updated 2013-09-18 20:11:00 UTC

Description Eucalyptus EuStore sets a blank root password in the default configuration of EMI 3868652036, EMI 0400376721, EMI 2425352071, and EMI 1347115203, which allows local users to gain privileges via unspecified vectors, a related issue to CVE-2013-2069.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Eucalyptus Eustore emi_0400376721 All All All

Operating System Eucalyptus Eustore emi_1347115203 All All All

Operating System Eucalyptus Eustore emi_2425352071 All All All

Operating System Eucalyptus Eustore emi_3868652036 All All All

Operating System Eucalyptus Eustore emi_0400376721 All All All

Operating System Eucalyptus Eustore emi_1347115203 All All All

Operating System Eucalyptus Eustore emi_2425352071 All All All

Operating System Eucalyptus Eustore emi_3868652036 All All All

References

Reference Source Link Tags

ESA-12: Insecure Configuration in some EuStore EMIs | Eucalyptus CONFIRM www.eucalyptus.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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