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Summary

CVE CVE-2013-2310

State PUBLISHED

Assigner jpcert

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-06-17 03:29:45 UTC

Updated 2026-04-29 01:13:23 UTC

Description SoftBank Wi-Fi Spot Configuration Software, as used on SoftBank SHARP 3G handsets, SoftBank Panasonic 3G handsets, SoftBank NEC 3G handsets, SoftBank Samsung 3G handsets, SoftBank mobile Wi-Fi routers, SoftBank Android smartphones with the Wi-Fi application before 1.7.1, SoftBank Windows Mobile smartphones with the WISPrClient application before 1.3.1, SoftBank Disney Mobile Android smartphones with the Wi-Fi application before 1.7.1, and WILLCOM Android smartphones with the Wi-Fi application before 1.7.1, does not properly connect to access points, which allows remote attackers to obtain sensitive information by leveraging access to an 802.11 network.

Risk And Classification

Primary CVSS: v2.0 3.3 from nvd@nist.gov

AV:A/AC:L/Au:N/C:P/I:N/A:N

Problem Types: CWE-287 | n/a

CVSS v2.0 Breakdown

AV:A/AC:L/Au:N/C:P/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Softbank Android Smartphone 001dl All All All

Hardware Softbank Android Smartphone 001ht All All All

Access Vector

Adjacent

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

None

Availability

None

https://cve.report/
https://cve.report/CVE-2013-2310/mitre
https://cve.report/CVE-2013-2310/nist
https://cve.report/CVE-2013-2310/cve_org
https://cve.report/api/cve/CVE-2013-2310.json
https://cve.report/CVE-2013-2310.pdf
http://cve.report/vendor/softbank
http://cve.report/software/softbank/android_smartphone


Hardware Softbank Android Smartphone 001ht All All All

Hardware Softbank Android Smartphone 003p All All All

Hardware Softbank Android Smartphone 003sh All All All

Hardware Softbank Android Smartphone 003z All All All

Hardware Softbank Android Smartphone 005sh All All All

Hardware Softbank Android Smartphone 006sh All All All

Hardware Softbank Android Smartphone 007hw All All All

Hardware Softbank Android Smartphone 007sh All All All

Hardware Softbank Android Smartphone 007sh j All All

Hardware Softbank Android Smartphone 007sh kt All All

Hardware Softbank Android Smartphone 008z All All All

Hardware Softbank Android Smartphone 009sh All All All

Hardware Softbank Android Smartphone 009sh y All All

Hardware Softbank Android Smartphone 009z All All All

Hardware Softbank Android Smartphone 101dl All All All

Hardware Softbank Android Smartphone 101f All All All

Hardware Softbank Android Smartphone 101k All All All

Hardware Softbank Android Smartphone 101n All All All

Hardware Softbank Android Smartphone 101p All All All

Hardware Softbank Android Smartphone 101sh All All All

Hardware Softbank Android Smartphone 102p All All All

Hardware Softbank Android Smartphone 102sh All All All

Hardware Softbank Android Smartphone 102sh ii All All

Hardware Softbank Android Smartphone 103sh All All All

Hardware Softbank Android Smartphone 104sh All All All

Hardware Softbank Android Smartphone 106sh All All All

Hardware Softbank Android Smartphone 107sh All All All

Hardware Softbank Android Smartphone 200sh All All All

Hardware Softbank Android Smartphone 201hw All All All

Hardware Softbank Android Smartphone 201k All All All

Hardware Softbank Android Smartphone 201m All All All

Hardware Softbank Android Smartphone x06ht All All All

Hardware Softbank Android Smartphone x06ht ii All All

Hardware Softbank Mobile Wi-fi Router 101sb All All All

Hardware Softbank Mobile Wi-fi Router 102hw All All All

Hardware Softbank Mobile Wi-fi Router 102z All All All
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Hardware Softbank Mobile Wi-fi Router 102z All All All

Hardware Softbank Nec 3g Handset 001n All All All

Hardware Softbank Nec 3g Handset 931n All All All

Hardware Softbank Nec 3g Handset 940n All All All

Hardware Softbank Panasonic 3g Handset 001p All All All

Hardware Softbank Panasonic 3g Handset 941p All All All

Hardware Softbank Panasonic 3g Handset 942p All All All

Hardware Softbank Samsung 3g Handset 941sc All All All

Hardware Softbank Sharp 3g Handset 001n All All All

Hardware Softbank Sharp 3g Handset 001p All All All

Hardware Softbank Sharp 3g Handset 002sh All All All

Hardware Softbank Sharp 3g Handset 004sh All All All

Hardware Softbank Sharp 3g Handset 004shp3 All All All

Hardware Softbank Sharp 3g Handset 931n All All All

Hardware Softbank Sharp 3g Handset 940n All All All

Hardware Softbank Sharp 3g Handset 940sh All All All

Hardware Softbank Sharp 3g Handset 941p All All All

Hardware Softbank Sharp 3g Handset 941sc All All All

Hardware Softbank Sharp 3g Handset 941sh All All All

Hardware Softbank Sharp 3g Handset 942p All All All

Hardware Softbank Sharp 3g Handset 943sh All All All

Hardware Softbank Sharp 3g Handset 944sh All All All

Hardware Softbank Sharp 3g Handset 945sh All All All

Hardware Softbank Sharp 3g Handset 945shg All All All

Application Softbank Wi-fi Application All All All All

Application Softbank Wi-fi Spot Configuration Software - All All All

Hardware Softbank Windows Mobile Smartphone x01sc All All All

Hardware Softbank Windows Mobile Smartphone x02t All All All

Hardware Softbank Windows Mobile Smartphone x04ht All All All

Hardware Softbank Windows Mobile Smartphone x05ht All All All

Application Softbank Wisprclient All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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Reference Source Link

jvndb.jvn.jp/jvndb/JVNDB-2013-000039 af854a3a-2127-422b-91ae-364da2661108 jvndb.jvn.jp

Japan Vulnerability Notes/Information from SoftBank af854a3a-2127-422b-91ae-364da2661108 jvn.jp

Japan Vulnerability Notes/Information from Disney Mobile on SoftBank af854a3a-2127-422b-91ae-364da2661108 jvn.jp

Japan Vulnerability Notes/Information from WILLCOM af854a3a-2127-422b-91ae-364da2661108 jvn.jp

JVN#85371480: Wi-Fi Spot Configuration Software vulnerability in the connection process af854a3a-2127-422b-91ae-364da2661108 jvn.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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