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CVE-2013-2314

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AV-NIACMIAUNICNIPIAN Certain versions of Ec-cube from Lockon contain the foIIowing
’ vulnerability:

Cross-site scripting (XSS) vulnerability in the adminAuthorization
function in data/class/helper/SC_Helper_Session.php in LOCKON EC-
CUBE 2.11.0 through 2.12.3enP2 allows remote attackers to inject
arbitrary web script or HTML via a crafted URL associated with the
management screen.

CVE-2013-2314 has been assigned by () vultures@jpcert.or.jp to track the vulnerability

CVSS2 Score: ~4.3-MEDIUM

Access Access Authentication
Vector Complexity

[NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

JVN#45306814: EC-CUBE fails to restrict access () JVN JVN#45306814

permissions

Changeset 22826 — EC-CUBE Trac () CONFIRM svn.ec-cube.net/open_trac/changeset/22826
fEgstt / HARRIECH-TV TS5y h T+ — L EC- @ CONFIRM www.ec-

CUBE cube.net/info/weakness/weakness.php?id=42

JVNDB JVNDB-2013-000043

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,


https://cve.report/
https://cve.report/CVE-2013-2314/mitre
https://cve.report/CVE-2013-2314/nist
https://cve.report/CVE-2013-2314/cve_org
https://cve.report/CVE-2013-2314.pdf
http://cve.report/software/lockon/ec-cube
http://cve.report/vendor/lockon
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://jvn.jp/en/jp/JVN45306814/index.html
http://svn.ec-cube.net/open_trac/changeset/22826
http://www.ec-cube.net/info/weakness/weakness.php?id=42
http://jvndb.jvn.jp/jvndb/JVNDB-2013-000043

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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