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Summary

CVE CVE-2013-2340

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-07-06 13:57:00 UTC

Updated 2019-10-09 23:07:00 UTC

Description Unspecified vulnerability on the HP ProCurve JC###A, JC###B, JD###A, JD###B, JE###A, JF###A, JF###B, JF###C, JG###A, 658250-B21, and 658247-B21; HP 3COM routers and switches; and HP H3C routers and switches allows remote attackers to execute arbitrary code or obtain sensitive information via unknown vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp 3com Baseline Plus Switch 2900 All All All

Hardware Hp 3com Baseline Plus Switch 2900g All All All

Hardware Hp 3com Baseline Plus Switch 2900g-28hpwr All All All

Hardware Hp 3com Baseline Plus Switch 2900g-28pwr All All All

Hardware Hp 3com Baseline Plus Switch 2900 All All All

Hardware Hp 3com Baseline Plus Switch 2900g All All All

Hardware Hp 3com Baseline Plus Switch 2900g-28hpwr All All All

Hardware Hp 3com Baseline Plus Switch 2900g-28pwr All All All

Hardware Hp 3com Router 3012 All All All

Hardware Hp 3com Router 3013 All All All

Hardware Hp 3com Router 3016 All All All

Hardware Hp 3com Router 3018 All All All

Hardware Hp 3com Router 3036 All All All

Hardware Hp 3com Router 3040 All All All

Hardware Hp 3com Router 3041 All All All

Hardware Hp 3com Router 5009 All All All

Hardware Hp 3com Router 5012 All All All
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Hardware Hp 3com Router 5012 All All All

Hardware Hp 3com Router 5231 All All All

Hardware Hp 3com Router 5232 All All All

Hardware Hp 3com Router 5640 All All All

Hardware Hp 3com Router 5642 All All All

Hardware Hp 3com Router 5642_taa All All All

Hardware Hp 3com Router 5680 All All All

Hardware Hp 3com Router 5682 All All All

Hardware Hp 3com Router 6040 All All All

Hardware Hp 3com Router 6080 All All All

Hardware Hp 3com Router jg005a All All All

Hardware Hp 3com Router ss4_5500g-ei All All All

Hardware Hp 3com Router 3012 All All All

Hardware Hp 3com Router 3013 All All All

Hardware Hp 3com Router 3016 All All All

Hardware Hp 3com Router 3018 All All All

Hardware Hp 3com Router 3036 All All All

Hardware Hp 3com Router 3040 All All All

Hardware Hp 3com Router 3041 All All All

Hardware Hp 3com Router 5009 All All All

Hardware Hp 3com Router 5012 All All All

Hardware Hp 3com Router 5231 All All All

Hardware Hp 3com Router 5232 All All All

Hardware Hp 3com Router 5640 All All All

Hardware Hp 3com Router 5642 All All All

Hardware Hp 3com Router 5642_taa All All All

Hardware Hp 3com Router 5680 All All All

Hardware Hp 3com Router 5682 All All All

Hardware Hp 3com Router 6040 All All All

Hardware Hp 3com Router 6080 All All All

Hardware Hp 3com Router jg005a All All All

Hardware Hp 3com Router ss4_5500g-ei All All All

Hardware Hp 3com Switch 4200g All All All

Hardware Hp 3com Switch 4200g-ntg All All All

Hardware Hp 3com Switch 4200g_pwr All All All

Hardware Hp 3com Switch 4210 All All All
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Hardware Hp 3com Switch 4210-24g All All All

Hardware Hp 3com Switch 4210-48g All All All

Hardware Hp 3com Switch 4210_pwr All All All

Hardware Hp 3com Switch 4210_pwr_9p_taa All All All

Hardware Hp 3com Switch 4500 All All All

Hardware Hp 3com Switch 4500_pwr All All All

Hardware Hp 3com Switch 4510g All All All

Hardware Hp 3com Switch 4510g_pwr All All All

Hardware Hp 3com Switch 4800g All All All

Hardware Hp 3com Switch 5500g-ei_sfp All All All

Hardware Hp 3com Switch e4210-24g-poe All All All

Hardware Hp 3com Switch e4510-24g All All All

Hardware Hp 3com Switch ss4_5500-ei All All All

Hardware Hp 3com Switch ss4_5500-ei-pwr All All All

Hardware Hp 3com Switch ss4_5500-si All All All

Hardware Hp 3com Switch ss4_5500g-ei All All All

Hardware Hp 3com Switch ss4_5500g-ei-pwr All All All

Hardware Hp 3com Switch ss4_switch_5500g-ei All All All

Hardware Hp 3com Switch 4200g All All All

Hardware Hp 3com Switch 4200g-ntg All All All

Hardware Hp 3com Switch 4200g_pwr All All All

Hardware Hp 3com Switch 4210 All All All

Hardware Hp 3com Switch 4210-24g All All All

Hardware Hp 3com Switch 4210-48g All All All

Hardware Hp 3com Switch 4210_pwr All All All

Hardware Hp 3com Switch 4210_pwr_9p_taa All All All

Hardware Hp 3com Switch 4500 All All All

Hardware Hp 3com Switch 4500_pwr All All All

Hardware Hp 3com Switch 4510g All All All

Hardware Hp 3com Switch 4510g_pwr All All All

Hardware Hp 3com Switch 4800g All All All

Hardware Hp 3com Switch 5500g-ei_sfp All All All

Hardware Hp 3com Switch e4210-24g-poe All All All

Hardware Hp 3com Switch e4510-24g All All All

Hardware Hp 3com Switch ss4_5500-ei All All All

Hardware Hp 3com Switch ss4_5500-ei-pwr All All All
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Hardware Hp 3com Switch ss4_5500-ei-pwr All All All

Hardware Hp 3com Switch ss4_5500-si All All All

Hardware Hp 3com Switch ss4_5500g-ei All All All

Hardware Hp 3com Switch ss4_5500g-ei-pwr All All All

Hardware Hp 3com Switch ss4_switch_5500g-ei All All All

Hardware Hp 3com Switch Taa Compliant 5500g-ei All All All

Hardware Hp 3com Switch Taa Compliant 5500g-ei-pwr All All All

Hardware Hp 3com Switch Taa Compliant 5500g-ei-sfp All All All

Hardware Hp 3com Switch Taa Compliant 5500g-ei All All All

Hardware Hp 3com Switch Taa Compliant 5500g-ei-pwr All All All

Hardware Hp 3com Switch Taa Compliant 5500g-ei-sfp All All All

Hardware Hp 3com Taa Switch 5500-ei All All All

Hardware Hp 3com Taa Switch 5500-ei All All All

Hardware Hp H3c Ethernet Switch s5500-28c-ei All All All

Hardware Hp H3c Ethernet Switch s5500-28c-ei-dc All All All

Hardware Hp H3c Ethernet Switch s5500-28c-pwr-ei All All All

Hardware Hp H3c Ethernet Switch s5500-28c-pwr-si All All All

Hardware Hp H3c Ethernet Switch s5500-28c-si All All All

Hardware Hp H3c Ethernet Switch s5500-28f-ei All All All

Hardware Hp H3c Ethernet Switch s5500-52c-ei All All All

Hardware Hp H3c Ethernet Switch s5500-52c-pwr-ei All All All

Hardware Hp H3c Ethernet Switch s5500-52c-pwr-si All All All

Hardware Hp H3c Ethernet Switch s5500-52c-si All All All

Hardware Hp H3c Ethernet Switch s5600-26c All All All

Hardware Hp H3c Ethernet Switch s5600-26c-pwr All All All

Hardware Hp H3c Ethernet Switch s5600-26f All All All

Hardware Hp H3c Ethernet Switch s5600-50c All All All

Hardware Hp H3c Ethernet Switch s5600-50c-pwr All All All

Hardware Hp H3c Ethernet Switch s7502e All All All

Hardware Hp H3c Ethernet Switch s7503e All All All

Hardware Hp H3c Ethernet Switch s7503e-s All All All

Hardware Hp H3c Ethernet Switch s7506e All All All

Hardware Hp H3c Ethernet Switch s7506e-v All All All

Hardware Hp H3c Ethernet Switch s7510e All All All

Hardware Hp H3c Ethernet Switch s5500-28c-ei All All All

Hardware Hp H3c Ethernet Switch s5500-28c-ei-dc All All All
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Hardware Hp H3c Ethernet Switch s5500-28c-pwr-ei All All All

Hardware Hp H3c Ethernet Switch s5500-28c-pwr-si All All All

Hardware Hp H3c Ethernet Switch s5500-28c-si All All All

Hardware Hp H3c Ethernet Switch s5500-28f-ei All All All

Hardware Hp H3c Ethernet Switch s5500-52c-ei All All All

Hardware Hp H3c Ethernet Switch s5500-52c-pwr-ei All All All

Hardware Hp H3c Ethernet Switch s5500-52c-pwr-si All All All

Hardware Hp H3c Ethernet Switch s5500-52c-si All All All

Hardware Hp H3c Ethernet Switch s5600-26c All All All

Hardware Hp H3c Ethernet Switch s5600-26c-pwr All All All

Hardware Hp H3c Ethernet Switch s5600-26f All All All

Hardware Hp H3c Ethernet Switch s5600-50c All All All

Hardware Hp H3c Ethernet Switch s5600-50c-pwr All All All

Hardware Hp H3c Ethernet Switch s7502e All All All

Hardware Hp H3c Ethernet Switch s7503e All All All

Hardware Hp H3c Ethernet Switch s7503e-s All All All

Hardware Hp H3c Ethernet Switch s7506e All All All

Hardware Hp H3c Ethernet Switch s7506e-v All All All

Hardware Hp H3c Ethernet Switch s7510e All All All

Hardware Hp H3c High Performance Main Processing Unit msr_50_3ge All All All

Hardware Hp H3c High Performance Main Processing Unit msr_50_3ge All All All

Hardware Hp H3c Processing Module msr_50_g2 All All All

Hardware Hp H3c Processing Module msr_50_g2 All All All

Hardware Hp H3c Processor Module msr_50 All All All

Hardware Hp H3c Processor Module msr_50 All All All

Hardware Hp H3c Router msr5040-dc-ovs-h3c All All All

Hardware Hp H3c Router msr_20-10 All All All

Hardware Hp H3c Router msr_20-11 All All All

Hardware Hp H3c Router msr_20-12 All All All

Hardware Hp H3c Router msr_20-12_t1 All All All

Hardware Hp H3c Router msr_20-13 All All All

Hardware Hp H3c Router msr_20-13_w All All All

Hardware Hp H3c Router msr_20-15 All All All

Hardware Hp H3c Router msr_20-15_a All All All

Hardware Hp H3c Router msr_20-15_a_w All All All
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Hardware Hp H3c Router msr_20-15_iw All All All

Hardware Hp H3c Router msr_20-20 All All All

Hardware Hp H3c Router msr_20-21 All All All

Hardware Hp H3c Router msr_20-40 All All All

Hardware Hp H3c Router msr_30-10 All All All

Hardware Hp H3c Router msr_30-20 All All All

Hardware Hp H3c Router msr_30-20_poe All All All
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Hardware Hp H3c Switch s5100-48p-si_ls-5100-48p-si-ovs-h3 All All All
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Hardware Hp H3c Switch s5100-8p-pwr-ei_ls-5100-8p-pwr-ei-ovs All All All
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Hardware Hp H3c Switch s5120-28p-si All All All

Hardware Hp H3c Switch s5120-48p-ei All All All

Hardware Hp H3c Switch s5120-52c-ei All All All

Hardware Hp H3c Switch s5120-52c-pwr-ei All All All

Hardware Hp H3c Switch s5120-52p-si All All All

Hardware Hp H3c Switch s5800-32c All All All

Hardware Hp H3c Switch s5800-32c-pwr All All All

Hardware Hp H3c Switch s5800-32f All All All

Hardware Hp H3c Switch s5800-56c All All All

Hardware Hp H3c Switch s5800-56c-pwr All All All
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Hardware Hp H3c Switch s5820x-28c All All All

Hardware Hp H3c Switch s5820x-28s All All All

Hardware Hp H3c Switch s7502e All All All

Hardware Hp H3c Switch s7503e All All All

Hardware Hp H3c Switch s7503e-s All All All

Hardware Hp H3c Switch s7506e All All All

Hardware Hp H3c Switch s7506e-v All All All

Hardware Hp H3c Switch s9505e All All All
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Hardware Hp H3c Switch s12508 All All All
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Hardware Hp H3c Switch s3600-28f-ei_ls-3600-28f-ei-ovs All All All
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Hardware Hp H3c Switch s5120-28p-pwr-si All All All
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Hardware Hp H3c Switch s5120-52p-si All All All

Hardware Hp H3c Switch s5800-32c All All All

Hardware Hp H3c Switch s5800-32c-pwr All All All

Hardware Hp H3c Switch s5800-32f All All All

Hardware Hp H3c Switch s5800-56c All All All

Hardware Hp H3c Switch s5800-56c-pwr All All All
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Hardware Hp H3c Switch s5820x-28c All All All

Hardware Hp H3c Switch s5820x-28s All All All
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Hardware Hp H3c Switch s7503e All All All

Hardware Hp H3c Switch s7503e-s All All All
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Hardware Hp H3c Switch s7506e All All All

Hardware Hp H3c Switch s7506e-v All All All

Hardware Hp H3c Switch s9505e All All All

Hardware Hp H3c Switch s9508e-v All All All

Hardware Hp Procurve Router jc147a All All All

Hardware Hp Procurve Router jc147b All All All

Hardware Hp Procurve Router jc148a All All All

Hardware Hp Procurve Router jc148b All All All

Hardware Hp Procurve Router jc149a All All All

Hardware Hp Procurve Router jc149b All All All

Hardware Hp Procurve Router jc150a All All All

Hardware Hp Procurve Router jc150b All All All

Hardware Hp Procurve Router jd429b All All All

Hardware Hp Procurve Router jd431a All All All

Hardware Hp Procurve Router jd432a All All All

Hardware Hp Procurve Router jd433a All All All

Hardware Hp Procurve Router jd653a All All All

Hardware Hp Procurve Router jd655a All All All

Hardware Hp Procurve Router jd656a All All All

Hardware Hp Procurve Router jd662a All All All

Hardware Hp Procurve Router jd663a All All All

Hardware Hp Procurve Router jd663b All All All

Hardware Hp Procurve Router jd664a All All All

Hardware Hp Procurve Router jd916a All All All

Hardware Hp Procurve Router jd917a All All All

Hardware Hp Procurve Router jd918a All All All

Hardware Hp Procurve Router jd921a All All All

Hardware Hp Procurve Router jd922a All All All
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Hardware Hp Procurve Router jd935a All All All

Hardware Hp Procurve Router jd943a All All All

Hardware Hp Procurve Router jd944a All All All

Hardware Hp Procurve Router jd945a All All All
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Hardware Hp Procurve Router jd967a All All All
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Hardware Hp Vpn Firewall Appliance jg214a All All All

References

Reference Source Link Tags

SSRT100917 HP h20564.www2.hp.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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