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Summary

CVE CVE-2013-2352

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-07-10 22:55:00 UTC

Updated 2019-10-09 23:07:00 UTC

Description LeftHand OS (aka SAN iQ) 10.5 and earlier on HP StoreVirtual Storage devices does not provide a mechanism for disabling the HP Support challenge-response root-login feature, which makes it easier for remote attackers to obtain administrative access by leveraging knowledge of an unused one-time password.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dell Poweredge 2950 All All All All

Hardware Dell Poweredge 2950 All All All All

Hardware Hp Dl320s All All All All

Hardware Hp Dl320s All All All All

Hardware Hp Lefthand Nsm2060 All All All All

Hardware Hp Lefthand Nsm2060 All All All All

Hardware Hp Lefthand Nsm2060 G2 All All All All

Hardware Hp Lefthand Nsm2060 G2 All All All All

Hardware Hp Lefthand Nsm2120 G2 All All All All

Hardware Hp Lefthand Nsm2120 G2 All All All All

Hardware Hp Lefthand Vsa All All All All

Hardware Hp Lefthand Vsa All All All All

Hardware Hp P4000 Vsa All All All All

Hardware Hp P4000 Vsa All All All All

Hardware Hp P4300 All All All All

Hardware Hp P4300 All All All All

Hardware Hp P4300 G2 All All All All
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Hardware Hp P4300 G2 All All All All

Hardware Hp P4300 G2 All All All All

Hardware Hp P4500 All All All All

Hardware Hp P4500 All All All All

Hardware Hp P4500 G2 All All All All

Hardware Hp P4500 G2 All All All All

Hardware Hp P4900 G2 All All All All

Hardware Hp P4900 G2 All All All All

Application Hp San/iq 10.0 All All All

Application Hp San/iq 8.0 All All All

Application Hp San/iq 8.1 All All All

Application Hp San/iq 8.5 All All All

Application Hp San/iq 9.0 All All All

Application Hp San/iq 9.5 All All All

Application Hp San/iq All All All All

Application Hp San/iq 10.0 All All All

Application Hp San/iq 8.0 All All All

Application Hp San/iq 8.1 All All All

Application Hp San/iq 8.5 All All All

Application Hp San/iq 9.0 All All All

Application Hp San/iq 9.5 All All All

Application Hp San/iq 10.0 All All All

Application Hp San/iq 8.0 All All All

Application Hp San/iq 8.1 All All All

Application Hp San/iq 8.5 All All All

Application Hp San/iq 9.0 All All All

Application Hp San/iq 9.5 All All All

Application Hp San/iq All All All All

Hardware Hp Storevirtual 4130 All All All All

Hardware Hp Storevirtual 4130 All All All All

Hardware Hp Storevirtual 4330 All All All All

Hardware Hp Storevirtual 4330 All All All All

Hardware Hp Storevirtual 4530 All All All All

Hardware Hp Storevirtual 4530 All All All All

Hardware Hp Storevirtual 4630 All All All All

Hardware Hp Storevirtual 4630 All All All All
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Hardware Hp Storevirtual 4730 All All All All

Hardware Hp Storevirtual 4730 All All All All

Hardware Hp Storevirtual Vsa All All All All

Hardware Hp Storevirtual Vsa All All All All

Hardware Ibm X3650 All All All All

Hardware Ibm X3650 All All All All

References

Reference Source Link Tags

HP Support document - HP Support Center HP h20564.www2.hp.com Vendor Advisory

HP storage: more possible backdoors • The Register MISC www.theregister.co.uk

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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