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CVE-2013-2434

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCCICAC Certain versions of Javafx from Oracle contain the following
’ vulnerability:

Unspecified vulnerability in the Java Runtime Environment (JRE)
component in Oracle Java SE 7 Update 17 and earlier and JavaFX
2.2.7 and earlier allows remote attackers to affect confidentiality,
integrity, and availability via unknown vectors related to 2D.

CVE-2013-2434 has been assigned by © secalert_us@oracle.com to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication

Vector Complexity

Low [ NN

Confidentiality Integrity Availability

Impact Impact Impact

CVE References

Description Tags Link

Oracle Java SE Critical Patch Update - April O CONFIRM

2013 www.oracle.com/technetwork/topics/security/javacpuapr2013-
1928497.html

'[security bulletin]l HPSBUX02889 SSRT101252  [FIFT () HP SSRT101252

rev.1 - HP-UX Running Java, Remote

Unauthorized Access, D' - MARC

Repository / Oval Repository ) OVAL oval:org.mitre.oval:def:16201
 text/html |

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:19462

Oracle Has Released Multiple Updates for Java @ CERT TA13-107A
SE | US-CERT



https://cve.report/
https://cve.report/CVE-2013-2434/mitre
https://cve.report/CVE-2013-2434/nist
https://cve.report/CVE-2013-2434/cve_org
https://cve.report/CVE-2013-2434.pdf
http://cve.report/software/oracle/javafx
http://cve.report/vendor/oracle
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.oracle.com/technetwork/topics/security/javacpuapr2013-1928497.html
http://marc.info/?l=bugtraq&m=137283787217316&w=2
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A16201
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A19462
http://www.us-cert.gov/ncas/alerts/TA13-107A

Red Hat Customer Portal & REDHAT RHSA-2013:0757

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Oracle Javafx 2.0 All All All
Application Oracle Javafx 2.0.2 All All All
Application Oracle Javafx 2.0.3 All All All
Application Oracle Javafx 2.1 All All All
Application Oracle Javafx 2.2 All All All
Application Oracle Javafx 223 All All All
Application Oracle Javafx 224 All All All
Application Oracle Javafx 225 All All All
Application Oracle Javafx 2.0 All All All
Application Oracle Javafx 2.0.2 All All All
Application Oracle Javafx 2.0.3 All All All
Application Oracle Javafx 21 All All All
Application Oracle Javafx 2.2 All All All
Application Oracle Javafx 223 All All All
Application Oracle Javafx 224 All All All
Application Oracle Javafx 225 All All All
Application Oracle Javafx All All All All
Application Oracle Jak 1.7.0 All All All
Application Oracle Jdk 1.7.0 update1 All All
Application Oracle Jak 1.7.0 update10 All All
Application Oracle Jdk 1.7.0 update11 All All
Application Oracle Jdk 1.7.0 update13 All All
Application Oracle Jdk 1.7.0 update15 All All
Application Oracle Jdk 1.7.0 update2 All All

Application Oracle Jak 1.7.0 update3 All All
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cpe:2.3:a:oracle:javafx:2.2:* """

cpe:2.3:a:oracle:javafx:2.2.3:: "
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cpe:2.3:a:oracle:javafx:2.2.5: %

cpe:2.3:a:oracle:javafx:2.0

cpe:2.3:a:oracle:javafx:2.0.2:: " "

cpe:2.3:a:oracle:javafx:2.0.3:: " "

cpe:2.3:a:oracle:javafx:2.1: " =

cpe:2.3:a:oracle:javafx:2.2: " "

cpe:2.3:a:oracle:javafx:2.2.3:%

cpe:2.3:a:oracle:javafx:2.2.4:

cpe:2.3:a:oracle:javafx:2.2.5

cpe:2.3:a:oracle:javafx

cpe:2.3:a:oracle:jdk:1.7.0:*: "

cpe:2.3:a:oracle:jdk:1.7.0:update10

ak kR kR Rk,

dkakakakakak ok,

ek akakokakakk.
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KRk akukuk.

cpe:2.3:a:oracle:jdk:1.7.0:update13:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:a:oracle:jdk:1.7.0:update15:*:*:*:*:*:*:

Skkkkkuk.

cpe:2.3:a:oracle:jdk:1.7.0:update2:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update3:*:***:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:updated *:**:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update5:*:**:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update6:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update7:*:***:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update9:*:**:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0: " "

cpe:2.3:a:oracle:jdk:1.7.0:update:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update10:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update11:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update13:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update15:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update2:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update3:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update4 ™ *:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:updates:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update6:™:*:*:*:*:*:

dkakakkakak.

cpe:2.3:a:oracle:jdk:*:update17:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:*

dkakukkkak.

cpe:2.3:a:oracle:jre:1.7.0:updatet:*:*:*:*:*:*:

KLk Lk KLk k.

cpe:2.3:a:oracle:jre:1.7.0:update10:*:*:*:*:*:*:



KKk KLk k.

cpe:2.3:a:oracle:jre:1.7.0:update15:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:oracle;jre:1.7.0:update2:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:oracle:jre:1.7.0:update3:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:updated *:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:updates:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:update6:*:*:*:*:*:*:

cpe:2.3:a:oracle;jre:1.7.0:update7:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:update9:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:

cpe:2.3:a:oracle;jre:1.7.0:update :*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:update10:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:update1 1:*:*:*:*:*:":

cpe:2.3:a:oracle:jre:1.7.0:update13:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:update15:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:update2:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:update3:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:updated :*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:update5:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:update6:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:update7:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:update9:*:*:*:*:*:*:

akLk Lk okakuk.

cpe:2.3:a:oracle:jre:*:update17:*:*:*:

No vendor comments have been submitted for this CVE
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