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CVE CVE-2013-2461
State PUBLISHED
Assigner oracle

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-06-18 22:55:02 UTC
Updated 2026-04-29 01:13:23 UTC
Description Unspecified vulnerability in the Java Runtime Environment (JRE) component in Oracle Java SE 7 Update 21 and earlier an

/ ]

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Jdk 1.6.0 update22 All All


https://cve.report/
https://cve.report/CVE-2013-2461/mitre
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https://cve.report/api/cve/CVE-2013-2461.json
https://cve.report/CVE-2013-2461.pdf
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http://cve.report/software/oracle/jdk
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Application Sun Jdk 1.6.0 update1_b06 All All
Application Sun Jdk 1.6.0 update2 All All
Application Sun Jak 1.6.0 update_10 All All
Application Sun Jdk 1.6.0 update_11 All All
Application Sun Jak 1.6.0 update_12 All All
Application Sun Jdk 1.6.0 update_13 All All
Application Sun Jak 1.6.0 update_14 All All
Application Sun Jdk 1.6.0 update_15 All All
Application Sun Jak 1.6.0 update_16 All All
Application Sun Jdk 1.6.0 update_17 All All
Application Sun Jdk 1.6.0 update_18 All All
Application Sun Jdk 1.6.0 update_19 All All
Application Sun Jdk 1.6.0 update_20 All All
Application Sun Jdk 1.6.0 update_21 All All
Application Sun Jdk 1.6.0 update_3 All All
Application Sun Jak 1.6.0 update_4 All All
Application Sun Jdk 1.6.0 update_5 All All
Application Sun Jak 1.6.0 update_6 All All
Application Sun Jdk 1.6.0 update_7 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Oracle Java Critical Patch Update - June 2013

Oracle Critical Patch Update - October 2013

Mageia Advisory: MGASA-2013-0185 - Updated java-1.7.0-openjdk packages fix multiple security vulnerabilities
jdk7u/jdk7u-dev/jdk: abe9ea5a50d2

Oracle Java SE CVE-2013-2461 Remote Security Vulnerability

Repository / Oval Repository

Red Hat Customer Portal

Oracle Critical Patch Update - July 2013

About Secunia Research | Flexera

SecurityFocus
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http://www.oracle.com/technetwork/topics/security/javacpujun2013-1899847.html
http://www.oracle.com/technetwork/topics/security/cpuoct2013-1899837.html
http://advisories.mageia.org/MGASA-2013-0185.html
http://hg.openjdk.java.net/jdk7u/jdk7u-dev/jdk/rev/abe9ea5a50d2
http://www.securityfocus.com/bid/60645
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A16887
http://rhn.redhat.com/errata/RHSA-2013-0963.html
http://www.oracle.com/technetwork/topics/security/cpujuly2013-1899826.html
http://secunia.com/advisories/54154
http://www.securityfocus.com/archive/1/534161/100/0/threaded

Red Hat Customer Portal

Oracle Critical Patch Update - July 2014

Oracle Releases Updates for Javadoc and Other Java SE Vulnerabilities | US-CERT

Bug 975126 — CVE-2013-2461 OpenJDK: Missing check for valid DOMCanonicalizationMethod canonicalization algorithm (Libraries, 8014281
Gentoo Linux Documentation -- IcedTea JDK: Multiple vulnerabilities

"[security bulletin] HPSBUX02907 rev.1 - HP-UX Running Java7, Remote Unauthorized Access, Disclosure' - MARC
Repository / Oval Repository

"[security bulletin] HPSBUX02908 rev.1 - HP-UX Running Java6, Remote Unauthorized Access, Disclosure' - MARC
Repository / Oval Repository

Support / Security / Advisories / / MDVSA-2013:183 | Mandriva

Full Disclosure: NEW: VMSA-2014-0012 - VMware vSphere product updates address security vulnerabilities
VMSA-2014-0012 | United States

CVE Program record

NVD vulnerability detail
1 | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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