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Stack-based buffer overflow in Firebird 2.1.3 through 2.1.5 before 18514, and 2.5.1 through 2.5.3 before 26623, on Window
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Operating System

Operating System

References

Vendor Product Version Update Edition Language
Firebirdsq| Firebird 213 All All All
Firebirdsql Firebird 214 All All All
Firebirdsql Firebird 215 All All All
Firebirdsql Firebird 2.5.1 All All All
Firebirdsql Firebird 252 All All All
Firebirdsql Firebird 253 All All All
Firebirdsql Firebird 2.1.3 All All All
Firebirdsql Firebird 214 All All All
Firebirdsql Firebird 215 All All All
Firebirdsql Firebird 2.5.1 All All All
Firebirdsql Firebird 25.2 All All All
Firebirdsql Firebird 2.5.3 All All All
Microsoft Windows All All All All
Microsoft Windows All All All All
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Firebird Denial of Service Proof of Concept - GitHub MISC gist.github.com

Debian -- Security Information -- DSA-2647-1 firebird2.1 DEBIAN www.debian.org
[security-announce] openSUSE-SU-2013:0496-1: important: fix for remote s SUSE lists.opensuse.org
[security-announce] openSUSE-SU-2013:0504-1: important: firebird: fix fo SUSE lists.opensuse.org
Debian -- Security Information -- DSA-2648-1 firebird2.5 DEBIAN www.debian.org

[#CORE-4058] Remote Stack Buffer Overflow in Firebird SQL Server - Firebird RDBMS Issue Tracker CONFIRM tracker.firebirdsqgl.org

Firebird: Buffer Overflow (GLSA 201512-11) — Gentoo Security GENTOO  security.gentoo.org
metasploit-framework/fb_cnct_group.rb at master - rapid7/metasploit-framework - GitHub MISC github.com

Firebird CVE-2013-2492 Remote Code Execution Vulnerability BID www.securityfocus.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

(| | ]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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