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Summary

CVE CVE-2013-2550

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-03-11 10:55:00 UTC

Updated 2017-09-19 01:36:00 UTC

Description Unspecified vulnerability in Adobe Reader 11.0.02 allows attackers to bypass the sandbox protection mechanism via unknown vectors, as demonstrated by George Hotz during a Pwn2Own competition at CanSecWest 2013.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Acrobat Reader 11.0.02 All All All

Application Adobe Acrobat Reader 11.0.02 All All All

References

Reference

Zero Day Initiative na Twitterze: "George Hotz exploited Adobe Reader XI #pwn2own "The first thing I did was break into the sandbox, the next thing I did was break out" -Hotz"

Gentoo Linux Documentation -- Adobe Reader: Multiple vulnerabilities

Adobe - Security Bulletins: APSB13-15 - Security updates for Adobe Reader and Acrobat

Repository / Oval Repository

Pwn2Own 2013 - HP Enterprise Business Community

[security-announce] SUSE-SU-2013:0809-1: important: Security update for

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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