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CVE CVE-2013-2561
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

CVE-2013-2561

Published 2013-11-23 18:55:00 UTC
Updated 2019-04-22 17:48:00 UTC
Description OpenFabrics ibutils 1.5.7 allows local users to overwrite arbitrary files via a symlink attack on (1) ibdiagnet.db, (2) ibdiagnet
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Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Reference

oss-security - Re: CVE request: ibutils improper use of files in /tmp

Red Hat Customer Portal

oss-security - Fwd: CVE requests

Full Disclosure: OpenFabrics ibutils 1.5.7 /tmp clobbering vulnerability

oss-security - Re: CVE request: ibutils improper use of files in /tmp

927430 — (CVE-2013-2561) CVE-2013-2561 ibutils: insecure handling of files in the /tmp directory
OpenFabrics ibutils Insecure Temporary File Creation Vulnerability

oss-security - Re: CVE request: ibutils improper use of files in /tmp

Oracle Solaris Bulletin - July 2016

CVE Program record

Source

MLIST

REDHAT

MLIST

FULLDISC

MLIST

CONFIRM

BID

MLIST

CONFIRM

CVE.ORG

Type Vendor Product Version Update Edition Language
Application Openfabrics Ibutils 1.5.7 All All All
Application Openfabrics Ibutils 1.5.7 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
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Link

www.openwall.com
rhn.redhat.com V
www.openwall.com
seclists.org E
www.openwall.com
bugzilla.redhat.com
www.securityfocus.com
www.openwall.com
www.oracle.com

WwWWw.cve.org C


https://cve.report/
https://cve.report/CVE-2013-2561/mitre
https://cve.report/CVE-2013-2561/nist
https://cve.report/CVE-2013-2561/cve_org
https://cve.report/api/cve/CVE-2013-2561.json
https://cve.report/CVE-2013-2561.pdf
http://cve.report/vendor/openfabrics
http://cve.report/software/openfabrics/ibutils
http://cve.report/vendor/openfabrics
http://cve.report/software/openfabrics/ibutils
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://www.openwall.com/lists/oss-security/2013/03/26/11
http://rhn.redhat.com/errata/RHSA-2013-1661.html
http://www.openwall.com/lists/oss-security/2013/03/19/8
http://seclists.org/fulldisclosure/2013/Mar/87
http://www.openwall.com/lists/oss-security/2013/03/26/4
https://bugzilla.redhat.com/show_bug.cgi?id=927430
http://www.securityfocus.com/bid/58335
http://www.openwall.com/lists/oss-security/2013/03/26/1
http://www.oracle.com/technetwork/topics/security/bulletinjul2016-3090568.html
https://www.cve.org/CVERecord?id=CVE-2013-2561
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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