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CVE-2013-2577

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCCICAC Certain versions of Xnview from Xnview contain the following

§ vulnerability:
< «\ Buffer overflow in XnView before 2.04 allows remote attackers to
*""jﬁﬁ" ™ execute arbitrary code via a crafted PCT file.
/

.//(
)

CVE-2013-2577 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 9.3-HIGH

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
IBM X-Force Exchange € XF xnview-pctfile-bo(85919)
XnView Buffer Overflow in Processing PCT Files Lets Remote 7y SECTRACK 1028817
Users Execute Arbitrary Code - SecurityTracker
() OSVDB 95580
EZ0 D BUGTRAQ 20130722 CORE-2013-
0705 - XnView Buffer Overflow
Vulnerability
XnView 2.03 (.PCT) - Buffer Overflow Vulnerability 3 s EXPLOIT-DB 27049


https://cve.report/
https://cve.report/CVE-2013-2577/mitre
https://cve.report/CVE-2013-2577/nist
https://cve.report/CVE-2013-2577/cve_org
https://cve.report/CVE-2013-2577.pdf
http://cve.report/software/xnview/xnview
http://cve.report/vendor/xnview
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/85919
http://www.securitytracker.com/id/1028817
http://osvdb.org/95580
http://archives.neohapsis.com/archives/bugtraq/2013-07/0153.html
http://www.exploit-db.com/exploits/27049

L
Proof of Concept
text/html

About Secunia Research | Flexera { SECUNIA 54174

text/plain

www.coresecurity.com/advisories/xnview-

XnView Buffer Overflow Vulnerability | CORE Security EZ A MISC
buffer-overflow-vulnerability
XnView Software « View topic - XnView 2.04 [ Patch | & CONFIRM
newsgroup.xnview.com newsgroup.xnview.com/viewtopic.php?

1=35&1=28400

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Xnview Xnview 1.0 a All All
Application Xnview Xnview 1.01 All All All
Application Xnview Xnview 1.02 All All All
Application Xnview Xnview 1.03 All All All
Application Xnview Xnview 1.04 All All All
Application Xnview Xnview 1.05 All All All
Application Xnview Xnview 1.05 b All All
Application Xnview Xnview 1.05 c All All
Application Xnview Xnview 1.06 All All All
Application Xnview Xnview 1.07 All All All
Application Xnview Xnview 1.08 All All All
Application Xnview Xnview 1.09 All All All
Application Xnview Xnview 1.10 All All All
Application Xnview Xnview 1.11 All All All
Application Xnview Xnview 1.12 All All All
Application Xnview Xnview 1.13 All All All
Application Xnview Xnview 1.14 All All All
Application Xnview Xnview 1.15 All All All

Application Xnview Xnview 1.16 All All All


https://cve.report/CVE-2013-2577/5af3519c
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Application Anview Anview 1.99.1 All All All
Application Xnview Xnview All All All All
cpe:2.3:a:xxnview:xnview:1.0:a:*:*:*:*:*:*:
P

cpe:2.3:a:xxnview:xnview: 1.0

Kk kKoK kLK,

cpe:2.3:a:xxnview:xnview:1.02:* "

Kk ok kK kK,

cpe:2.3:a:xxnview:xnview:1.03:* "

Kk ok kKKK,

cpe:2.3:a:xxnview:xnview:1.04:*** "

Kk ok kKKK,

cpe:2.3:a:xxnview:xnview:1.05:*** "%

Sk ok ak kR ok,

cpe:2.3:a:xxnview:xnview:1.05:b:* %

Skk ok akkak,

cpe:2.3:a:xxnview:xnview:1.05:c:*:***:*1*:

Kk ok ok kKK,

cpe:2.3:a:xxnview:xnview:1.06:* " %" *:

kKooK oKLk,

cpe:2.3:a:xxnview:xnview:1.07:% "%

kKoK kKK,

cpe:2.3:a:xxnview:xnview:1.08:* %"

Ak kLK LK kLKL K

cpe:2.3:a:xxnview:xnview:1.09:*:*:* "%
cpe:2.3:a:xxnview:xnview:1.10:" "%
cpe:2.3:a:xxnview:xnview: 1.1 1% %
cpe:2.3:a:xxnview:xnview:1.12:% "%
cpe:2.3:a:xxnview:xnview:1.13:% "% "%
cpe:2.3:a:xxnview:xnview:1. 14 "%
cpe:2.3:a:xxnview:xnview:1.15:% %%
cpe:2.3:a:xxnview:xnview:1.16:*:* %"
cpe:2.3:a:xxnview:xnview:1.17:% "%
cpe:2.3:a:xxnview:xnview:1.17:a:*: """
cpe:2.3:a:xxnview:xnview:1.18:":* 7 "%
cpe:2.3:a:xxnview:xnview:1.18.1: %"
cpe:2.3:a:xxnview:xnview:1.19:***** %
R

cpe:2.3:a:xxnview:xnview:1.20:" "%

Ak kKK kKK,

cpe:2.3:a:xxnview:xnview:1.22:*:**** "%
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Ak kKK ok kLK,

cpe:2.3:a:xxnview:xnview:1.23:***** %%

Ak kKKK kLK,

cpe:2.3:a:xxnview:xnview:1.24:****x*:*:

kKoK kK kLK,

cpe:2.3:a:xxnview:xnview:1.25:* %

SRk ok akkuk,

cpe:2.3:a:xxnview:xnview:1.25:a:* 7 "

Kk ok kKKK,

cpe:2.3:a:xxnview:xnview:1.30:*

Kk ok kKKK,

cpe:2.3:a:xxnview:xnview:1.31: % %

Kk ok ok ok ok Lk,

cpe:2.3:a:xxnview:xnview:1.32:* % %

Kk ok kKKK,

cpe:2.3:a:xxnview:xnview:1.33:*

kKK kKK,

cpe:2.3:a:xxnview:xnview:1.34:* %

kKoK kKK,

cpe:2.3:a:xxnview:xnview:1.35:* ** "%

kKKK oKk,

cpe:2.3:a:xxnview:xnview:1.36:*:*:* %" *:

Kk ok ok kKK,

cpe:2.3:a:xxnview:xnview:1.37:% "%

ARk LKLk K LKLk,

cpe:2.3:a:xxnview:xnview:1.40:":**** "%

Ak kLK LK kLKL K,

cpe:2.3:a:xxnview:xnview:1.41:% "%

Ak LKLk LK LK LKLk,

cpe:2.3:a:xxnview:xnview:1.46:*:*:** "%

Ak kLK LK LKLk LK,

cpe:2.3:a:xxnview:xnview:1.50:" %"

skukakukkakak.

cpe:2.3:a:xxnview:xnview:1.50.1 %"

ARk LK LK LKLk LK,

cpe:2.3:a:xxnview:xnview:1.55:% %"

ARk LK LKL KKK,

cpe:2.3:a:xxnview:xnview:1.60:":*:*: % *:*:

Ak kLKL K LKLk,

cpe:2.3:a:xxnview:xnview:1.61:*:* 7 ":*:

ARk LKLk LKLk LK,

cpe:2.3:a:xxnview:xnview:1.66:*:*:*:**:*:*:

ARk LKLk LKLk LK,

cpe:2.3:a:xxnview:xnview:1.67:":*:****:*:

ARk LKLk LKLk Lk,

cpe:2.3:a:xxnview:xnview:1.68:*:*:****:*:

dkukakukakakak.

cpe:2.3:a:xxnview:xnview:1.68.1 %"

Ak kKK kLK Lk,

cpe:2.3:a:xxnview:xnview:1.70:* %

dkkakkakakak.

cpe:2.3:a:xxnview:xnview:1.70.2:%*

rnaD R-asynuview ynvipw: 1 70 Rk kekkkokok.



B T L L B

cpe:2.3:a:xxnview:xnview:1.70.4:**

cpe:2.3:a:xxnview:xnview:1.80:**** "™

cpe:2.3:a:xxnview:xnview:1.80.1: ™

cpe:2.3:a:xxnview:xnview:1.80.2: " *:

Sk Lk ak kR akak.

cpe:2.3:a:xxnview:xnview:1.80.3:******:*:

Kk kKoK kK,

cpe:2.3:a:xxnview:xnview:1.82:*****:*1*:

Lk Lk ak kR akak.

cpe:2.3:a:xxnview:xnview:1.82.2:******:*:

Rk ok kKKK,

cpe:2.3:a:xxnview:xnview:1.90:*:* %"

cpe:2.3:a:xxnview:xnview:1.90.1 %"

cpe:2.3:a:xxnview:xnview:1.91: % "%

cpe:2.3:a:xxnview:xnview:1.91.1: %"

cpe:2.3:a:xxnview:xnview:1.91.2:% %"

cpe:2.3:a:xxnview:xnview:1.91.3:* %"

cpe:2.3:a:xxnview:xnview:1.91.4:%%" "

cpe:2.3:a:xxnview:xnview:1.91.5:% "%

cpe:2.3:a:xxnview:xnview:1.91.6:*:*:" "

cpe:2.3:a:xxnview:xnview:1.92:*:*:** "%

cpe:2.3:a:xxnview:xnview:1.92.1 %"

cpe:2.3:a:xxnview:xnview:1.93:" "%

cpe:2.3:a:xxnview:xnview:1.93.1 %"

cpe:2.3:a:xxnview:xnview:1.93.2:%* "

cpe:2.3:a:xxnview:xnview:1.93.3:% "

cpe:2.3:a:xxnview:xnview:1.93.4:% %



Ak kKK kKK,

cpe:2.3:a:xxnview:xnview:1.94:* ***x*:*:

Sk Lk k Lk akakak.

cpe:2.3:a:xxnview:xnview:1.94.1**

cpe:2.3:a:xxnview:xnview:1.94.2: %
akak ok kokakok,

cpe:2.3:a:xxnview:xnview:1.95: "

cpe:2.3:a:xxnview:xnview:1.95. 1  *:
cpe:2.3:a:xxnview:xnview:1.95.2:* %
cpe:2.3:a:xxnview:xnview:1.95.3:

Sk Lk ak kR akak.

cpe:2.3:a:xxnview:xnview:1.95.4: %

cpe:2.3:a:xxnview:xnview:1.96.2:* %" %

dkakakak ok akak.

cpe:2.3:a:xxnview:xnview:1.96.5:* %" %

ARk LKLk kLKL K,

cpe:2.3:a:xxnview:xnview:1.97:%:**** "%

cpe:2.3:a:xxnview:xnview:1.97.1 %"

cpe:2.3:a:xxnview:xnview:1.97.2:% %"

cpe:2.3:a:xxnview:xnview:1.97.3:* %"

cpe:2.3:a:xxnview:xnview:1.97.4:* %"

cpe:2.3:a:xxnview:xnview:1.97.5:% "

cpe:2.3:a:xxnview:xnview:1.97.6:*:* "

cpe:2.3:a:xxnview:xnview:1.97. 7% "

cpe:2.3:a:xxnview:xnview:1.97.8:*:* "

Ak kLK LK LKLk K,

cpe:2.3:a:xxnview:xnview:1.98:*:* """

dkakakakakakak.

cpe:2.3:a:xxnview:xnview:1.98.1: %" "
cpe:2.3:a:xxnview:xnview:1.98.2:%:% " "
cpe:2.3:a:xxnview:xnview:1.98.3:* %"
cpe:2.3:a:xxnview:xnview:1.98.4:** "

cpe:2.3:a:xxnview:xnview:1.98.5:% %"

cpe:2.3:a:xxnview:xnview:1.98.6:*:**:*



cpe:Z.d:a:xXnview:Xnview:1.98. /""" m it

Lk Lk k Lk akakak.

cpe:2.3:a:xxnview:xnview:1.98.8:*:*:*:* ¥

Kk ok kKKK,

cpe:2.3:a:xxnview:xnview:1.99: ™

cpe:2.3:a:xxnview:xnview:1.0:a:* " :*:
akukak ko kokok,

cpe:2.3:a:xxnview:xnview: 1.0 %

Kk ok kKKK,

cpe:2.3:a:xxnview:xnview:1.02:* """

Kk ok koK kK,

cpe:2.3:a:xxnview:xnview:1.03:* """

Kk kKoK kK,

cpe:2.3:a:xxnview:xnview:1.04:*** " *:

Kk ok kKKK,

cpe:2.3:a:xxnview:xnview:1.05:* % * "%

Skak ok akakak,

cpe:2.3:a:xxnview:xnview:1.05:b:* %"

dkakakakakak,

cpe:2.3:a:xxnview:xnview:1.05:c:* %"

LRI R

cpe:2.3:a:xxnview:xnview:1.06:*:*:*: " "%

ARk kLK LK LKLk,

cpe:2.3:a:xxnview:xnview:1.07:%:* "%

akLk kLK kLK LK,

cpe:2.3:a:xxnview:xnview:1.08:*:*:*:*:*:*:*:

ARk LKLk LK LKLk,

cpe:2.3:a:xxnview:xnview:1.09:*:*:* %"

ARk LKLk LK LKLk,

cpe:2.3:a:xxnview:xnview:1.10:" "%

cpe:2.3:a:xnview:xnview:1. 117 % %

cpe:2.3:a:xxnview:xnview:1.12:% "%

cpe:2.3:a:xxnview:xnview:1.13:% %%

cpe:2.3:a:xxnview:xnview: 1. 14 "

cpe:2.3:a:xxnview:xnview:1.15:% "%

cpe:2.3:a:xxnview:xnview:1.16:*:* % *:*:

cpe:2.3:a:xxnview:xnview:1.17:% x>

cpe:2.3:a:xxnview:xnview:1.17:a:*: """

cpe:2.3:a:xxnview:xnview:1.18:*:**** "%

cpe:2.3:a:xxnview:xnview:1.18.1: "

cpe:2.3:a:xxnview:xnview:1.19: %%

akk kK kKK,

cpe:2.3:a:xxnview:xnview:1.20:*



Ak kKK kKK,

cpe:2.3:a:xxnview:xnview:1.21:****x*:*:

kKoK kK kLK,

cpe:2.3:a:xxnview:xnview:1.22:******:*:

Kk kKoK kLK,

cpe:2.3:a:xxnview:xnview:1.23:* %

Kk kKK kLK,

cpe:2.3:a:xxnview:xnview:1.24:*

Kk ok kK ok Lk,

cpe:2.3:a:xxnview:xnview:1.25:* %

Skakkukkuk,

cpe:2.3:a:xxnview:xnview:1.25:a:* "

Kk ok kKKK,

cpe:2.3:a:xxnview:xnview:1.30:* "

Kk ok ok kKK,

cpe:2.3:a:xxnview:xnview:1.31: % %

Kk ok ok kKK,

cpe:2.3:a:xxnview:xnview:1.32:*** "%

Kk ok ok kKK,

cpe:2.3:a:xxnview:xnview:1.33:* % "%

koK kKK,

cpe:2.3:a:xxnview:xnview:1.34: %"

kKoK kKK,

cpe:2.3:a:xxnview:xnview:1.35:% "%

akLk kLK LK LKLk,

cpe:2.3:a:xxnview:xnview:1.36:*:* "%

akLk LKLk K LKLk,

cpe:2.3:a:xxnview:xnview:1.37:%: "%

akLk LKLk kLKL K,

cpe:2.3:a:xxnview:xnview:1.40:* "%

akLK LKLk LKLk K

cpe:2.3:a:xxnview:xnview:1.41 % "%

ARk LKLk LKLk LK,

cpe:2.3:a:xxnview:xnview:1.46:*:* "%

Ak kLK LK LKLk LK,

cpe:2.3:a:xxnview:xnview:1.50:":* "%

skukakakakakak.

cpe:2.3:a:xxnview:xnview:1.50.1 %"

ARk LKLk LKLk LK,

cpe:2.3:a:xxnview:xnview:1.55:% "%

ARk LKLk LKLk LK,

cpe:2.3:a:xxnview:xnview:1.60:":*:*:**:*:*:

ARk LKLk LKLk LK,

cpe:2.3:a:xxnview:xnview:1.61:%:*****:*:

ARk kKK LKLk,

cpe:2.3:a:xxnview:xnview:1.66:*:*:*:**:*:*:

Ak kKK kKK,

cpe:2.3:a:xxnview:xnview:1.67:*:* 7 *:*:

Ak kKK kKK,

cpe:2.3:a:xxnview:xnview:1.68:*:* 7 :*:*:

dkukakakakakak.

cpe:2.3:a:xxnview:xnview:1.68.1:*: "



Ak kKK kLK Lk,

cpe:2.3:a:xxnview:xnview:1.70:******:*:

Skk ok kkakak.

cpe:2.3:a:xxnview:xnview:1.70.2:% %

cpe:2.3:a:xxnview:xnview:1.70.3: 0

Sk Lk k kR akak.

cpe:2.3:a:xxnview:xnview:1.70.4:

Kk ok kKKK,

cpe:2.3:a:xxnview:xnview:1.80:**** "™

cpe:2.3:a:xxnview:xnview:1.80.1: 7 :*:

Sk Lk ak kR akak.

cpe:2.3:a:xxnview:xnview:1.80.2:*:**:**:*:*:

cpe:2.3:a:xxnview:xnview:1.80.3: 7 :*:

Kk ok kKKK,

cpe:2.3:a:xxnview:xnview:1.82:* " ***1*:

sk ok akakakakak.

cpe:2.3:a:xxnview:xnview:1.82.2:******:*:

Sk ok akakakakak.

cpe:2.3:a:xxnview:xnview:1.82.3: %"

cpe:2.3:a:xxnview:xnview:1.82.4: %"

akLk kKK LKLk,

cpe:2.3:a:xxnview:xnview:1.90:*:* %"

skakakakkakak.

cpe:2.3:a:xxnview:xnview:1.90.1 %"

cpe:2.3:a:xxnview:xnview:1.90.3:*:* "

ARk LKLk LKLk LK,

cpe:2.3:a:xxnview:xnview:1.91: % "%

skakakakokakak.

cpe:2.3:a:xxnview:xnview:1.91.1 % "%

dkakakukakakak.

cpe:2.3:a:xxnview:xnview:1.91.2:%% "

cpe:2.3:a:xxnview:xnview:1.91.3:%: "%

cpe:2.3:a:xxnview:xnview:1.91.4:%% "

dkakakakakakak.

cpe:2.3:a:xxnview:xnview:1.91.5:% %"

cpe:2.3:a:xxnview:xnview:1.91.6:%:**:*

ARk LKk Lk LKLk,

cpe:2.3:a:xxnview:xnview:1.92:*:*:*** ">

dkukakukakakuk.

cpe:2.3:a:xxnview:xnview:1.92.1 %"

cpe:2.3:a:xxnview:xnview:1.93.1 %

dkukakkakakak.

cpe:2.3:a:xxnview:xnview:1.93.2:% %"

Skkakkkakuk.

cpe:2.3:a:xxnview:xnview:1.93.3:%* "



Sk Lk ak Lk akakak.

cpe:2.3:a:xxnview:xnview:1.93.4:%***

dkk Lk kkakak.

cpe:2.3:a:xxnview:xnview:1.93.6:% %"

KKk Kok kLK,

cpe:2.3:a:xxnview:xnview:1.94:* "

cpe:2.3:a:xxnview:xnview:1.94. 1

Sk Lk ak kR akak.

cpe:2.3:a:xxnview:xnview:1.94.2:* %

Kk ok ok kKK,

cpe:2.3:a:xxnview:xnview:1.95:* %

cpe:2.3:a:xxnview:xnview:1.95. 1 %

Sk Lk ak kR akak.

cpe:2.3:a:xxnview:xnview:1.95.2:

sk Kk kR akak,

cpe:2.3:a:xxnview:xnview:1.95.3:

cpe:2.3:a:xnview:xnview:1.95.4: %

Kk ok ok kKK,

cpe:2.3:a:xxnview:xnview:1.96: %"

dkakakakakakak.

cpe:2.3:a:xxnview:xnview:1.96.1: %"
cpe:2.3:a:xxnview:xnview:1.96.2:* %" "
cpe:2.3:a:xxnview:xnview:1.96.5:* %"

cpe:2.3:a:xxnview:xnview:1.97:% "%

skukakakakakak.

cpe:2.3:a:xxnview:xnview:1.97.1 %"
cpe:2.3:a:xxnview:xnview:1.97.2:* %"
cpe:2.3:a:xxnview:xnview:1.97. 3"
cpe:2.3:a:xxnview:xnview:1.97.4:% ="
cpe:2.3:a:xxnview:xnview:1.97.5:% "
cpe:2.3:a:xxnview:xnview:1.97.6:%:% "
cpe:2.3:a:xxnview:xnview:1.97. 7% "

dkakakakakakak.

cpe:2.3:a:xxnview:xnview:1.97.8:*:* " "

ARk LKLk LK LKLk,

cpe:2.3:a:xxnview:xnview:1.98:":**** "%

dkkak Lk kakuk.

cpe:2.3:a:xxnview:xnview:1.98.1 %" "
cpe:2.3:a:xxnview:xnview:1.98.2:%:* "

cpe:2.3:a:xxnview:xnview:1.98.3:*: "

cpe:2.3:a:xxnview:xnview:1.98.4: % *



cpe:2.3:a:xxnview:xnview:1.98.5:% % :*

cpe:2.3:a:xxnview:xnview:1.98.6:*:*:*:* *

cpe:2.3:a:xxnview:xnview:1.98.7:

cpe:2.3:a:xxnview:xnview:1.98.8: "

cpe:2.3:a:xxnview:xnview:1.99:* ** "

cpe:2.3:a:xxnview:xnview:1.99.1: %

Lkak kR ok ak kR,

cpe:2.3:a:XnNView:xnview: * e

No vendor comments have been submitted for this CVE
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