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Summary

CVE CVE-2013-2685

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-01 16:55:00 UTC

Updated 2013-04-02 04:00:00 UTC

Description Stack-based buffer overflow in res/res_format_attr_h264.c in Asterisk Open Source 11.x before 11.2.2 allows remote attackers to execute arbitrary code via a long sprop-parameter-sets H.264 media attribute in a SIP Session Description Protocol (SDP) header.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Asterisk Open Source 11.0.0 All All All

Application Asterisk Open Source 11.0.0 beta1 All All

Application Asterisk Open Source 11.0.0 beta2 All All

Application Asterisk Open Source 11.0.0 rc1 All All

Application Asterisk Open Source 11.0.0 rc2 All All

Application Asterisk Open Source 11.0.1 All All All

Application Asterisk Open Source 11.0.2 All All All

Application Asterisk Open Source 11.1.0 All All All

Application Asterisk Open Source 11.1.0 rc1 All All

Application Asterisk Open Source 11.1.0 rc3 All All

Application Asterisk Open Source 11.1.1 All All All

Application Asterisk Open Source 11.1.2 All All All

Application Asterisk Open Source 11.2.0 All All All

Application Asterisk Open Source 11.2.0 rc1 All All

Application Asterisk Open Source 11.2.0 rc2 All All

Application Asterisk Open Source 11.2.1 All All All

Application Asterisk Open Source 11.0.0 All All All
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Application Asterisk Open Source 11.0.0 All All All

Application Asterisk Open Source 11.0.0 beta1 All All

Application Asterisk Open Source 11.0.0 beta2 All All

Application Asterisk Open Source 11.0.0 rc1 All All

Application Asterisk Open Source 11.0.0 rc2 All All

Application Asterisk Open Source 11.0.1 All All All

Application Asterisk Open Source 11.0.2 All All All

Application Asterisk Open Source 11.1.0 All All All

Application Asterisk Open Source 11.1.0 rc1 All All

Application Asterisk Open Source 11.1.0 rc3 All All

Application Asterisk Open Source 11.1.1 All All All

Application Asterisk Open Source 11.1.2 All All All

Application Asterisk Open Source 11.2.0 All All All

Application Asterisk Open Source 11.2.0 rc1 All All

Application Asterisk Open Source 11.2.0 rc2 All All

Application Asterisk Open Source 11.2.1 All All All

References

Reference Source

[ASTERISK-20901] Security Vulnerability: Possible stack corruption in when parsing H.264 format attributes - Digium/Asterisk JIRA CONFIRM

AST-2013-001 CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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