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Summary

CVE CVE-2013-2686

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-01 16:55:00 UTC

Updated 2013-04-01 16:55:00 UTC

Description main/http.c in the HTTP server in Asterisk Open Source 1.8.x before 1.8.20.2, 10.x before 10.12.2, and 11.x before 11.2.2; Certified Asterisk 1.8.15 before 1.8.15-cert2; and Asterisk Digiumphones 10.x-digiumphones before 10.12.2-digiumphones does not properly restrict Content-Length values, which allows remote attackers to conduct stack-consumption attacks and cause a denial of service (daemon crash) via a crafted HTTP POST request. 

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Asterisk Certified Asterisk 1.8.15 cert1 All All

Application Asterisk Certified Asterisk 1.8.15 cert1 rc1 All

Application Asterisk Certified Asterisk 1.8.15 cert1 rc2 All

Application Asterisk Certified Asterisk 1.8.15 cert1 rc3 All

Application Asterisk Certified Asterisk 1.8.15.0 All All All

Application Asterisk Certified Asterisk 1.8.15.0 rc1 All All

Application Asterisk Certified Asterisk 1.8.15 cert1 All All

Application Asterisk Certified Asterisk 1.8.15 cert1 rc1 All

Application Asterisk Certified Asterisk 1.8.15 cert1 rc2 All

Application Asterisk Certified Asterisk 1.8.15 cert1 rc3 All

Application Asterisk Certified Asterisk 1.8.15.0 All All All

Application Asterisk Certified Asterisk 1.8.15.0 rc1 All All

Application Asterisk Digiumphones 10.0.0 All All All

Application Asterisk Digiumphones 10.0.0 beta1 All All

Application Asterisk Digiumphones 10.0.0 beta2 All All

Application Asterisk Digiumphones 10.0.0 rc1 All All

Application Asterisk Digiumphones 10.0.0 rc2 All All
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Application Asterisk Digiumphones 10.0.0 rc2 All All

Application Asterisk Digiumphones 10.0.0 rc3 All All

Application Asterisk Digiumphones 10.1.0 All All All

Application Asterisk Digiumphones 10.1.0 rc1 All All

Application Asterisk Digiumphones 10.1.0 rc2 All All

Application Asterisk Digiumphones 10.10.0 All All All

Application Asterisk Digiumphones 10.10.0 rc1 All All

Application Asterisk Digiumphones 10.10.0 rc2 All All

Application Asterisk Digiumphones 10.11.0 All All All

Application Asterisk Digiumphones 10.11.0 rc1 All All

Application Asterisk Digiumphones 10.11.0 rc2 All All

Application Asterisk Digiumphones 10.11.0 rc3 All All

Application Asterisk Digiumphones 10.12.0 All All All

Application Asterisk Digiumphones 10.12.0 rc1 All All

Application Asterisk Digiumphones 10.12.0 rc2 All All

Application Asterisk Digiumphones 10.12.1 All All All

Application Asterisk Digiumphones 10.2.0 All All All

Application Asterisk Digiumphones 10.2.0 rc1 All All

Application Asterisk Digiumphones 10.2.0 rc2 All All

Application Asterisk Digiumphones 10.2.0 rc3 All All

Application Asterisk Digiumphones 10.2.0 rc4 All All

Application Asterisk Digiumphones 10.3.0 All All All

Application Asterisk Digiumphones 10.3.0 rc2 All All

Application Asterisk Digiumphones 10.3.0 rc3 All All

Application Asterisk Digiumphones 10.4.0 All All All

Application Asterisk Digiumphones 10.4.0 rc1 All All

Application Asterisk Digiumphones 10.4.0 rc2 All All

Application Asterisk Digiumphones 10.4.0 rc3 All All

Application Asterisk Digiumphones 10.5.0 All All All

Application Asterisk Digiumphones 10.5.0 rc1 All All

Application Asterisk Digiumphones 10.5.0 rc2 All All

Application Asterisk Digiumphones 10.6.0 All All All

Application Asterisk Digiumphones 10.6.0 rc1 All All

Application Asterisk Digiumphones 10.6.0 rc2 All All

Application Asterisk Digiumphones 10.7.0 All All All

Application Asterisk Digiumphones 10.7.0 rc1 All All
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Application Asterisk Digiumphones 10.8.0 All All All

Application Asterisk Digiumphones 10.8.0 rc1 All All

Application Asterisk Digiumphones 10.8.0 rc2 All All

Application Asterisk Digiumphones 10.9.0 rc1 All All

Application Asterisk Digiumphones 10.0.0 All All All

Application Asterisk Digiumphones 10.0.0 beta1 All All

Application Asterisk Digiumphones 10.0.0 beta2 All All

Application Asterisk Digiumphones 10.0.0 rc1 All All

Application Asterisk Digiumphones 10.0.0 rc2 All All

Application Asterisk Digiumphones 10.0.0 rc3 All All

Application Asterisk Digiumphones 10.1.0 All All All

Application Asterisk Digiumphones 10.1.0 rc1 All All

Application Asterisk Digiumphones 10.1.0 rc2 All All

Application Asterisk Digiumphones 10.10.0 All All All

Application Asterisk Digiumphones 10.10.0 rc1 All All

Application Asterisk Digiumphones 10.10.0 rc2 All All

Application Asterisk Digiumphones 10.11.0 All All All

Application Asterisk Digiumphones 10.11.0 rc1 All All

Application Asterisk Digiumphones 10.11.0 rc2 All All

Application Asterisk Digiumphones 10.11.0 rc3 All All

Application Asterisk Digiumphones 10.12.0 All All All

Application Asterisk Digiumphones 10.12.0 rc1 All All

Application Asterisk Digiumphones 10.12.0 rc2 All All

Application Asterisk Digiumphones 10.12.1 All All All

Application Asterisk Digiumphones 10.2.0 All All All

Application Asterisk Digiumphones 10.2.0 rc1 All All

Application Asterisk Digiumphones 10.2.0 rc2 All All

Application Asterisk Digiumphones 10.2.0 rc3 All All

Application Asterisk Digiumphones 10.2.0 rc4 All All

Application Asterisk Digiumphones 10.3.0 All All All

Application Asterisk Digiumphones 10.3.0 rc2 All All

Application Asterisk Digiumphones 10.3.0 rc3 All All

Application Asterisk Digiumphones 10.4.0 All All All

Application Asterisk Digiumphones 10.4.0 rc1 All All

Application Asterisk Digiumphones 10.4.0 rc2 All All

Application Asterisk Digiumphones 10.4.0 rc3 All All
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Application Asterisk Digiumphones 10.4.0 rc3 All All

Application Asterisk Digiumphones 10.5.0 All All All

Application Asterisk Digiumphones 10.5.0 rc1 All All

Application Asterisk Digiumphones 10.5.0 rc2 All All

Application Asterisk Digiumphones 10.6.0 All All All

Application Asterisk Digiumphones 10.6.0 rc1 All All

Application Asterisk Digiumphones 10.6.0 rc2 All All

Application Asterisk Digiumphones 10.7.0 All All All

Application Asterisk Digiumphones 10.7.0 rc1 All All

Application Asterisk Digiumphones 10.8.0 All All All

Application Asterisk Digiumphones 10.8.0 rc1 All All

Application Asterisk Digiumphones 10.8.0 rc2 All All

Application Asterisk Digiumphones 10.9.0 rc1 All All

Application Asterisk Open Source 1.8.0 All All All

Application Asterisk Open Source 1.8.0 beta1 All All

Application Asterisk Open Source 1.8.0 beta2 All All

Application Asterisk Open Source 1.8.0 beta3 All All

Application Asterisk Open Source 1.8.0 beta4 All All

Application Asterisk Open Source 1.8.0 beta5 All All

Application Asterisk Open Source 1.8.0 rc2 All All

Application Asterisk Open Source 1.8.0 rc3 All All

Application Asterisk Open Source 1.8.0 rc4 All All

Application Asterisk Open Source 1.8.0 rc5 All All

Application Asterisk Open Source 1.8.1 All All All

Application Asterisk Open Source 1.8.1 rc1 All All

Application Asterisk Open Source 1.8.1.1 All All All

Application Asterisk Open Source 1.8.1.2 All All All

Application Asterisk Open Source 1.8.10.0 All All All

Application Asterisk Open Source 1.8.10.0 rc1 All All

Application Asterisk Open Source 1.8.10.0 rc2 All All

Application Asterisk Open Source 1.8.10.0 rc3 All All

Application Asterisk Open Source 1.8.10.0 rc4 All All

Application Asterisk Open Source 1.8.10.1 All All All

Application Asterisk Open Source 1.8.11.0 All All All

Application Asterisk Open Source 1.8.11.0 rc2 All All

Application Asterisk Open Source 1.8.11.0 rc3 All All
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Application Asterisk Open Source 1.8.11.1 All All All

Application Asterisk Open Source 1.8.12 All All All

Application Asterisk Open Source 1.8.12.0 rc1 All All

Application Asterisk Open Source 1.8.12.0 rc2 All All

Application Asterisk Open Source 1.8.12.0 rc3 All All

Application Asterisk Open Source 1.8.12.1 All All All

Application Asterisk Open Source 1.8.12.2 All All All

Application Asterisk Open Source 1.8.13.0 All All All

Application Asterisk Open Source 1.8.13.0 rc1 All All

Application Asterisk Open Source 1.8.13.0 rc2 All All

Application Asterisk Open Source 1.8.13.1 All All All

Application Asterisk Open Source 1.8.14.0 All All All

Application Asterisk Open Source 1.8.14.0 rc1 All All

Application Asterisk Open Source 1.8.14.0 rc2 All All

Application Asterisk Open Source 1.8.14.1 All All All

Application Asterisk Open Source 1.8.15.0 All All All

Application Asterisk Open Source 1.8.15.0 rc1 All All

Application Asterisk Open Source 1.8.15.1 All All All

Application Asterisk Open Source 1.8.16.0 All All All

Application Asterisk Open Source 1.8.16.0 rc1 All All

Application Asterisk Open Source 1.8.16.0 rc2 All All

Application Asterisk Open Source 1.8.17.0 All All All

Application Asterisk Open Source 1.8.17.0 rc1 All All

Application Asterisk Open Source 1.8.17.0 rc2 All All

Application Asterisk Open Source 1.8.17.0 rc3 All All

Application Asterisk Open Source 1.8.18.0 All All All

Application Asterisk Open Source 1.8.18.0 rc1 All All

Application Asterisk Open Source 1.8.18.1 All All All

Application Asterisk Open Source 1.8.19.0 All All All

Application Asterisk Open Source 1.8.19.0 rc1 All All

Application Asterisk Open Source 1.8.19.0 rc3 All All

Application Asterisk Open Source 1.8.19.1 All All All

Application Asterisk Open Source 1.8.2 All All All

Application Asterisk Open Source 1.8.2 rc1 All All

Application Asterisk Open Source 1.8.2.1 All All All

http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/open_source


Application Asterisk Open Source 1.8.2.2 All All All

Application Asterisk Open Source 1.8.2.3 All All All

Application Asterisk Open Source 1.8.2.4 All All All

Application Asterisk Open Source 1.8.20.0 All All All

Application Asterisk Open Source 1.8.20.0 rc1 All All

Application Asterisk Open Source 1.8.20.0 rc2 All All

Application Asterisk Open Source 1.8.20.1 All All All

Application Asterisk Open Source 1.8.3 All All All

Application Asterisk Open Source 1.8.3 rc1 All All

Application Asterisk Open Source 1.8.3 rc2 All All

Application Asterisk Open Source 1.8.3 rc3 All All

Application Asterisk Open Source 1.8.3.1 All All All

Application Asterisk Open Source 1.8.3.2 All All All

Application Asterisk Open Source 1.8.3.3 All All All

Application Asterisk Open Source 1.8.4 All All All

Application Asterisk Open Source 1.8.4 rc1 All All

Application Asterisk Open Source 1.8.4 rc2 All All

Application Asterisk Open Source 1.8.4 rc3 All All

Application Asterisk Open Source 1.8.4.1 All All All

Application Asterisk Open Source 1.8.4.2 All All All

Application Asterisk Open Source 1.8.4.3 All All All

Application Asterisk Open Source 1.8.4.4 All All All

Application Asterisk Open Source 1.8.5 rc1 All All

Application Asterisk Open Source 1.8.5.0 All All All

Application Asterisk Open Source 1.8.6.0 All All All

Application Asterisk Open Source 1.8.6.0 rc1 All All

Application Asterisk Open Source 1.8.6.0 rc2 All All

Application Asterisk Open Source 1.8.6.0 rc3 All All

Application Asterisk Open Source 1.8.7.0 All All All

Application Asterisk Open Source 1.8.7.0 rc1 All All

Application Asterisk Open Source 1.8.7.0 rc2 All All

Application Asterisk Open Source 1.8.7.1 All All All
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References

Reference Source Link

[ASTERISK-20967] Security Vulnerability: DoS attack possible due to fix for CVE-2012-5976 - Digium/Asterisk JIRA CONFIRM issues.asterisk.org

Digium Asterisk HTTP Manager Interface Resource Exhaustion - TELUS Security Labs MISC telussecuritylabs.com

AST-2013-002 CONFIRM downloads.asterisk.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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