CVE-2013-2720

Published on: 05/16/2013 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:28:42 PM UTC

CVE-2013-2720

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCCICAC Certain versions of Acrobat from Adobe contain the following
vulnerability:

Adobe Reader and Acrobat 9.x before 9.5.5, 10.x before 10.1.7, and
11.x before 11.0.03 allow attackers to execute arbitrary code or cause
a denial of service (memory corruption) via unspecified vectors, a
different vulnerability than CVE-2013-2718, CVE-2013-2719, CVE-
2013-2721, CVE-2013-2722, CVE-2013-2723, CVE-2013-2725, CVE-
2013-2726, CVE-2013-2731, CVE-2013-2732, CVE-2013-2734, CVE-2013-2735, CVE-2013-
2736, CVE-2013-3337, CVE-2013-3338, CVE-2013-3339, CVE-2013-3340, and CVE-2013-
3341.

CVE-2013-2720 has been assigned by [, psirt@adobe.com to track the vulnerability

CVSS2 Score: 10- HIGH |

Access Access Authentication

Vector Complexity

Low [NONE |

Confidentiality Integrity Availability

Impact Impact Impact

CVE References

Description Tags Link

Gentoo Linux Documentation -- Adobe Reader: Multiple E3 GENTOO GLSA-201308-03

vulnerabilities

Adobe - Security Bulletins: APSB13-15 - Security updates .\ CONFIRM

for Adobe Reader and Acrobat www.adobe.com/support/security/bulletins/apsb13-
15.html
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[security-announce] SUSE-SU-2013:0809-1: important: 9 SUSE SUSE-SU-2013:0809
Security update for

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Acrobat 10.0 All All All
Application Adobe Acrobat 10.0 - pro All
Application Adobe Acrobat 10.0.1 All All All
Application Adobe Acrobat 10.0.1 - pro All
Application Adobe Acrobat 10.0.2 All All All
Application Adobe Acrobat 10.0.3 All All All
Application Adobe Acrobat 10.1 All All All
Application Adobe Acrobat 10.1.1 All All All
Application Adobe Acrobat 10.1.2 All All All
Application Adobe Acrobat 10.1.3 All All All
Application Adobe Acrobat 10.1.4 All All All
Application Adobe Acrobat 10.1.5 All All All
Application Adobe Acrobat 10.1.6 All All All
Application Adobe Acrobat 11.0 All All All
Application Adobe Acrobat 11.0.1 All All All
Application Adobe Acrobat 11.0.2 All All All
Application Adobe Acrobat 9.0 All All All
Application Adobe Acrobat 9.0 - pro All
Application Adobe Acrobat 9.1 All All All
Application Adobe Acrobat 9.1 - pro All
Application Adobe Acrobat 9.1.1 All All All
Application Adobe Acrobat 9.1.1 - All All
Application Adobe Acrobat 9.1.2 All All All
Application Adobe Acrobat 9.1.3 All All All
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cpe:2.3:a:adobe:acrobat:10.0:*:":*:*: "

cpe:2.3:a:adobe:acrobat:10.0.2:*:* "

Ak kak ok akakk,

cpe:2.3:a:adobe:acrobat:10.0.3:* """

cpe:2.3:a:adobe:acrobat:10.1:%:":*: ™

akLkLk ok kak k.

cpe:2.3:a:adobe:acrobat:10.1.1: % "

cpe:2.3:a:adobe:acrobat:10.1.2:*:* "

dkakak ok kakk,

cpe:2.3:a:adobe:acrobat:10.1.3:*:*:*:*

ARk kKRR k,

cpe:2.3:a:adobe:acrobat:10.1.4:* % "

cpe:2.3:a:adobe:acrobat:10.1.5:** %
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dkakLk oKk Rk,

cpe:2.3:a:adobe:acrobat:10.1.6:*:*:*:*:**:*:
cpe:2.3:a:adobe:acrobat:11.0: " *:*:

cpe:2.3:a:adobe:acrobat:11.0.1: ™
cpe:2.3:a:adobe:acrobat:11.0.2:* ™

Kk kKK kLK,

cpe:2.3:a:adobe:acrobat:9.0:*:***** "

cpe:2.3:a:adobe:acrobat:9.0:-:pro:*:*:*:*:*:

cpe:2.3:a:adobe:acrobat:9.1 " "

cpe:2.3:a:adobe:acrobat:9.1. 1
cpe:2.3:a:adobe:acrobat:9.1.1:-*
cpe:2.3:a:adobe:acrobat:9.1.2:****
cpe:2.3:a:adobe:acrobat:9.1.3:% "
cpe:2.3:a:adobe:acrobat:9.1.3:-:%: "
cpe:2.3:a:adobe:acrobat:9.2:* " "

cpe:2.3:a:adobe:acrobat:9.2:-:*:* " *

cpe:2.3:a:adobe:acrobat:9.3:*:": "

cpe:2.3:a:adobe:acrobat:9.3.1: """
cpe:2.3:a:adobe:acrobat:9.3.1:-:*:" "
cpe:2.3:a:adobe:acrobat:9.3.2:%:*:*
cpe:2.3:a:adobe:acrobat:9.3.2:-:%:"
cpe:2.3:a:adobe:acrobat:9.3.3:":*
cpe:2.3:a:adobe:acrobat:9.3.4:":
cpe:2.3:a:adobe:acrobat:9.3.4:-:*: "
cpe:2.3:a:adobe:acrobat:9.4:*:*: "

cpe:2.3:a:adobe:acrobat:9.4.1:*:
cpe:2.3:a:adobe:acrobat:9.4.1:-:*:*

cpe:2.3:a:adobe:acrobat:9.4.2:*:*

cpe:2.3:a:adobe:acrobat:9.4.2:-:*:*:*:*:*:*:



cpe:2.3:a:adobe:acrobat:9.4.3:*:*
cpe:2.3:a:adobe:acrobat:9.4.3:-:**
cpe:2.3:a:adobe:acrobat:9.4.4:
cpe:2.3:a:adobe:acrobat:9.4.4:-:*
cpe:2.3:a:adobe:acrobat:9.4.5:*
cpe:2.3:a:adobe:acrobat:9.4.5:-* s
cpe:2.3:a:adobe:acrobat:9.4.6:*
cpe:2.3:a:adobe:acrobat:9.4.6:-:*:
cpe:2.3:a:adobe:acrobat:9.4.7:**
cpe:2.3:a:adobe:acrobat:9.5:*** " * "

cpe:2.3:a:adobe:acrobat:9.5.1: %" "
cpe:2.3:a:adobe:acrobat:9.5.2:*:* "
cpe:2.3:a:adobe:acrobat:9.5.3:" "

cpe:2.3:a:adobe:acrobat:9.5.4: "

cpe:2.3:a:adobe:acrobat:10.0:*:*:*:* "

cpe:2.3:a:adobe:acrobat:10.0.2:*:* """
cpe:2.3:a:adobe:acrobat:10.0.3:* """
cpe:2.3:a:adobe:acrobat:10.1:%:":* "™

cpe:2.3:a:adobe:acrobat:10.1.1:* "
cpe:2.3:a:adobe:acrobat:10.1.2:*:**: "
cpe:2.3:a:adobe:acrobat:10.1.3:* """
cpe:2.3:a:adobe:acrobat:10.1.4: % "
cpe:2.3:a:adobe:acrobat:10.1.5:* % "

ARk kR Rk k.

cpe:2.3:a:adobe:acrobat:10.1.6:*:*:*: "

dkukakakakakuk.

cpe:2.3:a:adobe:acrobat:11.0:*:*:*: ™



dkakk kR Rk,

cpe:2.3:a:adobe:acrobat:11.0.1:* %

akakLk kR LRk,

cpe:2.3:a:adobe:acrobat:11.0.2:*:*:*:** %

cpe:2.3:a:adobe:acrobat:9.1 "

ARk kKK,

cpe:2.3:a:adobe:acrobat:9.1:-:pro:*:*:*:*:*:

*.*.*.*.*.*.*.

cpe:2.3:a:adobe:acrobat:9.1.1:*:

. .*.*.*.*.*.*.

cpe:2.3:a:adobe:acrobat:9.1.1:-

*.*.*.*.*.*.*.

cpe:2.3:a:adobe:acrobat:9.1.2:*:

cpe:2.3:a:adobe:acrobat:9.1.3:

a_ Rk ok ok kK,

cpe:2.3:a:adobe:acrobat:9.1.3:-
cpe:2.3:a:adobe:acrobat:9.2:* " "

cpe:2.3:a:adobe:acrobat:9.2:-:*:* " *

cpe:2.3:a:adobe:acrobat:9.3:*:": "

cpe:2.3:a:adobe:acrobat:9.3.1: %" "

cpe:2.3:a:adobe:acrobat:9.3.1:-:":" "

cpe:2.3:a:adobe:acrobat:9.3.2:*:*:*

cpe:2.3:a:adobe:acrobat:9.3.2:-:%:"

cpe:2.3:a:adobe:acrobat:9.3.3:" "

cpe:2.3:a:adobe:acrobat:9.3.4: "

. .*.*.*.*.*.*.

cpe:2.3:a:adobe:acrobat:9.3.4:-:
cpe:2.3:a:adobe:acrobat:9.4:*: " "

cpe:2.3:a:adobe:acrobat:9.4.1:

. .*.*.*.*.*.*.

cpe:2.3:a:adobe:acrobat:9.4.1:-

.*.*.*.*.*.*.*.

cpe:2.3:a:adobe:acrobat:9.4.2:

. .*.*.*.*.*.*.

cpe:2.3:a:adobe:acrobat:9.4.2:-

cpe:2.3:a:adobe:acrobat:9.4.3:*:*

ARAD QintndnhAtanrahabQ A4 Q. ckokkokkk,
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cpe:2.3:a:adobe:acrobat:9.4.4:

cpe:2.3:a:adobe:acrobat:9.4.4:-

cpe:2.3:a:adobe:acrobat:9.4.5:*

o

cpe:2.3:a:adobe:acrobat:9.4.5:-:

cpe:2.3:a:adobe:acrobat:9.4.6:*

cpe:2.3:a:adobe:acrobat:9.4.6:-:*:

cpe:2.3:a:adobe:acrobat:9.4.7:**

cpe:2.3:a:adobe:acrobat:9.5: % * " * "

cpe:2.3:a:adobe:acrobat:9.5.1:****

cpe:2.3:a:adobe:acrobat:9.5.2:**** ¥

cpe:2.3:a:adobe:acrobat:9.5.3:* "

cpe:2.3:a:adobe:acrobat:9.5.4: %

cpe:2.3:a:adobe:acrobat_reader:10.0:*:":"

cpe:2.3:a:adobe:acrobat_reader:10.0.1:%:* "

cpe:2.3:a:adobe:acrobat_reader:10.0.2:%:*:*:*:*:*:":

cpe:2.3:a:adobe:acrobat_reader:10.0.3:%:*:*:*:*: "

cpe:2.3:a:adobe:acrobat_reader:10.1:*:%:" "

cpe:2.3:a:adobe:acrobat_reader:10.1.1:%:* %"

cpe:2.3:a:adobe:acrobat_reader:10.1.2:%:* "

cpe:2.3:a:adobe:acrobat_reader:10.1.3:%:* %"

skukakakkakak.

cpe:2.3:a:adobe:acrobat_reader:10.1.4:%:* "

skakakakakakak.

cpe:2.3:a:adobe:acrobat_reader:10.1.5:%:* "

cpe:2.3:a:adobe:acrobat_reader:10.1.6:*:*:*:*: "

akLk kKK LKLk,

cpe:2.3:a:adobe:acrobat_reader:11.0:*:*:"

Skk ok kkakak.

cpe:2.3:a:adobe:acrobat_reader:11.0.1:%:* %"
cpe:2.3:a:adobe:acrobat_reader:11.0.2:*:*:*:*: "

cpe:2.3:a:adobe:acrobat_reader:9.0:*:*:*: "

cpe:2.3:a:adobe:acrobat_reader:9.1:*:



cpe:2.3:a:adobe:acrobat_reader:9.1.1:*:*:****::

cpe:2.3:a:adobe:acrobat_reader:9.1.2:%:*:****:*:

cpe:2.3:a:adobe:acrobat_reader:9.1.3:*:* "

cpe:2.3:a:adobe:acrobat_reader:9.2:*:*:* "

akak kR kR k.

cpe:2.3:a:adobe:acrobat_reader:9.3:*:*: ¥

cpe:2.3:a:adobe:acrobat_reader:9.3.1: "

cpe:2.3:a:adobe:acrobat_reader:9.3.2:* "

cpe:2.3:a:adobe:acrobat_reader:9.3.3:*:*: "

cpe:2.3:a:adobe:acrobat_reader:9.3.4:*:***

ak kK ok ak Rk,

cpe:2.3:a:adobe:acrobat_reader:9.4:*:*:*** ¥

cpe:2.3:a:adobe:acrobat_reader:9.4.1:* "

cpe:2.3:a:adobe:acrobat_reader:9.4.2:%:*

cpe:2.3:a:adobe:acrobat_reader:9.4.3:* "

cpe:2.3:a:adobe:acrobat_reader:9.4.4:*:*:*

cpe:2.3:a:adobe:acrobat_reader:9.4.5:% "

cpe:2.3:a:adobe:acrobat_reader:9.4.6:%:":*:*

cpe:2.3:a:adobe:acrobat_reader:9.4.7:% "

cpe:2.3:a:adobe:acrobat_reader:9.5:*: "

cpe:2.3:a:adobe:acrobat_reader:9.5.1:%:" "

cpe:2.3:a:adobe:acrobat_reader:9.5.2:%:" "

cpe:2.3:a:adobe:acrobat_reader:9.5.3:%:" "

cpe:2.3:a:adobe:acrobat_reader:9.5.4:%:":*

akLk LK LKL KKK,

cpe:2.3:a:adobe:acrobat_reader:10.0:*:*:":*:*

Skkakakkakak.

cpe:2.3:a:adobe:acrobat_reader:10.0.1:%:*:*: %"

Skuk ok kkakuk.

cpe:2.3:a:adobe:acrobat_reader:10.0.2:*:*:*:*: "

cpe:2.3:a:adobe:acrobat_reader:10.0.3:*:*:*:*:*:*:*:

Ak kKKK LKLk,

cpe:2.3:a:adobe:acrobat_reader:10.1:*:*:*

Skk ok akkakak.

cpe:2.3:a:adobe:acrobat_reader:10.1.1:%:* "



Skk ok k ok akak.

cpe:2.3:a:adobe:acrobat_reader:10.1.2:*:**:**:*:*:
cpe:2.3:a:adobe:acrobat_reader:10.1.3:* % :*:
cpe:2.3:a:adobe:acrobat_reader:10.1.4:*
cpe:2.3:a:adobe:acrobat_reader:10.1.5:*
cpe:2.3:a:adobe:acrobat_reader:10.1.6:*:

Kk kKK kLK,

cpe:2.3:a:adobe:acrobat_reader:11.0:*:*: " ™
cpe:2.3:a:adobe:acrobat_reader:11.0.1:
cpe:2.3:a:adobe:acrobat_reader:11.0.2:*:
cpe:2.3:a:adobe:acrobat_reader:9.0:*:*: %
cpe:2.3:a:adobe:acrobat_reader:9.1:*:*:***:*:*:
cpe:2.3:a:adobe:acrobat_reader:9.1.1:** "%
cpe:2.3:a:adobe:acrobat_reader:9.1.2:%:" "™
cpe:2.3:a:adobe:acrobat_reader:9.1.3:% """
cpe:2.3:a:adobe:acrobat_reader:9.2:*:* """
cpe:2.3:a:adobe:acrobat_reader:9.3:*:* " "
cpe:2.3:a:adobe:acrobat_reader:9.3.1:* """
cpe:2.3:a:adobe:acrobat_reader:9.3.2:%:":*:*
cpe:2.3:a:adobe:acrobat_reader:9.3.3:%:" "
cpe:2.3:a:adobe:acrobat_reader:9.3.4:%:"
cpe:2.3:a:adobe:acrobat_reader:9.4:*: " "
cpe:2.3:a:adobe:acrobat_reader:9.4.1:*:" "
cpe:2.3:a:adobe:acrobat_reader:9.4.2:%:":
cpe:2.3:a:adobe:acrobat_reader:9.4.3:%:":*
cpe:2.3:a:adobe:acrobat_reader:9.4.4:%:":*
cpe:2.3:a:adobe:acrobat_reader:9.4.5:%:":*
cpe:2.3:a:adobe:acrobat_reader:9.4.6:*:":*
cpe:2.3:a:adobe:acrobat_reader:9.4.7:%:*

cpe:2.3:a:adobe:acrobat_reader:9.5:*:*: "

cpe:2.3:a:adobe:acrobat_reader:9.5.1: "



cpe:2.3:a:adobe:acrobat_reader:9.5.2:%:*:*
cpe:2.3:a:adobe:acrobat_reader:9.5.3:*:*:*

cpe:2.3:a:adobe:acrobat_reader:9.5.4:* "
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