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Summary

CVE CVE-2013-2763

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-04 11:58:00 UTC

Updated 2023-11-07 02:15:00 UTC

Description ** DISPUTED ** The Schneider Electric M340 PLC modules allow remote attackers to cause a denial of service (resource consumption) via unspecified vectors. 

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric Modicon M340 - All All All

Hardware Schneider-electric Modicon M340 - All All All

Hardware Schneider-electric Modicon M340 Bmxp341000 - All All All

Operating System Schneider-electric Modicon M340 Bmxp341000 Firmware - All All All

Hardware Schneider-electric Modicon M340 Bmxp342010 - All All All

Operating System Schneider-electric Modicon M340 Bmxp342010 Firmware - All All All

Hardware Schneider-electric Modicon M340 Bmxp342020 - All All All

Operating System Schneider-electric Modicon M340 Bmxp342020 Firmware - All All All

Hardware Schneider-electric Modicon M340 Bmxp342030 - All All All

Operating System Schneider-electric Modicon M340 Bmxp342030 Firmware - All All All

Hardware Schneider-electric Modicon M340 Bmx Noc 0401 - All All All

Operating System Schneider-electric Modicon M340 Bmx Noc 0401 Firmware - All All All

Hardware Schneider-electric Modicon M340 Bmx Noe 0100 - All All All

Hardware Schneider-electric Modicon M340 Bmx Noe 0100h - All All All

Operating System Schneider-electric Modicon M340 Bmx Noe 0100h Firmware - All All All

Operating System Schneider-electric Modicon M340 Bmx Noe 0100 Firmware - All All All

Hardware Schneider-electric Modicon M340 Bmx Noe 0110 - All All All
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Hardware Schneider-electric Modicon M340 Bmx Noe 0110 - All All All

Hardware Schneider-electric Modicon M340 Bmx Noe 0110h - All All All

Operating System Schneider-electric Modicon M340 Bmx Noe 0110h Firmware - All All All

Operating System Schneider-electric Modicon M340 Bmx Noe 0110 Firmware - All All All

Hardware Schneider-electric Modicon M340 Bmx Nor 0200h - All All All

Operating System Schneider-electric Modicon M340 Bmx Nor 0200h Firmware - All All All

Hardware Schneider-electric Modicon M340 Bmx P34-2010 - All All All

Operating System Schneider-electric Modicon M340 Bmx P34-2010 Firmware - All All All

Hardware Schneider-electric Modicon M340 Bmx P34-2030 - All All All

Operating System Schneider-electric Modicon M340 Bmx P34-2030 Firmware - All All All

Hardware Se Modicon M340 - All All All

References

Reference Source Link Tags

404 - File Not Found | CISA MISC ics-cert.us-cert.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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