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sudo 1.3.5 through 1.7.10p5 and 1.8.0 through 1.8.6p6, when running on systems without /proc or the sysctl function with tt
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Application Todd Miller Sudo 1.7.4p4 All All All

Application Todd Miller Sudo 1.7.4p5 All All All

Application Todd Miller Sudo 1.7.4p6 All All All

Application Todd Miller Sudo 1.7.5 All All All

Application Todd Miller Sudo 1.7.6 All All All

Application Todd Miller Sudo 1.7.6p1 All All All

Application Todd Miller Sudo 1.7.6p2 All All All

Application Todd Miller Sudo 1.7.7 All All All

Application Todd Miller Sudo 1.7.8 All All All

Application Todd Miller Sudo 1.7.8p1 All All All

Application Todd Miller Sudo 1.7.8p2 All All All

Application Todd Miller Sudo 1.7.9 All All All

Application Todd Miller Sudo 1.7.9p1 All All All

Application Todd Miller Sudo 1.8.0 All All All

Application Todd Miller Sudo 1.8.1 All All All

Application Todd Miller Sudo 1.8.1p1 All All All

Application Todd Miller Sudo 1.8.1p2 All All All

Application Todd Miller Sudo 1.8.2 All All All

Application Todd Miller Sudo 1.8.3 All All All

Application Todd Miller Sudo 1.8.3p1 All All All

Application Todd Miller Sudo 1.8.3p2 All All All

Application Todd Miller Sudo 1.8.4 All All All

Application Todd Miller Sudo 1.8.4p1 All All All

Application Todd Miller Sudo 1.8.4p2 All All All

Application Todd Miller Sudo 1.8.4p3 All All All

Application Todd Miller Sudo 1.8.4p4 All All All

Application Todd Miller Sudo 1.8.4p5 All All All

Application Todd Miller Sudo 1.8.5 All All All

Reference Source Link

IBM X-Force Exchange XF exchange.xforce
sudo: 049a12a5cc14 CONFIRM www.sudo.ws
Potential bypass of tty_tickets constraints CONFIRM www.sudo.ws
#701839 - sudo: CVE-2013-1776 potential bypass of sudo tty_tickets constraints - Debian Bug report logs MISC bugs.debian.org
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http://www.sudo.ws/sudo/alerts/tty_tickets.html
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SUU0. uCucoodlidid CUUNFIRIVI WWW.S5UU0.ws
The Slackware Linux Project: Slackware Security Advisories SLACKWARE www.slackware.
Red Hat Customer Portal REDHAT rhn.redhat.com
About the security content of OS X Yosemite v10.10.5 and Security Update 2015-006 - Apple Support CONFIRM support.apple.cc
Todd Miller Sudo CVE-2013-1776 Local Security Bypass Vulnerability BID www.securityfoc
916365 — (CVE-2013-1776) CVE-2013-1776 sudo: bypass of tty_tickets constraints MISC bugzilla.redhat.c
Red Hat Customer Portal REDHAT rhn.redhat.com
Oracle VM Server for x86 Bulletin - July 2016 CONFIRM www.oracle.com
Debian -- Security Information -- DSA-2642-1 sudo DEBIAN www.debian.org
Todd Miller Sudo CVE-2013-2776 Local Security Bypass Vulnerability BID www.securityfoc
APPLE-SA-2015-08-13-2 OS X Yosemite v10.10.5 and Security Update 2015-006 APPLE lists.apple.com
Bug #87023 “sudo option “tty_tickets” gives false sense of secur...” : Bugs : “sudo” package : Ubuntu MISC bugs.launchpad.
oss-security - Re: CVE request: potential bypass of sudo tty_tickets constraints MLIST www.openwall.c
CVE Program record CVE.ORG WWW.Cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

390227 Oracle Managed Virtualization (VM) Server for x86 Security Update for sudo (OVMSA-2021-0012)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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