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Summary

CVE CVE-2013-2804

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-08-28 13:09:00 UTC

Updated 2013-09-06 17:49:00 UTC

Description The DNP Master Driver in Software Toolbox TOP Server before 5.12.140.0 allows remote attackers to cause a denial of service (master-station infinite loop) via crafted DNP3 packets to TCP port 20000 and allows physically proximate attackers to cause a denial of service (master-station infinite loop) via crafted input over a serial line.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Softwaretoolbox Top Server 4.0 All All All

Application Softwaretoolbox Top Server 5.1 All All All

Application Softwaretoolbox Top Server 5.10 All All All

Application Softwaretoolbox Top Server 5.11 All All All

Application Softwaretoolbox Top Server 5.2 All All All

Application Softwaretoolbox Top Server 5.3 All All All

Application Softwaretoolbox Top Server 5.4 All All All

Application Softwaretoolbox Top Server 5.5 All All All

Application Softwaretoolbox Top Server 5.6 All All All

Application Softwaretoolbox Top Server 5.7 All All All

Application Softwaretoolbox Top Server 5.8 All All All

Application Softwaretoolbox Top Server 5.9 All All All

Application Softwaretoolbox Top Server 4.0 All All All

Application Softwaretoolbox Top Server 5.1 All All All

Application Softwaretoolbox Top Server 5.10 All All All

Application Softwaretoolbox Top Server 5.11 All All All

Application Softwaretoolbox Top Server 5.2 All All All
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Application Softwaretoolbox Top Server 5.2 All All All

Application Softwaretoolbox Top Server 5.3 All All All

Application Softwaretoolbox Top Server 5.4 All All All

Application Softwaretoolbox Top Server 5.5 All All All

Application Softwaretoolbox Top Server 5.6 All All All

Application Softwaretoolbox Top Server 5.7 All All All

Application Softwaretoolbox Top Server 5.8 All All All

Application Softwaretoolbox Top Server 5.9 All All All

Application Softwaretoolbox Top Server All All All All

References

Reference

Top Server OPC Improper Input Validation Vulnerability | ICS-CERT

ICSA-13-234-02 - ICS-CERT Advisory for TOP Server DNP3 Master Suite Drivers Only (NIST Reference CVE-2013-2804)-Software Toolbox

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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