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CVE-2013-2811

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNAC MAUNCNINAC Certain versions of Catapult Dnp3 I/o Driver from Catapultsoftware
’ contain the following vulnerability:

The (1) Catapult DNP3 I/O driver before 7.2.0.60 and the (2) GE
Intelligent Platforms Proficy DNP3 1/O driver before 7.20k, as used in
DNPDrv.exe (aka the DNP master station server) in GE Intelligent
Platforms Proficy HMI/SCADA - CIMPLICITY and iFIX, allow remote
attackers to cause a denial of service (infinite loop) via a crafted DNP3

TCP packet.

CVE-2013-2811 has been assigned by (T ics-cert@hg.dhs.gov to track the vulnerability

CVSS2 Score: 7.1-HIGH |

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[NONE_ [ NON |

CVE References
Description Tags Link

() CONFIRM support.ge-ip.com/support/index?page=kbchannel&id=S:KB15805

Catapult Software MISC ics-cert.us-cert.gov/advisories/ICSA-13-297-01

DNP3 Driver Improper

Input Validation | ICS-
CERT

GE Proficy DNP3 MISC ics-cert.us-cert.gov/advisories/ICSA-13-297-02

improper Input

Validation | ICS-CERT

GGF Ninital Cilietnmer [ Viendor Aduisory | ™ CONFIRM ciinnnrt ne-


https://cve.report/
https://cve.report/CVE-2013-2811/mitre
https://cve.report/CVE-2013-2811/nist
https://cve.report/CVE-2013-2811/cve_org
https://cve.report/CVE-2013-2811.pdf
http://cve.report/software/catapultsoftware/catapult_dnp3_i/o_driver
http://cve.report/vendor/catapultsoftware
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://support.ge-ip.com/support/index?page=kbchannel&id=S:KB15805
http://ics-cert.us-cert.gov/advisories/ICSA-13-297-01
http://ics-cert.us-cert.gov/advisories/ICSA-13-297-02

M ygiiar usLT
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Center ip.com/support/resources/sites/GE_FANUC_SUPPORT/content/live/KB/15000/KB15805/¢
04%20Security%20Advisory%20-

%20Proficy%20HMI%20SCADA%20DNP3%20Driver%20from%20Catapult%20Software.|

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

4]

Related QID Numbers

591395 General Electric Universal Relay (UR) family of products Distributed Network Protocol (DNP3) Implementation Vulnerability (GET-
20046A)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application  Catapultsoftware Catapult Dnp3 I/o Driver All All All All
Application  Catapultsoftware Catapult Dnp3 /o Driver All All All All
Application  Ge Intelligent Platforms Proficy Dnp3 /o Driver 7.20 - All All
Application  Ge Intelligent Platforms Proficy Dnp3 /o Driver 7.20 a All All
Application  Ge Intelligent Platforms Proficy Dnp3 /o Driver 7.20 b All All
Application  Ge Intelligent Platforms Proficy Dnp3 /o Driver 7.20 c All All
Application  Ge Intelligent Platforms Proficy Dnp3 /o Driver 7.20 d All All
Application  Ge Intelligent Platforms Proficy Dnp3 /o Driver 7.20 e All All
Application  Ge Intelligent Platforms Proficy Dnp3 /o Driver 7.20 f All All
Application  Ge Intelligent Platforms Proficy Dnp3 /o Driver 7.20 g All All
Application  Ge Intelligent Platforms Proficy Dnp3 /o Driver 7.20 h All All
Application  Ge Intelligent Platforms Proficy Dnp3 /o Driver 7.20 i All All
Application  Ge Intelligent Platforms Proficy Dnp3 I/o Driver All i All All
Application  Ge Intelligent Platforms Proficy Dnp3 /o Driver 7.20 - All All
Application  Ge Intelligent Platforms Proficy Dnp3 /o Driver 7.20 a All All
Application  Ge Intelligent Platforms Proficy Dnp3 /o Driver 7.20 b All All
Application  Ge Intelligent Platforms Proficy Dnp3 I/o Driver 7.20 c All All
Application  Ge Intelligent Platforms Proficy Dnp3 /o Driver 7.20 d All All
Application  Ge Intelligent Platforms Proficy Dnp3 I/o Driver 7.20 e All All
Application  Ge Intelligent Platforms Proficy Dnp3 /o Driver 7.20 f All All
Application  Ge Intelligent Platforms Proficy Dnp3 I/o Driver 7.20 g All All
Application  Ge Intelligent Platforms Proficy Dnp3 /o Driver 7.20 h All All
Application  Ge Intelligent Platforms Proficy Dnp3 /o Driver 7.20 i All All
Aoplication  Ge Intelliaent Platforms Proficv Dno3 /o Driver 7.20 - All All
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cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_i/o_driver:7.20:a:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_i/o_driver:7.20:b:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_i/o_driver:7.20:c:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_i/o_driver:7.20:d:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_i/o_driver:7.20:e:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_i/o_driver:7.20:g:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_i/o_driver:7.20:h:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_i/o_driver:7.20:i:":*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_i/o_driver:™:j:*:**:*:*::

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_iVo_driver:7.20:a:":*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_iVo_driver:7.20:b:":*:*:**:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_iVo_driver:7.20:c:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_iVo_driver:7.20:d:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_iVo_driver:7.20:e:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_iVo_driver:7.20:f:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_iVo_driver:7.20:g:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_iVo_driver:7.20:h:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_iVo_driver:7.20:i:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_iVo_driver:7.20:a:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_iVo_driver:7.20:b:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_iVo_driver:7.20:c:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_iVo_driver:7.20:d:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_iVo_driver:7.20:e:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_iVo_driver:7.20:f:*:*:*:*:*:*:

cpe:2.3:a:geintelligent_platforms_proficy_dnp3_iVo_driver:7.20:g:*:*:*:*:*:*:

cne? 3-ataecintellinent nlatforms nroficv dnn3 Vo driver:7 20-h-*-*-**-x*.



cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_iVo_driver:7.20:i:*:*:*:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_dnp3_iVo_driver:*:;j:*:**:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy _hmi/scada_cimplicity:7.5:*:*:":*:*:*:*:
cpe:2.3:a:ge:intelligent_platforms_proficy _hmi/scada_cimplicity:8.0:*:*:*:*:*:*:*:
cpe:2.3:a:ge:intelligent_platforms_proficy _hmi/scada_cimplicity:8.1:*:*:*:*:*:*:*:
cpe:2.3:a:ge:intelligent_platforms_proficy _hmi/scada_cimplicity:8.2:*:*:*:*:*:*:*:
cpe:2.3:a:ge:intelligent_platforms_proficy _hmi/scada_ifix:5.0:*:*:*:*:*:*::
cpe:2.3:a:ge:intelligent_platforms_proficy _hmi/scada_ifix:5.1:*:*:*:**:*::
cpe:2.3:a:ge:intelligent_platforms_proficy _hmiVscada_cimplicity:4.01:*:*:*:*:*:*:*:
cpe:2.3:a:ge:intelligent_platforms_proficy _hmiVscada_cimplicity:7.5:*:*:*:*:*:*::
cpe:2.3:a:ge:intelligent_platforms_proficy _hmiVscada_cimplicity:8.0:*:*:*:*:*:*:*:
cpe:2.3:a:ge:intelligent_platforms_proficy _hmiV/scada_cimplicity:8.1:*:*:*:*:*:*:*:
cpe:2.3:a:ge:intelligent_platforms_proficy _hmiVscada_cimplicity:8.2:*:*:*:*:*:*:*:
cpe:2.3:a:ge:intelligent_platforms_proficy _hmiVscada_cimplicity:4.01:*:*:*:*:*:*:*:
cpe:2.3:a:ge:intelligent_platforms_proficy _hmiV/scada_cimplicity:7.5:*:*:*:*:*:*:*:
cpe:2.3:a:ge:intelligent_platforms_proficy _hmiV/scada_cimplicity:8.0:*:*:*:*:*:*:*:
cpe:2.3:a:ge:intelligent_platforms_proficy_hmiVscada_cimplicity:8.1:*:*:*:*:*:*:*:
cpe:2.3:a:ge:intelligent_platforms_proficy_hmiVscada_cimplicity:8.2:*:*:*:*:*:*:*:
cpe:2.3:a:ge:intelligent_platforms_proficy_hmiVscada_ifix:5.0:*:*:**:*:*:*:
cpe:2.3:a:ge:intelligent_platforms_proficy_hmiVscada_ifix:5.1:*:***:*:*:
cpe:2.3:a:ge:intelligent_platforms_proficy_hmiVscada_ifix:5.0:**:**:*:*:*:

cpe:2.3:a:ge:intelligent_platforms_proficy_hmiVscada_ifix:5.1:*:***:*:*:

No vendor comments have been submitted for this CVE

« Previous ID Next ID—
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