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AVINACMIAUNIC:P/IPIAP Certain versions of Chrome from Google contain the foIIowing
vulnerability:

The HTTPS implementation in Google Chrome before 28.0.1500.71
does not ensure that headers are terminated by \r\n\r\n (carriage
return, newline, carriage return, newline), which allows man-in-the-
middle attackers to have an unspecified impact via vectors that trigger
header truncation.

CVE-2013-2853 has been assigned by & security@google.com to track the vulnerability

CVSS2 Score: 6.8- MEDIUM

Access Access Authentication
Vector Complexity

[NONE_
Confidentiality Integrity Availability
Impact Impact Impact

CVE References
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Security:
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source
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Google
Project
Hosting
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repositories
- Git at
Google

chromium git.chromium.org
Git text/html

repositories
- Git at
Google

) OVAL oval:org.mitre.oval:def:17033

() CONFIRM git.chromium.org/gitweb/?
p=chromium/chromium.git;a=commit;h=f4f9f4948de5a59462e13ad712d7d9117238aeea

() CONFIRM git.chromium.org/gitweb/?
p=chromium/chromium.git;a=commit;h=44b400c80726ee5d205a27730a0c846be656a071

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE
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cpe:2.3:a:google:chrome:28.0.1500.6:*:*:*:*:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:google:chrome:28.0.1500.60:*:*:*:*:*:*:*:

Lk Lk ak ok akakak.

cpe:2.3:a:google:chrome:28.0.1500.61::*:*:*:*:*:*:

dkak ok ak ok akak.

cpe:2.3:a:google:chrome:28.0.1500.62::*:*:*:*:*:*:

Wk Rk kR ok ak,

cpe:2.3:a:google:chrome:28.0.1500.63:*:*:*:**:*:*:

Lk Rk kR akak.

cpe:2.3:a:google:chrome:28.0.1500.64::*:*:**:*:*:

Sk Rk kR akak,

cpe:2.3:a:google:chrome:28.0.1500.66:*:*:*:*:*:*:*:

dkakakak ok akak.

cpe:2.3:a:google:chrome:28.0.1500.68:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:28.0.1500.8:*:*:*:":*:*:*:

cpe:2.3:a:google:chrome:28.0.1500.9: %" *:*:*:

cpe:2.3:a:google:chrome:28.0.1500.0:*:*:*:":*:*:*:

dkakakakakakak.

cpe:2.3:a:google:chrome:28.0.1500.16:*:*:*:*:*:*:*:

dkakakukakakak.

cpe:2.3:a:google:chrome:28.0.1500.17:*:*:*: ™

skukakakakakak.

cpe:2.3:a:google:chrome:28.0.1500.18:*:*:*:*:*:*:*:

dkukakkakakak.

cpe:2.3:a:google:chrome:28.0.1500.19: " :*:

akLk kKK LKLk,

cpe:2.3:a:google:chrome:28.0.1500.2:*:*:*:*:*:*:*:



Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:28.0.1500.26:*:*:*:*:*:*:*:

dkak kR Lk akak.

cpe:2.3:a:google:chrome:28.0.1500.27::*:*:**:*:*:

dkak kR ok akak.

cpe:2.3:a:google:chrome:28.0.1500.28:*:*:*:*:*:*:*:

LRk kR Rk k.

cpe:2.3:a:google:chrome:28.0.1500.29:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:28.0.1500.3:*:*:*:*:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:28.0.1500.31:*:*:*:**:*:*:

Sk Kk kR akak.

cpe:2.3:a:google:chrome:28.0.1500.32:*:*:*:*:*:*:*:

sk akakakakakak.

cpe:2.3:a:google:chrome:28.0.1500.33:*:*:*:*:*:*:*:

dkakakak ok akak,

cpe:2.3:a:google:chrome:28.0.1500.34*:*:*:*:*:*:*:



cpe:2.3:a:google:chrome:28.0.1500.5:*:*:*:*:**:*:

cpe:2.3:a:google:chrome:28.0.1500.51 " *:

cpe:2.3:a:google:chrome:28.0.1500.52:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:28.0.1500.53:*:*:*:**:*:*:

cpe:2.3:a:google:chrome:28.0.1500.54:*:*:*:**:*:*:

cpe:2.3:a:google:chrome:28.0.1500.56:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:28.0.1500.58:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:28.0.1500.59:*:*:*:**:*:*:

cpe:2.3:a:google:chrome:28.0.1500.6:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:28.0.1500.60:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:28.0.1500.8:*:*:*:":*:*:*:

cpe:2.3:a:google:chrome:28.0.1500.9:*:*:*:":*:*:*:

No vendor comments have been submitted for this CVE
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