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CVE-2013-2855

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCNLPAN Certain versions of Debian Linux from Debian contain the following
’ vulnerability:

The Developer Tools API in Google Chrome before 27.0.1453.110
allows remote attackers to cause a denial of service (memory
corruption) or possibly have unspecified other impact via unknown
vectors.

CVE-2013-2855 has been assigned by & security@google.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication

Vector Complexity

Low (NN |

Confidentiality Integrity Availability

Impact Impact Impact

CVE References

Description Tags Link

Issue 242322 - chromium - Escalate access to (Z) CONFIRM

browser internals - An open-source project to code.google.com/p/chromium/issues/detail?

help move the web forward. - Google Project id=242322

Hosting

Repository / Oval Repository ) OVAL oval:org.mitre.oval:def:16793

Debian -- Security Information -- DSA-2706-1 (© DEBIAN DSA-2706

chromium-browser

Chrome Releases: Stable Channel Update & CONFIRM
googlechromereleases.blogspot.com/2013/06/stable-
channel-update.html



https://cve.report/
https://cve.report/CVE-2013-2855/mitre
https://cve.report/CVE-2013-2855/nist
https://cve.report/CVE-2013-2855/cve_org
https://cve.report/CVE-2013-2855.pdf
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://code.google.com/p/chromium/issues/detail?id=242322
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A16793
http://www.debian.org/security/2013/dsa-2706
http://googlechromereleases.blogspot.com/2013/06/stable-channel-update.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Debian Debian Linux 7.0 All All All
System

Operating Debian Debian Linux 8.0 All All All
System

Operating Debian Debian Linux 7.0 All All All
System

Operating Debian Debian Linux 8.0 All All All
System

Application Google Chrome 27.0.1453.0 All All All
Application Google Chrome 27.0.1453.1 All All All
Application Google Chrome 27.0.1453.10 All All All
Application Google Chrome 27.0.1453.102 All All All
Application Google Chrome 27.0.1453.103 All All All
Application Google Chrome 27.0.1453.104 All All All
Application Google Chrome 27.0.1453.105 All All All
Application Google Chrome 27.0.1453.106 All All All
Application Google Chrome 27.0.1453.107 All All All
Application Google Chrome 27.0.1453.108 All All All
Application Google Chrome 27.0.1453.11 All All All
Application Google Chrome 27.0.1453.12 All All All
Application Google Chrome 27.0.1453.13 All All All
Application Google Chrome 27.0.1453.15 All All All
Application Google Chrome 27.0.1453.2 All All All
Application Google Chrome 27.0.1453.3 All All All
Application Google Chrome 27.0.1453.34 All All All
Application Google Chrome 27.0.1453.35 All All All
Application Google Chrome 27.0.1453.36 All All All
Application Google Chrome 27.0.1453.37 All All All
Application Google Chrome 27.0.1453.38 All All All
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cpe:2.3:0:debian:debian_linux:7.0:*:*****:*:
cpe:2.3:0:debian:debian_linux:8.0:*:*:**:*:*::
cpe:2.3:a:google:chrome:27.0.1453.0:*: "

Kk kKK kK,

cpe:2.3:a:google:chrome:27.0.1453.1 "

cpe:2.3:a:google:chrome:27.0.1453.2:*:*: %" "™

cpe:2.3:a:google:chrome:27.0.1453.3: """



Sk Lk k kR akak.

cpe:2.3:a:google:chrome:27.0.1453.45: ™ *:*:

Lk Lk ak Lk akakak.

cpe:2.3:a:google:chrome:27.0.1453.46: ™ *:*:

Lk Rk kR akak,

cpe:2.3:a:google:chrome:27.0.1453.47:*****:*:

dkk ok okakakak.

cpe:2.3:a:google:chrome:27.0.1453.49:*:****:*:*:

cpe:2.3:a:google:chrome:27.0.1453.5:*:* "

Lk Kk kR akak.

cpe:2.3:a:google:chrome:27.0.1453.50::*:*:**:*:*:

Lk Rk kR akak,

cpe:2.3:a:google:chrome:27.0.1453.51 % *:

Sk ok ak kR akak.

cpe:2.3:a:google:chrome:27.0.1453.52:* 1 :**:*:*:

Sk Kk kR akak.

cpe:2.3:a:google:chrome:27.0.1453.54 %% "

dkakakakakakak.

cpe:2.3:a:google:chrome:27.0.1453.55: "% *:*:

akLk kKKK Lk,

cpe:2.3:a:google:chrome:27.0.1453.7:* % " *::



dk Lk ak ok akakak.

cpe:2.3:a:google:chrome:27.0.1453.70: % :*:

dkk ok kakakak.

cpe:2.3:a:google:chrome:27.0.1453.72:**:***:*:

Lk Lk k kR akak.

cpe:2.3:a:google:chrome:27.0.1453.73:*****:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:27.0.1453.74:*****:*:

LRk ak kR akak,

cpe:2.3:a:google:chrome:27.0.1453.75: " *:

LRk ak kR akak.

cpe:2.3:a:google:chrome:27.0.1453.77:**:***:*:

Lk Lk ak kR akak.

cpe:2.3:a:google:chrome:27.0.1453.78::****:*:*:

Lk Kk kR akak,

cpe:2.3:a:google:chrome:27.0.1453.79:****:*:*:

Kk koK kKK,

cpe:2.3:a:google:chrome:27.0.1453.8:*:* %" *:*:

dkakakak ok akak.

cpe:2.3:a:google:chrome:27.0.1453.80:":":*:*:*:*:":

akLk kKKK Lk,

cpe:2.3:a:google:chrome:27.0.1453.0:* % "

cpe:2.3:a:google:chrome:27.0.1453.1 %% " %

dkkakkukakak.

cpe:2.3:a:google:chrome:27.0.1453.10::**:***:*:



Sk Rk kR akak.

cpe:2.3:a:google:chrome:27.0.1453.11: "™

SRk ak kR akak.

cpe:2.3:a:google:chrome:27.0.1453.12:***:**:*:*:

Sk Rk kR akak.

cpe:2.3:a:google:chrome:27.0.1453.13:* 1 :**:*:*:
cpe:2.3:a:google:chrome:27.0.1453.15: %%

cpe:2.3:a:google:chrome:27.0.1453.2:* %% "™

cpe:2.3:a:google:chrome:27.0.1453.3: %"



dk Lk ak ok akakak.

cpe:2.3:a:google:chrome:27.0.1453.49: % **:*:

cpe:2.3:a:google:chrome:27.0.1453.5:% %" * *:*:

Sk Lk k Lk akakak.

cpe:2.3:a:google:chrome:27.0.1453.50::*:*:**:*:*:

Sk Lk k kR akak.

cpe:2.3:a:google:chrome:27.0.1453.51 "™

Lk Lk k kR akak,

cpe:2.3:a:google:chrome:27.0.1453.52: " *:

dkk kR ok akak.

cpe:2.3:a:google:chrome:27.0.1453.54:*****:*:

Lk Lk ak kR akak.

cpe:2.3:a:google:chrome:27.0.1453.55:****:*:*:

Lk kR kR akak.

cpe:2.3:a:google:chrome:27.0.1453.56::*:*:**:*:*:

LRk kR Rk k.

cpe:2.3:a:google:chrome:27.0.1453.57:****:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:27.0.1453.58: 1 :**:*:*:

sk Rk kR akak.

cpe:2.3:a:google:chrome:27.0.1453.59: 1 :**:*:*:

cpe:2.3:a:google:chrome:27.0.1453.6:*:* """ :*:*:



dkk ok kakakak.

cpe:2.3:a:google:chrome:27.0.1453.76: % :*:

Lk Lk k kR akak.

cpe:2.3:a:google:chrome:27.0.1453.77:*:* ™

Sk Kk Lk akakak.

cpe:2.3:a:google:chrome:27.0.1453.78::*****:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:27.0.1453.79:*****:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:27.0.1453.8:*:* " *:*:

Lk Lk ak kR akak.

cpe:2.3:a:google:chrome:27.0.1453.80::*:*:**:*:*:

dk kR kR Rk,

cpe:2.3:a:google:chrome:27.0.1453.81:**:*:**:*:*:

Lk Lk ak kR Rk,

cpe:2.3:a:google:chrome:27.0.1453.82::*:*:**:*:*:

Sk Kk kR akak.

cpe:2.3:a:google:chrome:27.0.1453.83: 1 :**:*:*:

dkakakakakakak.

cpe:2.3:a:google:chrome:27.0.1453.84::*:*:**:*:*:

sk ok akakakakak.

cpe:2.3:a:google:chrome:27.0.1453.85: """ *:*:":

dkakakak ok akak.

cpe:2.3:a:google:chrome:27.0.1453.86:™:*:*:*:*:*:*:

dkkakakokakakk.

cpe:2.3:a:google:chrome:*:*: ™" *:*:*:

No vendor comments have been submitted for this CVE
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