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AV-NIACMIAUNICPINAN Certain versions of Chrome from Google contain the foIIowing
vulnerability:

The Flash plug-in in Google Chrome before 27.0.1453.116, as used on
Google Chrome OS before 27.0.1453.116 and separately, does not
properly determine whether a user wishes to permit camera or
microphone access by a Flash application, which allows remote
attackers to obtain sensitive information from a machine's physical
environment via a clickjacking attack, as demonstrated by an attack using a crafted
Cascading Style Sheets (CSS) opacity property.

CVE-2013-2866 has been assigned by & security@google.com to track the vulnerability

CVSS2 Score: ~4.3-MEDIUM

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Chrome Releases: Stable Channel Update for & CONFIRM

Chrome OS googlechromereleases.blogspot.com/2013/06/stable-
channel-update-for-chrome-os.html

Chrome Releases: Stable Channel Update & CONFIRM

googlechromereleases.blogspot.com/2013/06/stable-
channel-update_18.html

Camjacking, kak asontouyua Clickjacking, nnu [3 MISC habrahabr.ru/post/182706/
«[onbuatai! OTKpoi nuumko!» / Xabpaxabp

text/html

Not Archived


https://cve.report/
https://cve.report/CVE-2013-2866/mitre
https://cve.report/CVE-2013-2866/nist
https://cve.report/CVE-2013-2866/cve_org
https://cve.report/CVE-2013-2866.pdf
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://googlechromereleases.blogspot.com/2013/06/stable-channel-update-for-chrome-os.html
http://googlechromereleases.blogspot.com/2013/06/stable-channel-update_18.html
https://web.archive.org/web/2013/http://habrahabr.ru/post/182706/

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:16693

text/html

[chrome] Revision 206188 () CONFIRM src.chromium.org/viewvc/chrome?
Z revision=206188&view=revision

text/html

Issue 249335 - chromium - Flash settings menu (D) CONFIRM
vulnerable to clickjacking - An open-source code.google.com/p/chromium/issues/detail ?
project to help move the web forward. - Google id=249335

Project Hosting

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Google Chrome 27.0.1453.0 All All All
Application Google Chrome 27.0.1453.1 All All All
Application Google Chrome 27.0.1453.10 All All All
Application Google Chrome 27.0.1453.102 All All All
Application Google Chrome 27.0.1453.103 All All All
Application Google Chrome 27.0.1453.104 All All All
Application Google Chrome 27.0.1453.105 All All All
Application Google Chrome 27.0.1453.106 All All All
Application Google Chrome 27.0.1453.107 All All All
Application Google Chrome 27.0.1453.108 All All All
Application Google Chrome 27.0.1453.109 All All All
Application Google Chrome 27.0.1453.11 All All All
Application Google Chrome 27.0.1453.110 All All All
Application Google Chrome 27.0.1453.111 All All All
Application Google Chrome 27.0.1453.112 All All All
Application Google Chrome 27.0.1453.113 All All All
Application Google Chrome 27.0.1453.114 All All All
Application Google Chrome 27.0.1453.12 All All All
Application Google Chrome 27.0.1453.13 All All All
Application Google Chrome 27.0.1453.15 All All All
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Application
Application
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Application
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Application
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Operating
System

Operating
System

cpe:2.3:a:google:chrome:27.0.1453.0: %"

cpe:2.3:a:google:chrome:27.0.1453.1
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dk Lk ak Lk akakak.

cpe:2.3:a:google:chrome:27.0.1453.12: %% :*:

dkk ok kakakak.

cpe:2.3:a:google:chrome:27.0.1453.13: %

dkk ok kakakak.

cpe:2.3:a:google:chrome:27.0.1453.15: " *:

cpe:2.3:a:google:chrome:27.0.1453.2:*: "

KKk KKKk,

cpe:2.3:a:google:chrome:27.0.1453.3:*:* "

dkk kR Lk akak,

cpe:2.3:a:google:chrome:27.0.1453.34::*:*:**:*:*:

LRk kR ok akak.

cpe:2.3:a:google:chrome:27.0.1453.35:*:***:*:*:

SRk akakakakak.

cpe:2.3:a:google:chrome:27.0.1453.36::*:*:**:*:*:

Wk Kk kR akak,

cpe:2.3:a:google:chrome:27.0.1453.37:*****:*:*:

sk Rk kR akak,

cpe:2.3:a:google:chrome:27.0.1453.38: 1 :**:*:*:

sk Rk kR akak.

cpe:2.3:a:google:chrome:27.0.1453.39: """ "™

Kk koK kKK,

cpe:2.3:a:google:chrome:27.0.1453.4: %"



dkkakkkakak.

cpe:2.3:a:google:chrome:27.0.1453.59::****:*:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:27.0.1453.6:*:* " *:*:

Sk Lk k kR akak.

cpe:2.3:a:google:chrome:27.0.1453.60::*:*:*:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:google:chrome:27.0.1453.62::*:*:**:*:*:

dk Rk kR ok ak.

cpe:2.3:a:google:chrome:27.0.1453.63::*:*:**:*:*:

Sk Rk kR akak.

cpe:2.3:a:google:chrome:27.0.1453.64::*:*:**:*:*:

sk Kk kR akak,

cpe:2.3:a:google:chrome:27.0.1453.65::*:*:**:*:*:

sk akak kR akak.

cpe:2.3:a:google:chrome:27.0.1453.66::*:*:*:*:*:*:

sk Kk ok akakak.

cpe:2.3:a:google:chrome:27.0.1453.67:*:*:***:*:*:



Sk Lk k Lk kakak.

cpe:2.3:a:google:chrome:27.0.1453.85: " :*:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:27.0.1453.86:™:*:*:**:*:*:

SRk ak kR akak.

cpe:2.3:a:google:chrome:27.0.1453.87::*****:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:27.0.1453.88::*:*:**:*:*:

LRk kR Lk akak.

cpe:2.3:a:google:chrome:27.0.1453.89:*: 1 :**:*:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:27.0.1453.9:*:***:**:*:

Wk Rk kR akak,

cpe:2.3:a:google:chrome:27.0.1453.90:*:*:**:*:*:

Lk ok ak kR akak.

cpe:2.3:a:google:chrome:27.0.1453.91: 7 **:*:*:

Sk Kk ok akakak.

cpe:2.3:a:google:chrome:27.0.1453.93:%:*:* "™
cpe:2.3:a:google:chrome:27.0.1453.94 %% "

cpe:2.3:a:google:chrome:27.0.1453.0: %% """

cpe:2.3:a:google:chrome:27.0.1453.1: %"



dkukakkakakak.

cpe:2.3:a:google:chrome:27.0.1453.13: "™

Sk Lk k kR akak.

cpe:2.3:a:google:chrome:27.0.1453.15: " *:

KKk oKk kK,

cpe:2.3:a:google:chrome:27.0.1453.2:*:* "

cpe:2.3:a:google:chrome:27.0.1453.3:*:* "

Lk Lk ak kR akak.

cpe:2.3:a:google:chrome:27.0.1453.34::*:*:***:*:

Lk Lk ak kR Rk,

cpe:2.3:a:google:chrome:27.0.1453.35:**:**:*:*:

Wk Rk kR ok ak,

cpe:2.3:a:google:chrome:27.0.1453.36::*:*:**:*:*:

Lk Kk kR akak.

cpe:2.3:a:google:chrome:27.0.1453.37:****:*:*:

Sk Kk kR akak.

cpe:2.3:a:google:chrome:27.0.1453.38::*:*:**:*:*:

cpe:2.3:a:google:chrome:27.0.1453.39: """ *:*:*:

cpe:2.3:a:google:chrome:27.0.1453.4: %% """

sk Lk ak Lk akakak.

cpe:2.3:a:google:chrome:27.0.1453.56:*:*:***:*:*:



Sk Rk Lk akakak.

cpe:2.3:a:google:chrome:27.0.1453.57: %% :*:

Sk Lk k Lk akakak.

cpe:2.3:a:google:chrome:27.0.1453.59:****:*:*:

Kk ak kKKK,

cpe:2.3:a:google:chrome:27.0.1453.6:*: " *:*:

sk Lk ak kR akak.

cpe:2.3:a:google:chrome:27.0.1453.60:*:*:*:**:*:*:

Lk Lk ak Lk akakak.

cpe:2.3:a:google:chrome:27.0.1453.61:*:*:*:**:*:*:

Lk kR kR akak.

cpe:2.3:a:google:chrome:27.0.1453.62::*:*:**:*:*:

Sk Rk kR akak.

cpe:2.3:a:google:chrome:27.0.1453.63::*:*:**:*:*:

Sk Kk kR akak,

cpe:2.3:a:google:chrome:27.0.1453.64::*:*:**:*:*:

Sk Rk kR akak,

cpe:2.3:a:google:chrome:27.0.1453.65:*:*:*:**:*:*:

dkakakak ok ak k.

cpe:2.3:a:google:chrome:27.0.1453.66:™:*:*:*:*:*:*:

dkakakak ok akak.

cpe:2.3:a:google:chrome:27.0.1453.67: %" *:*:*:

dkukakukukakuk.

cpe:2.3:a:google:chrome:27.0.1453.79: " "™

cpe:2.3:a:google:chrome:27.0.1453.8:*:*:*:*:**:*:

dkkakukakakak.

cpe:2.3:a:google:chrome:27.0.1453.81: " *:*:



cpe:2.3:a:google:chrome:27.0.1453.85::*:*:**:*:*:

cpe:2.3:a:google:chrome:27.0.1453.86:*:*:*:**:*:*:

cpe:2.3:a:google:chrome:27.0.1453.87::*:*:**:*:*:

cpe:2.3:a:google:chrome:27.0.1453.88::*:*:**:*:*:

cpe:2.3:a:google:chrome:27.0.1453.89: 1 1 *:*:

cpe:2.3:a:google:chrome:27.0.1453.9:*:*** " *:*:

cpe:2.3:a:google:chrome:27.0.1453.90::*:*:**:*:*:

No vendor comments have been submitted for this CVE
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