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VE-2013-2877

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2013-2877

PUBLIC

security@google.com

CVE Program / NVD first with legacy fallback
2013-07-10 10:55:00 UTC

2023-11-07 02:15:00 UTC

parser.c in libxml2 before 2.9.0, as used in Google Chrome before 28.0.1500.71 and other products, allows remote attackel

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Google Chrome 28.0.1500.0 All All All
Google Chrome 28.0.1500.10 All All All
Google Chrome 28.0.1500.11 All All All
Google Chrome 28.0.1500.12 All All All
Google Chrome 28.0.1500.13 All All All
Google Chrome 28.0.1500.14 All All All
Google Chrome 28.0.1500.15 All All All
Google Chrome 28.0.1500.16 All All All
Google Chrome 28.0.1500.17 All All All
Google Chrome 28.0.1500.18 All All All
Google Chrome 28.0.1500.19 All All All
Google Chrome 28.0.1500.2 All All All
Google Chrome 28.0.1500.20 All All All
Google Chrome 28.0.1500.21 All All All
Google Chrome 28.0.1500.22 All All All
Google Chrome 28.0.1500.23 All All All
Google Chrome 28.0.1500.24 All All All
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Application Xmlsoft Libxml2 2.7.5 All All All
Application Xmlsoft LibxmlI2 2.7.6 All All All
Application Xmlsoft Libxml2 2.7.7 All All All
Application Xmisoft LibxmI2 2.7.8 All All All
Application Xmisoft Libxml2 2.8.0 All All All
Application Xmlsoft LibxmlI2 All rci All All
Reference

Debian -- Security Information -- DSA-2779-1 libxml2

xmlsoft.org/libxml2/libxml2-2.9.0.tar.gz

openSUSE-SU-2013:1221-1: moderate: libxml2 to fix out of bounds reads

Google Chrome CVE-2013-2877 Out of Bounds Denial of Service Vulnerability

Security Advisory SA54172 - Ubuntu update for libxmlI2 - Secunia

USN-1904-2: libxmI2 regression | Ubuntu

Debian -- Security Information -- DSA-2724-1 chromium-browser

VMSA-2014-0012 | United States

Chrome Releases: Stable Channel Update

Issue 229019 - chromium - Input pointer corruption in xmlParseTryOrFinish - An open-source project to help move the web forward. - Google |
USN-1904-1: libxmlI2 vulnerabilities | Ubuntu

About Secunia Research | Flexera

chromium Git repositories - Git at Google

[security-announce] SUSE-SU-2013:1627-1: important: Security update for

openSUSE-SU-2013:1246-1: moderate: libxml2 to fix out of bounds reads

Oracle Critical Patch Update - January 2015

Full Disclosure: NEW: VMSA-2014-0012 - VMware vSphere product updates address security vulnerabilities
SecurityFocus

chromium Git repositories - Git at Google

CVE Program record

NVD vulnerability detail

1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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