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CVE CVE-2013-2889
State PUBLISHED
Assigner Chrome

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-09-16 13:01:44 UTC
Updated 2026-04-29 01:13:23 UTC

Description drivers/hid/hid-zpff.c in the Human Interface Device (HID) subsystem in the Linux kernel through 3.11, when CONFIG_HID_

/ |

Risk And Classification

Primary CVSS: v2.0 4.7 from nvd@nist.gov

AV:L/AC:M/Au:N/C:N/I:N/A:C

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown

\ccess Vector
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w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 3.0 rci All All
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Vendor Declared Affected Products

Source Vendor Product

CNA Na N/a

3.9.11 All All
3.9.2 All All
3.9.3 All All
3.9.4 All All
3.9.5 All All
3.9.6 All All
3.9.7 All All
3.9.8 All All
3.9.9 All All
All All All

Version

affected n/a

Platforms

All

All

All

All

All

All

All

All

All

All

Not specified

References

Reference

USN-2022-1: Linux kernel (OMAP4) vulnerabilities | Ubuntu
Linux Kernel CVE-2013-2889 Heap Buffer Overflow Vulnerability
Red Hat Customer Portal

USN-2020-1: Linux kernel (Raring HWE) vulnerabilities | Ubuntu
USN-2050-1: Linux kernel (OMAP4) vulnerabilities | Ubuntu
USN-2039-1: Linux kernel (OMAP4) vulnerabilities | Ubuntu
USN-2016-1: Linux kernel (EC2) vulnerabilities | Ubuntu
'[PATCH 03/14] HID: zeroplus: validate output report details' - MARC
USN-2021-1: Linux kernel vulnerabilities | Ubuntu

oss-security - Linux HID security flaws

USN-2038-1: Linux kernel vulnerabilities | Ubuntu

USN-2023-1: Linux kernel vulnerabilities | Ubuntu

USN-2019-1: Linux kernel (Quantal HWE) vulnerabilities | Ubuntu
USN-2015-1: Linux kernel vulnerabilities | Ubuntu

USN-2024-1: Linux kernel (OMAP4) vulnerabilities | Ubuntu

CVE Program record

NVD vulnerability detail

1]

Source

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

CVE.ORG

NVD

Link

www.ubuntu.com

www.securityfocus.com

rhn.redhat.com
www.ubuntu.com
www.ubuntu.com
www.ubuntu.com
www.ubuntu.com
marc.info
www.ubuntu.com
openwall.com
www.ubuntu.com
www.ubuntu.com
www.ubuntu.com
www.ubuntu.com
www.ubuntu.com
WWW.Cve.org

nvd.nist.gov

i AR

No vendor comments have been submitted for this CVE.
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.ubuntu.com/usn/USN-2022-1
http://www.securityfocus.com/bid/62042
http://rhn.redhat.com/errata/RHSA-2013-1645.html
http://www.ubuntu.com/usn/USN-2020-1
http://www.ubuntu.com/usn/USN-2050-1
http://www.ubuntu.com/usn/USN-2039-1
http://www.ubuntu.com/usn/USN-2016-1
http://marc.info/?l=linux-input&m=137772182014614&w=1
http://www.ubuntu.com/usn/USN-2021-1
http://openwall.com/lists/oss-security/2013/08/28/13
http://www.ubuntu.com/usn/USN-2038-1
http://www.ubuntu.com/usn/USN-2023-1
http://www.ubuntu.com/usn/USN-2019-1
http://www.ubuntu.com/usn/USN-2015-1
http://www.ubuntu.com/usn/USN-2024-1
https://www.cve.org/CVERecord?id=CVE-2013-2889
https://nvd.nist.gov/vuln/detail/CVE-2013-2889

There are currently no legacy QID mappings associated with this CVE.
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