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The Window.prototype object implementation in Google Chrome before 30.0.1599.66 allows remote attackers to cause a d¢

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Google Chrome 30.0.1599.0 All All All
Google Chrome 30.0.1599.1 All All All
Google Chrome 30.0.1599.10 All All All
Google Chrome 30.0.1599.11 All All All
Google Chrome 30.0.1599.12 All All All
Google Chrome 30.0.1599.13 All All All
Google Chrome 30.0.1599.14 All All All
Google Chrome 30.0.1599.15 All All All
Google Chrome 30.0.1599.16 All All All
Google Chrome 30.0.1599.17 All All All
Google Chrome 30.0.1599.18 All All All
Google Chrome 30.0.1599.19 All All All
Google Chrome 30.0.1599.2 All All All
Google Chrome 30.0.1599.20 All All All
Google Chrome 30.0.1599.21 All All All
Google Chrome 30.0.1599.22 All All All
Google Chrome 30.0.1599.23 All All All
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30.0.1599.11

30.0.1599.12

30.0.1599.13

30.0.1599.14

30.0.1599.15
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Application Google Chrome 30.0.1599.36 All All All
Application Google Chrome 30.0.1599.37 All All All
Application Google Chrome 30.0.1599.38 All All All
Application Google Chrome 30.0.1599.39 All All All
Application Google Chrome 30.0.1599.4 All All All
Application Google Chrome 30.0.1599.40 All All All
Application Google Chrome 30.0.1599.41 All All All
Application Google Chrome 30.0.1599.42 All All All
Application Google Chrome 30.0.1599.43 All All All
Application Google Chrome 30.0.1599.44 All All All
Application Google Chrome 30.0.1599.47 All All All
Application Google Chrome 30.0.1599.48 All All All
Application Google Chrome 30.0.1599.49 All All All
Application Google Chrome 30.0.1599.5 All All All
Application Google Chrome 30.0.1599.50 All All All
Application Google Chrome 30.0.1599.51 All All All
Application Google Chrome 30.0.1599.52 All All All
Application Google Chrome 30.0.1599.53 All All All
Application Google Chrome 30.0.1599.56 All All All
Application Google Chrome 30.0.1599.57 All All All
Application Google Chrome 30.0.1599.58 All All All
Application Google Chrome 30.0.1599.59 All All All
Application Google Chrome 30.0.1599.6 All All All
Application Google Chrome 30.0.1599.60 All All All
Application Google Chrome 30.0.1599.61 All All All
Application Google Chrome 30.0.1599.64 All All All
Application Google Chrome 30.0.1599.7 All All All
Application Google Chrome 30.0.1599.8 All All All
Application Google Chrome 30.0.1599.9 All All All
Application Google Chrome All All All All
Reference

Issue 260667 - chromium - Security: Content process crash on (new Window.prototype.__proto__.constructor).toString(); - An open-source pr
[security-announce] openSUSE-SU-2013:1861-1: important: chromium: update

Chrome Releases: Stable Channel Update
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openSUSE-SU-2014:0065-1: moderate: update for chromium
[security-announce] openSUSE-SU-2013:1556-1: important: chromium: 30.0.1
Repository / Oval Repository

Debian -- Security Information -- DSA-2785-1 chromium-browser

CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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