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CVE-2013-2923

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVINJAC:L/AUNIC:P/LPAP

vulnerability:

CVE-2013-2923 has been assigned by & security@google.com to track the vulnerability

Certain versions of Chrome from Google contain the following

Multiple unspecified vulnerabilities in Google Chrome before
30.0.1599.66 allow attackers to cause a denial of service or possibly
have other impact via unknown vectors.

CVSS2 Score: 7.5-HIGH

Access Access
Vector Complexity
Low
Confidentiality Integrity
Impact Impact

Authentication

Availability

Impact

CVE References

Description

Issue 257852 - chromium - FileUtilitiesMessageFilter::OnOpenFile insufficient
permission checks - An open-source project to help move the web forward. -
Google Project Hosting

Issue 237800 - chromium - use-after-free on
WebCore::MajorGCWrapperVisitor::VisitPersistentHandle - An open-source project
to help move the web forward. - Google Project Hosting

Issue 289648 - chromium - Security: work around user gesture requirement - An

open-source project to help move the web forward. - Google Project Hosting

269835 - chromium - An open-source project to help move the web forward. -
Monorail

Issue 246724 - chromium - Securitv: Ensure that all request tvpes use pinnina - An

Tags
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Link
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code.google.com/p,
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id=237800
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id=289648
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https://cve.report/
https://cve.report/CVE-2013-2923/mitre
https://cve.report/CVE-2013-2923/nist
https://cve.report/CVE-2013-2923/cve_org
https://cve.report/CVE-2013-2923.pdf
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://code.google.com/p/chromium/issues/detail?id=257852
https://code.google.com/p/chromium/issues/detail?id=237800
https://code.google.com/p/chromium/issues/detail?id=289648
https://code.google.com/p/chromium/issues/detail?id=269835

open-source project to help move the web forward. - Google Project Hosting

Issue 294202 - chromium - ASSERTION FAILED: hasRareData(), UNKNOWN in
WebCore::Node::rareData - An open-source project to help move the web forward.
- Google Project Hosting

254728 - chromium - An open-source project to help move the web forward. -
Monorail

294206 - chromium - An open-source project to help move the web forward. -
Monorail

Issue 277656 - chromium - ASSERT:
isDocumentLifecycleObserver()ASAN:SIGSEGYV, UNKNOWN in
WebCore::DocumentLifecycleNotifier::notifyDocumentWasDisposed - An open-
source project to help move the web forward. - Google Project Hosting

Issue 299016 - chromium - Tracking bug for internal security fixes for Chrome 30,
Release 0 - An open-source project to help move the web forward. - Google Project
Hosting

Issue 288761 - chromium - Heap-use-after-free in
WebCore::Document::updateLayout - An open-source project to help move the
web forward. - Google Project Hosting

[security-announce] openSUSE-SU-2013:1861-1: important: chromium: update

2940283 - chromium - An open-source project to help move the web forward. -
Monorail

Chrome Releases: Stable Channel Update

276111 - chromium - An open-source project to help move the web forward. -
Monorail

Issue 279286 - chromium - ASSERT: Bad cast from CSSinitialValue to
CSSValuelList., UNKNOWN in WebCore::CSSValue::iisCFCSSValueList - An open-
source project to help move the web forward. - Google Project Hosting

288771 - chromium - An open-source project to help move the web forward. -
Monorail

285380 - chromium - An open-source project to help move the web forward. -
Monorail

Issue 274020 - chromium - Security: Blocked popups can navigate anywhere once
unblocked - An open-source project to help move the web forward. - Google
Project Hosting

Issue 264211 - chromium - ASSERTION FAILED: run.charactersLength() >=
run.length(), Heap-buffer-overflow in WebCore::Font::characterRangeCodePath -
An open-source project to help move the web forward. - Google Project Hosting

278366 - chromium - An open-source project to help move the web forward. -
Monorail

onenSUSE-SU-2014:0065-1: moderate: undate for chromium
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text/html
260138 - chromium - An open-source project to help move the web forward. - ) CONFIRM
Monorail code.google.com/p
id=260138
Repository / Oval Repository ) OVAL oval:org.r
Issue 284792 - chromium - FileAPIMessageFilter::OnOpenFile opens files with %) CONFIRM
greater permissions than checked - An open-source project to help move the web code.google.com/p,
forward. - Google Project Hosting id=284792
Issue 265493 - chromium - use-after-free on () CONFIRM
content::GpuVideoDecodeAcceleratorHost::OnErrorNotification - An open-source code.google.com/p,
project to help move the web forward. - Google Project Hosting id=265493
[security-announce] openSUSE-SU-2013:1556-1: important: chromium: 30.0.1 9 SUSE openSUS
266593 - chromium - An open-source project to help move the web forward. - ) CONFIRM
Monorail code.google.com/p,
id=266593
Issue 267068 - chromium - Heap-use-after-free in () CONFIRM
WebCore::HTMLFormControlsCollectionV8Internal::indexedPropertyGetterCallback code.google.com/p,
- An open-source project to help move the web forward. - Google Project Hosting id=267068
293521 - chromium - An open-source project to help move the web forward. - ) CONFIRM
Monorail code.google.com/p
id=293521
Debian -- Security Information -- DSA-2785-1 chromium-browser (@ DEBIAN DSA-2!
text/html
Issue 265731 - chromium - Security: mach_override_ptr maps rwx pages at fixed @ CONFIRM
address and leaves PROT_WRITE on text pages - An open-source project to help code.google.com/p,
move the web forward. - Google Project Hosting id=265731

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

/]

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Google Chrome 30.0.1599.0 All All All
Application Google Chrome 30.0.1599.1 All All All
Application Google Chrome 30.0.1599.10 All All All
Application Google Chrome 30.0.1599.11 All All All
Application Google Chrome 30.0.1599.12 All All All

Application Google Chrome 30.0.1599.13 All All All
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AppIvauurn
Application
Application
Application

Application

wuuyic
Google
Google
Google

Google

VINUIIG

Chrome

Chrome

Chrome

Chrome

cpe:2.3:a:google:chrome:30.0.1599.0:*: " *:*:

cpe:2.3:a:google:chrome:30.0.1599.1

Kk kKK kK,

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:30.0.1599.1 1 **:*:*:

LRk ak kR akak,

cpe:2.3:a:google:chrome:30.0.1599.12::*:*:**:*:*:

SRk ak kR akak,

cpe:2.3:a:google:chrome:30.0.1599.13: 1 :**:*:*:

2

cpe:2.3:a:google:chrome:30.0.1599. 14 :**:*:*:

dkk Lk kakakak.

cpe:2.3:a:google:chrome:30.0.1599.31: " :*:

VV.V. VI T.UT
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30.0.1599.8

30.0.1599.9

All

All

All

All

All

All

All
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All
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Sk Kk kR akak.

cpe:2.3:a:google:chrome:30.0.1599.35::*:*:**:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:google:chrome:30.0.1599.36:*:*:*:**:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:30.0.1599.37:: 1 :**:*:*:

SRk kR kR k.

cpe:2.3:a:google:chrome:30.0.1599.38: 1 :**:*:*:

Sk Rk kR akak.

cpe:2.3:a:google:chrome:30.0.1599.39: 1 :*:*:*:*:

cpe:2.3:a:google:chrome:30.0.1599.4:*:**:*:**:*:

Sk Rk kR akak.

cpe:2.3:a:google:chrome:30.0.1599.40:*:*:*:**:*:*:

dkakakak ok akak.

cpe:2.3:a:google:chrome:30.0.1599.41 %" "™

dkakakak ok akak.

cpe:2.3:a:google:chrome:30.0.1599.42:*:*:*:*:*:*:*:



dk Lk akukakakak.

cpe:2.3:a:google:chrome:30.0.1599.61:*:*:**:*:*:*:

KLk kKK kK,

cpe:2.3:a:google:chrome:30.0.1599.7:*:* " *:*:

cpe:2.3:a:google:chrome:30.0.1599.8:*:**:*:**:*:

KLk kKK kK,

cpe:2.3:a:google:chrome:30.0.1599.9:*:*****:*:

cpe:2.3:a:google:chrome:30.0.1599.0:*:**:*:**:*:

Kk kKR kK,

cpe:2.3:a:google:chrome:30.0.1599.1 % " *:*:

Lk Rk kR akak.

cpe:2.3:a:google:chrome:30.0.1599.10: 1 :**:*:*:



dkk ok kakakak.

cpe:2.3:a:google:chrome:30.0.1599.31:*:***:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:30.0.1599.34::*:*:**:*:*:

dkk ok kakakak.

cpe:2.3:a:google:chrome:30.0.1599.35:*:*:*:**:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:google:chrome:30.0.1599.36:*:*:*:**:*:*:

Lk Kk kR akak.

cpe:2.3:a:google:chrome:30.0.1599.37:: 1 :**:*:*:

Lk Lk ak kR Rk,

cpe:2.3:a:google:chrome:30.0.1599.38: 1 :**:*:*:

Sk Kk kR akak.

cpe:2.3:a:google:chrome:30.0.1599.39: 1 :**:*:*:

Kk koK kKK,

cpe:2.3:a:google:chrome:30.0.1599.4 %" *:*:**:*:

sk ok akakakakak.

cpe:2.3:a:google:chrome:30.0.1599.40:*:*:*:*:*:*:*:

dkakakak ok akak.

cpe:2.3:a:google:chrome:30.0.1599.41 """

akLk kKKK Lk,

cpe:2.3:a:google:chrome:30.0.1599.6:*:*:*:*:*:*:*:



cpe:2.3:a:google:chrome:30.0.1599.7:*:* " *:*:

cpe:2.3:a:google:chrome:30.0.1599.8:*:***:**:*:

cpe:2.3:a:google:chrome:30.0.1599.9:*:***:**:*:

No vendor comments have been submitted for this CVE
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