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CVE-2013-2931

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIACLIAUNCCICIAC Certain versions of Chrome from Google contain the foIIowing
’ vulnerability:

Multiple unspecified vulnerabilities in Google Chrome before
31.0.1650.48 allow attackers to execute arbitrary code or possibly have
other impact via unknown vectors.

CVE-2013-2931 has been assigned by & security@google.com to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication
Vector Complexity

Low (NN |
Confidentiality Integrity Availability
Impact Impact Impact
Description Tags Link

Issue 315823 - chromium - Tracking bug for internal 2) CONFIRM

security fixes for Chrome 31, Release 0 - An open- code.google.com/p/chromium/issues/detail?

infoleak - An open-source project to help move the [ text/html |
web forward. - Google Project Hosting

code.google.com/p/chromium/issues/detail?
id=299835

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:19183

]
source project to help move the web forward. - id=315823
Google Project Hosting
Issue 304226 - chromium - Security: Address bar {2y CONFIRM
spoofing on Android with window.open() + 204 No code.google.com/p/chromium/issues/detail ?
Content - An open-source project to help move the id=304226
web forward. - Google Project Hosting
Issue 299835 - chromium - libjpeg_turbo huffval @) CONFIRM
I



https://cve.report/
https://cve.report/CVE-2013-2931/mitre
https://cve.report/CVE-2013-2931/nist
https://cve.report/CVE-2013-2931/cve_org
https://cve.report/CVE-2013-2931.pdf
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://code.google.com/p/chromium/issues/detail?id=315823
https://code.google.com/p/chromium/issues/detail?id=304226
https://code.google.com/p/chromium/issues/detail?id=299835
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A19183

Issue 263255 - chromium - Heap-use-after-free in
WebCore::RenderBlock::checkFloatsInCleanLine -
An open-source project to help move the web
forward. - Google Project Hosting

openSUSE-SU-2014:0065-1: moderate: update for
chromium

264574 - chromium - An open-source project to help
move the web forward. - Monorail

Issue 2587283 - chromium - Security: JPEG info leak -
An open-source project to help move the web
forward. - Google Project Hosting

Issue 296804 - chromium - Heap-use-after-free in
webrtc::voe::Channel::SendRTCPPacket - An open-
source project to help move the web forward. -
Google Project Hosting

Issue 299993 - chromium - ASSERTION FAILED:
obj->isRenderlnline() || obj == this, UNKNOWN in
WebCore::RenderBlock::createLineBoxes - An open-
source project to help move the web forward. -
Google Project Hosting

296276 - chromium - An open-source project to help
move the web forward. - Monorail

[security-announce] openSUSE-SU-2013:1861-1:
important: chromium: update

[security-announce] openSUSE-SU-2013:1776-1:
important: chromium: 31.0.1

286368 - chromium - An open-source project to help
move the web forward. - Monorail

Issue 282738 - chromium - ASSERTION FAILED:
offset + length <= m_length, UNKNOWN in
WebCore::InlineTextBox::constructTextRun - An
open-source project to help move the web forward. -
Google Project Hosting

303232 - chromium - An open-source project to help
move the web forward. - Monorail

[security-announce] openSUSE-SU-2013:1777-1:
important: chromium: update

271235 - chromium - An open-source project to help
move the web forward. - Monorail

Debian -- Security Information -- DSA-2799-1
chromium-browser

Issue 306255 - chromium - content_shell crash with -
-dump-render-tree and non-ASCII content - An open-
source project to help move the web forward. -
Google Project Hosting

leciia RN221N - rhraminim - AQQFRT: Rad ract fram

code.google.com
text/html

lists.opensuse.org
text/html

code.google.com

text/html

code.google.com
text/html

code.google.com
text/html

code.google.com
text/html

code.google.com
text/html

lists.opensuse.org
text/html

text/html

code.google.com

text/html

code.google.com
text/html

code.google.com
text/html

text/html

code.google.com
text/html

www.debian.org
Depreciated Link
text/html

code.google.com
text/html
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) CONFIRM
code.google.com/p/chromium/issues/detail?
id=263255

9 SUSE openSUSE-SU-2014:0065

) CONFIRM
code.google.com/p/chromium/issues/detail?
id=264574

2y CONFIRM
code.google.com/p/chromium/issues/detail?
id=258723

) CONFIRM
code.google.com/p/chromium/issues/detail?
id=296804

) CONFIRM
code.google.com/p/chromium/issues/detail?
id=299993

2y CONFIRM
code.google.com/p/chromium/issues/detail?
id=296276

9 SUSE openSUSE-SU-2013:1861

9 SUSE openSUSE-SU-2013:1776

@) CONFIRM
code.google.com/p/chromium/issues/detail?
id=286368

2y CONFIRM
code.google.com/p/chromium/issues/detail?
id=282738

) CONFIRM
code.google.com/p/chromium/issues/detail?
id=303232

9 SUSE openSUSE-SU-2013:1777

@) CONFIRM
code.google.com/p/chromium/issues/detail?
id=271235

(© DEBIAN DSA-2799

2y CONFIRM
code.google.com/p/chromium/issues/detail?
id=306255

M CONIFEIRNM


https://code.google.com/p/chromium/issues/detail?id=263255
http://lists.opensuse.org/opensuse-updates/2014-01/msg00042.html
https://code.google.com/p/chromium/issues/detail?id=264574
https://code.google.com/p/chromium/issues/detail?id=258723
https://code.google.com/p/chromium/issues/detail?id=296804
https://code.google.com/p/chromium/issues/detail?id=299993
https://code.google.com/p/chromium/issues/detail?id=296276
http://lists.opensuse.org/opensuse-security-announce/2013-12/msg00002.html
http://lists.opensuse.org/opensuse-security-announce/2013-11/msg00025.html
https://code.google.com/p/chromium/issues/detail?id=286368
https://code.google.com/p/chromium/issues/detail?id=282738
https://code.google.com/p/chromium/issues/detail?id=303232
http://lists.opensuse.org/opensuse-security-announce/2013-11/msg00026.html
https://code.google.com/p/chromium/issues/detail?id=271235
http://www.debian.org/security/2013/dsa-2799
https://code.google.com/p/chromium/issues/detail?id=306255
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Event to TouchEvent., UNKNOWN in Bad cast from
Event to TouchEvent - An open-source project to
help move the web forward. - Google Project Hosting

Issue 285578 - chromium - Heap-use-after-free in
gpu::CommandBufferHelper::~CommandBufferHelper
- An open-source project to help move the web
forward. - Google Project Hosting

Chrome Releases: Stable Channel Update

314225 - chromium - An open-source project to help
move the web forward. - Monorail

297556 - chromium - An open-source project to help
move the web forward. - Monorail

text/html

code.google.com
text/html

Vendor Advisory

googlechromereleases.blogspot.com

text/html
code.google.com

text/html

code.google.com
text/html

R SIOTIRT
code.google.com/p/chromium/issues/detail?
id=302810

2y CONFIRM
code.google.com/p/chromium/issues/detail?
id=285578

& CONFIRM
googlechromereleases.blogspot.com/2013/11/sta
channel-update.html

2y CONFIRM
code.google.com/p/chromium/issues/detail?
id=314225

@) CONFIRM
code.google.com/p/chromium/issues/detail?
id=297556

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome
Application Google Chrome

Version

31.0.1650.0

31.0.1650.10

31.0.1650.11

31.0.1650.12

31.0.1650.13

31.0.1650.14

31.0.1650.15

31.0.1650.16

31.0.1650.17

31.0.1650.18

31.0.1650.19

31.0.1650.2

31.0.1650.20

31.0.1650.22

31.0.1650.23

31.0.1650.25

Update Edition Language
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
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https://code.google.com/p/chromium/issues/detail?id=314225
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application
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Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google

Google

NRAnnla

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Nhramn

31.0.1650.26

31.0.1650.27

31.0.1650.28

31.0.1650.29

31.0.1650.3

31.0.1650.30

31.0.1650.31

31.0.1650.32

31.0.1650.33

31.0.1650.34

31.0.1650.35

31.0.1650.36

31.0.1650.37

31.0.1650.38

31.0.1650.39

31.0.1650.4

31.0.1650.41

31.0.1650.42

31.0.1650.43

31.0.1650.44

31.0.1650.45

31.0.1650.46

31.0.1650.5

31.0.1650.6

31.0.1650.7

31.0.1650.8

31.0.1650.9

31.0.1650.0

31.0.1650.10

31.0.1650.11

31.0.1650.12

31.0.1650.13

31.0.1650.14

31.0.1650.15

31.0.1650.16
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Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome
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31.0.1650.18

31.0.1650.19

31.0.1650.2

31.0.1650.20

31.0.1650.22

31.0.1650.23

31.0.1650.25

31.0.1650.26

31.0.1650.27

31.0.1650.28

31.0.1650.29

31.0.1650.3

31.0.1650.30

31.0.1650.31

31.0.1650.32

31.0.1650.33

31.0.1650.34
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31.0.1650.39
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31.0.1650.41
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31.0.1650.44

31.0.1650.45

31.0.1650.46
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31.0.1650.6
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cpe:2.3:a:google:chrome:31.0.1650.0:*:*:*:":*:*:*:

dkukakakakakak.

cpe:2.3:a:google:chrome:31.0.1650.14 """

dkkakukakakak.

cpe:2.3:a:google:chrome:31.0.1650.15:%:*:*:*:*:*:*:

dkukakkakakak.

cpe:2.3:a:google:chrome:31.0.1650.16:*:*:*:*:*:*:*:

dkukakkkakak.

cpe:2.3:a:google:chrome:31.0.1650.17: %" "™

dkukakkkakak.

cpe:2.3:a:google:chrome:31.0.1650.18:*:*:*:*:*:*:*:

dk Lk ak ok akakak.

cpe:2.3:a:google:chrome:31.0.1650.19: " :*:*:

cpe:2.3:a:google:chrome:31.0.1650.2:*:*:*:*:**:*:

Sk Lk k Lk akakak.

cpe:2.3:a:google:chrome:31.0.1650.20:*:*:*:*:*:*:*:

dkk Lk kakakak.

cpe:2.3:a:google:chrome:31.0.1650.22:*:*:*:*:*:*:*:

dk Lk uk Lk akakak.

cpe:2.3:a:google:chrome:31.0.1650.23:*:*:*:*:*:*:*:

dk Lk akkakakak.

cpe:2.3:a:google:chrome:31.0.1650.25:*:*:*:*:*:*:*:

Skuk ok k Lk akak.

cpe:2.3:a:google:chrome:31.0.1650.26:*:*:*:*:*:*:*:

Lk Lk k kR akak.

cpe:2.3:a:google:chrome:31.0.1650.27::*:*:**:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:31.0.1650.29:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:31.0.1650.3:*:*:**:**:*:

Lk Lk ak kR akak.

cpe:2.3:a:google:chrome:31.0.1650.30::*:*:**:*:*:



dkukakakakakak.

cpe:2.3:a:google:chrome:31.0.1650.42:*:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:a:google:chrome:31.0.1650.43:*:":* "™

sk kakakakakak.

cpe:2.3:a:google:chrome:31.0.1650.44 %" "™

dkakakkakakak.

cpe:2.3:a:google:chrome:31.0.1650.45: " :*:*:

dkukakkkakak.

cpe:2.3:a:google:chrome:31.0.1650.46: " :*:*:

cpe:2.3:a:google:chrome:31.0.1650.5:*:*: " *:*:*:

akLk kKKK Lk,

cpe:2.3:a:google:chrome:31.0.1650.6:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:31.0.1650.7:*:*: " *:*:

akLk kKK kLK,

cpe:2.3:a:google:chrome:31.0.1650.8:*:*:*:*:*:*:*:

AkLk kKKK Lk,

cpe:2.3:a:google:chrome:31.0.1650.9:*:*:*:*:**:*:

cpe:2.3:a:google:chrome:31.0.1650.0:*:*:*:*:*:*:*:

dkk ok kakakak.

cpe:2.3:a:google:chrome:31.0.1650.11 %% :*:

sk Lk ak kR akak.

cpe:2.3:a:google:chrome:31.0.1650.12:*:*:*:**:*:*:

Lk kR kR akak.

cpe:2.3:a:google:chrome:31.0.1650.16::*:*:*:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:google:chrome:31.0.1650.17:*:*:*:**:*:*:

Sk Rk kR akak.

cpe:2.3:a:google:chrome:31.0.1650.19::*:*:**:*:*:

Kk koK kKK,

cpe:2.3:a:google:chrome:31.0.1650.2:*:* %" *:*:*:

dkakakakakakak.

cpe:2.3:a:google:chrome:31.0.1650.20:*:*:*:*:*:*:*:



dkukakakakakak.

cpe:2.3:a:google:chrome:31.0.1650.29:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:31.0.1650.3:*:*:*:*:*:*:*:

dkukakakakakak.

cpe:2.3:a:google:chrome:31.0.1650.30:™:*:*:*:*:*:*:

I I

cpe:2.3:a:google:chrome:31.0.1650.31: " *:*:*:

dkkakukkakak.

cpe:2.3:a:google:chrome:31.0.1650.32:*:*:*:*:*:*:*:

dk Lk ak Lk kakak.

cpe:2.3:a:google:chrome:31.0.1650.33:*:*:*:*:*:*:*:

dkukakkkakak.

cpe:2.3:a:google:chrome:31.0.1650.34 %" :*:

dkkakk Lk akak.

cpe:2.3:a:google:chrome:31.0.1650.35:*:*:*:*:*:*:*:

Sk Lk k Lk akakak.

cpe:2.3:a:google:chrome:31.0.1650.36:*:*:*:*:*:*:*:

Lk Lk ak Lk akakak.

cpe:2.3:a:google:chrome:31.0.1650.37:*:*:*:*:*:*:*:

dk Lk akkakakak.

cpe:2.3:a:google:chrome:31.0.1650.38:*:*:*:*:*:*:*:

Sk Lk k kR akak.

cpe:2.3:a:google:chrome:31.0.1650.39:*:***:*:*:*:

KLk kKR kK,

cpe:2.3:a:google:chrome:31.0.1650.4:*:* " *:*:

Sk Kk kR akak.

cpe:2.3:a:google:chrome:31.0.1650.4 1 :*:*:

cpe:2.3:a:google:chrome:31.0.1650.5:*:***:**:*:
cpe:2.3:a:google:chrome:31.0.1650.6:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:31.0.1650.7:*:* """ *:*:

cpe:2.3:a:google:chrome:31.0.1650.8:*:*:*:":*:*:*:



cpe:2.3:a:google:chrome:31.0.1650.9:*:" " *:*:

No vendor comments have been submitted for this CVE
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