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CVE Program / NVD first with legacy fallback

2013-05-02 14:55:00 UTC

2023-11-07 02:15:00 UTC

strongSwan 4.3.5 through 5.0.3, when using the OpenSSL plugin for ECDSA signature verification, allows remote attackers

Risk And Classification
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Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan

Strongswan

Product

Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan
Strongswan

Strongswan

Version

4.3.5

4.3.6

4.3.7

4.4.0

4.41

4.5.0

4.51

4.5.2

453

4.6.0

4.6.4

5.0.0

5.0.1

5.0.2

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2013-2944/mitre
https://cve.report/CVE-2013-2944/nist
https://cve.report/CVE-2013-2944/cve_org
https://cve.report/api/cve/CVE-2013-2944.json
https://cve.report/CVE-2013-2944.pdf
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan

Application Strongswan Strongswan 435 All All All

Application Strongswan Strongswan 4.3.6 All All All

Application Strongswan Strongswan 4.3.7 All All All

Application Strongswan Strongswan 4.4.0 All All All

Application Strongswan Strongswan 4.41 All All All

Application Strongswan Strongswan 45.0 All All All

Application Strongswan Strongswan 4.51 All All All

Application Strongswan Strongswan 452 All All All

Application Strongswan Strongswan 453 All All All

Application Strongswan Strongswan 4.6.0 All All All

Application Strongswan Strongswan 4.6.1 All All All

Application Strongswan Strongswan 46.2 All All All

Application Strongswan Strongswan 4.6.3 All All All

Application Strongswan Strongswan 4.6.4 All All All

Application Strongswan Strongswan 5.0.0 All All All

Application Strongswan Strongswan 5.0.1 All All All

Application Strongswan Strongswan 5.0.2 All All All

Reference Source Link Ta
openSUSE-SU-2013:0774-1: moderate: update for strongswan SUSE lists.opensuse.org
openSUSE-SU-2013:0985-1: moderate: update for strongswan SUSE lists.opensuse.org
download.strongswan.org/patches/10_openss|_ecdsa_signature_patch/strongswan-4.3.5-5.0... MISC download.strongswan.org Pa
strongSwan - strongSwan 5.0.4 Released (CVE-2013-2944) CONFIRM  www.strongswan.org
openSUSE-SU-2013:0873-1: moderate: update for strongswan SUSE lists.opensuse.org

Debian -- Security Information -- DSA-2665-1 strongswan DEBIAN www.debian.org

strongSwan OpenSSL Plugin CVE-2013-2944 Authentication Bypass Vulnerability BID www.securityfocus.com
strongSwan - strongSwan 5.0.4 Released (CVE-2013-2944) www.strongswan.org

CVE Program record CVE.ORG www.cve.org cal
NVD vulnerability detail NVD nvd.nist.gov cal
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://download.strongswan.org/patches/10_openssl_ecdsa_signature_patch/strongswan-4.3.5-5.0.3_openssl_ecdsa_signature.patch
http://www.strongswan.org/blog/2013/04/30/strongswan-5.0.4-released-(cve-2013-2944).html
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