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Summary

CVE CVE-2013-2999

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-09 18:29:00 UTC

Updated 2018-08-29 17:41:00 UTC

Description Cross-site scripting (XSS) vulnerability in IBM InfoSphere Data Replication Dashboard 9.7 and 10.1 allows remote attackers to inject arbitrary web script or HTML via unspecified vectors. IBM X-Force ID: 84115.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Infosphere Data Replication Dashboard 10.1 All All All

Application Ibm Infosphere Data Replication Dashboard 9.7 All All All

Application Ibm Infosphere Data Replication Dashboard 10.1 All All All

Application Ibm Infosphere Data Replication Dashboard 9.7 All All All

References

Reference

IBM X-Force Exchange

Security Bulletin: Multiple Vulnerabilities affect InfoSphere Data Replication Dashboard (CVE-2013-2999, CVE-2013-3001, CVE-2013-3000) - IBM PSIRT Blog

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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