
CVE-2013-3051
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2013-3051

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-13 10:56:00 UTC

Updated 2013-04-15 04:00:00 UTC

Description The TrustZone kernel, when used in conjunction with a certain Motorola build of Android 4.1.2, on Motorola Razr HD, Razr M, and Atrix HD devices with the Qualcomm MSM8960 chipset does not verify the association between a certain physical-address argument and a memory region, which allows local users to unlock the bootloader by using kernel mode to perform crafted 0x9 and 0x2 SMC operations, a different vulnerability than CVE-2013-2596.

Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Motorola Android 4.1.2 All All All

Operating System Motorola Android 4.1.2 All All All

Hardware Motorola Atrix Hd - All All All

Hardware Motorola Atrix Hd - All All All

Hardware Motorola Razr Hd - All All All

Hardware Motorola Razr Hd - All All All

Hardware Motorola Razr M - All All All

Hardware Motorola Razr M - All All All

Hardware Qualcomm Msm8960 - All All All

Hardware Qualcomm Msm8960 - All All All
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Azimuth Security: Unlocking the Motorola Bootloader MISC blog.azimuthsecurity.com Exploit

Motorola RAZR HD, RAZR M, and Atrix HD Bootloader Unlock Released (Updated) | Droid Life MISC www.droid-life.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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