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Summary

CVE CVE-2013-3073

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-14 18:15:00 UTC

Updated 2019-11-20 20:44:00 UTC

Description A Symlink Traversal vulnerability exists in NETGEAR Centria WNDR4700 Firmware 1.0.0.34.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Netgear Wndr4700 - All All All

Hardware Netgear Wndr4700 - All All All

Operating System Netgear Wndr4700 Firmware 1.0.0.34 All All All

Operating System Netgear Wndr4700 Firmware 1.0.0.34 All All All

References

Reference Source Link

WNDR3700v4 Firmware Version 1.0.1.52 (Except China and Russia Only) | Answer | NETGEAR Support CONFIRM kb.netgear.com

CVE-2013-3073 | Netgear WNDR4700 SMB Directory Symlinks privileges management (OSVDB-92561) MISC vuldb.com

Exploiting SOHO Routers - Independent Security Evaluators MISC www.ise.io

Exploiting SOHO Routers Services - Independent Security Evaluators MISC www.ise.io

www.ise.io/wp-content/uploads/2017/07/soho_techreport.pdf MISC www.ise.io

NetGear WNDR4700 CVE-2013-3073 Symlink Directory Traversal Vulnerability MISC www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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