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CVE CVE-2013-3075
State PUBLIC
Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-19 11:44:00 UTC
Updated 2013-05-15 04:00:00 UTC
Description Multiple buffer overflows in ActUWzd.dll 1.0.0.1 in Mitsubishi MX Component 3, as distributed in Citect CitectFacilities 7.10

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mitsubishi-automation Mitsubishi Mx Component 3 All All All

Application Mitsubishi-automation Mitsubishi Mx Component 3 All All All

Application Schneider-electric Citectfacilities 710 All All All

Application Schneider-electric Citectfacilities 7.10 All All All

Application Schneider-electric Citectscada 7.10 r1 All All

Application Schneider-electric Citectscada 7.10 r1 All All

References |

Reference Source Link Tags

Mitsubishi MX ActiveX Component v3 (ActUWzd.dIl (WzTitle)) - Remote Exploit EXPLOIT-DB www.exploit-db.com  Exploit
CVE Program record CVE.ORG WWW.Cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590565 Mitsubishi Electric Automation MX Component V3 ActiveX Buffer Overflow Vulnerability (ICSA-13-140-01)
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