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Summary

CVE CVE-2013-3098

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-04 21:55:00 UTC

Updated 2014-02-05 14:19:00 UTC

Description Multiple cross-site request forgery (CSRF) vulnerabilities in TRENDnet TEW-812DRU router with firmware before 1.0.9.0 allow remote attackers to hijack the authentication of administrators for requests that (1) change admin credentials in a request to setSysAdm.cgi, (2) enable remote management or (3) enable port forwarding in an Apply action to uapply.cgi, or (4) have unspecified impact via a request to setNTP.cgi. 

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Trendnet Tew-812dru - All All All

Hardware Trendnet Tew-812dru - All All All

Operating System Trendnet Tew-812dru Firmware 1.0.8.0 All All All

Operating System Trendnet Tew-812dru Firmware 1.0.8.0 All All All

References

Reference Source Link

95803 OSVDB osvdb.org

securityevaluators.com/content/case-studies/routers/Vulnerability_Catalog.pdf MISC securityevaluators.com

Hak42 InfoSec: [Exploit] TRENDnet TEW-812DRU CSRF/Command Injection MISC infosec42.blogspot.com

Security Advisory SA54310 - TRENDnet TEW-812DRU Wireless Router Cross-Site Request Forgery Vulnerability - Secunia SECUNIA secunia.com

TRENDnet TEW-812DRU Hacked by ISE MISC securityevaluators.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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