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CVE-2013-3221

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACLAUNCPILPIAN Certain versions of Rails from Rubyonrails contain the following
’ vulnerability:

The Active Record component in Ruby on Rails 2.3.x, 3.0.x, 3.1.x, and
3.2.x does not ensure that the declared data type of a database column
is used during comparisons of input values to stored values in that
column, which makes it easier for remote attackers to conduct data-
type injection attacks against Ruby on Rails applications via a crafted
value, as demonstrated by unintended interaction between the "typed XML" feature and a
MySQL database.

CVE-2013-3221 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.4- MEDIUM

Access Access Authentication
Vector Complexity

NETWORK LOW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

) CONFIRM gist.github.com/dakull/5442275

oss-security - CVE-2013-3221 can also ¢ > MLIST [oss-security] 20130424 CVE-2013-3221 can also relate
relate to Microsoft SQL Server and IBM to Microsoft SQL Server and IBM DB2

DB2

February 2013 Archives | Lands of () MISC www.phenoelit.org/blog/archives/2013/02/index.html

Packets



https://cve.report/
https://cve.report/CVE-2013-3221/mitre
https://cve.report/CVE-2013-3221/nist
https://cve.report/CVE-2013-3221/cve_org
https://cve.report/CVE-2013-3221.pdf
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2013-3221/19caef81
http://openwall.com/lists/oss-security/2013/04/24/7
https://cve.report/CVE-2013-3221/4b3a4067

Google Groups G MLIST [rubyonrails-security] 20130207 Potential Query

Manipulation with Common Rails Practises
oss-security - Potential Query ¢ > MLIST [oss-security] 20130207 Potential Query Manipulation
Manipulation with Common Rails with Common Rails Practises
Practises
MySQL madness and Rails : netsec (@ MISC
pl.reddit.com/r/netsec/comments/17yajp/mysgl_madness_and_rails/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Rubyonrails Rails 2.3.0 All All All
Application Rubyonrails Rails 2.3.1 All All All
Application Rubyonrails Rails 2.3.10 All All All
Application Rubyonrails Rails 2.3.11 All All All
Application Rubyonrails Rails 2.3.12 All All All
Application Rubyonrails Rails 2.3.13 All All All
Application Rubyonrails Rails 2.3.14 All All All
Application Rubyonrails Rails 2.3.15 All All All
Application Rubyonrails Rails 2.3.16 All All All
Application Rubyonrails Rails 2.3.2 All All All
Application Rubyonrails Rails 2.3.3 All All All
Application Rubyonrails Rails 234 All All All
Application Rubyonrails Rails 2.3.9 All All All
Application Rubyonrails Rails 3.0.0 All All All
Application Rubyonrails Rails 3.0.0 beta All All
Application Rubyonrails Rails 3.0.0 beta2 All All
Application Rubyonrails Rails 3.0.0 beta3 All All
Application Rubyonrails Rails 3.0.0 beta4 All All
Application Rubyonrails Rails 3.0.0 rc All All
Application Rubyonrails Rails 3.0.0 rc2 All All
Application Rubyonrails Rails 3.0.1 All All All
Application Rubyonrails Rails 3.0.1 pre All All

Application Rubyonrails Rails 3.0.10 All All All
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Applicaton Kupyonrais Karns
Application Rubyonrails Rails
Application Rubyonrails Rails
Application Rubyonrails Rails
Application Rubyonrails Rails
Application Rubyonrails Rails
Application Rubyonrails Rails
Application Rubyonrails Ruby On Rails
Application Rubyonrails Ruby On Rails

cpe:2.3:a:rubyonrails:rails:2.3.0:*:* "

cpe:2.3:a:rubyonrails:rails:2.3.1:%:* "

ARk koK k LRk,

cpe:2.3:a:rubyonrails:rails:2.3.10: % %"

ARk kKKK k.

cpe:2.3:a:rubyonrails:rails:2.3.11 %%

AkLkLk kR kK,

cpe:2.3:a:rubyonrails:rails:2.3.15:* 7 :*:*:
cpe:2.3:a:rubyonrails:rails:2.3.16:*:*:*:**:*:*:
cpe:2.3:a:rubyonrails:rails:2.3.2:*:*****:*:
cpe:2.3:a:rubyonrails:rails:2.3.3:*:*****:*:
cpe:2.3:a:rubyonrails:rails:2.3.4:

cpe:2.3:a:rubyonrails:rails:2.3.9:

cpe:2.3:a:rubyonrails:rails:3.0.0:*

dkak kR ok ak.

cpe:2.3:a:rubyonrails:rails:3.0.0:betad :*:*:*:*:*:*:

SRk kL kKK,

cpe:2.3:a:rubyonrails:rails:3.0.0:rc:*:***:*:*:

dkakakakakak.

cpe:2.3:a:rubyonrails:rails:3.0.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:rubyonrails:rails:3.0.1:* " "

AnmaN DiacviiliAanvallacvalla:D N 4 imvackokokok ok ok,
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3.2.6
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ARk koK k kK,

cpe:2.3:a:rubyonrails:rails:3.0. 14 "

akLkLk ok k Lk k,

cpe:2.3:a:rubyonrails:rails:3.0.16:*:*:*:**:*:*:

ARk koK k LRk,

cpe:2.3:a:rubyonrails:rails:3.0.17:*:* "

AkLkLk kKR k.

cpe:2.3:a:rubyonrails:rails:3.0.18:*:*:*:**:*:*:

cpe:2.3:a:rubyonrails:rails:3.0.2:*:*****:*:

dkak Lk akukuk.

cpe:2.3:a:rubyonrails:rails:3.0.2:pre:*:*:*:*:*:*:

cpe:2.3:a:rubyonrails:rails:3.0.20::*:*:**:*:*:

cpe:2.3:a:rubyonrails:rails:3.0.3:*:*

cpe:2.3:a:rubyonrails:rails:3.0.5:*
cpe:2.3:a:rubyonrails:rails:3.0.5:rc1
cpe:2.3:a:rubyonrails:rails:3.0.6:*:

Rk Lk akakak.

cpe:2.3:a:rubyonrails:rails:3.0.6:rc1

dkakakakakak.

cpe:2.3:a:rubyonrails:rails:3.0.7:rc2:*:**:**:*:

cpe:2.3:a:rubyonrails:rails:3.0.8:*:



dkakukkakak.

cpe:2.3:a:rubyonrails:rails:3.0.9:rc3:*: "

dkakukkakak.

cpe:2.3:a:rubyonrails:rails:3.0.9:rc4 ™"

cpe:2.3:a:rubyonrails:rails:3.1.0:*:* "

dkakukkukuk.

cpe:2.3:a:rubyonrails:rails:3.1.0:betat :*:*:*:*:*:*:

dkak Lk akkak.

cpe:2.3:a:rubyonrails:rails:3.1.0:rc1: "

dkk Lk akkak.

cpe:2.3:a:rubyonrails:rails:3.1.0:rc2:*:*:*:*:*::

dkak ok akkuk.

cpe:2.3:a:rubyonrails:rails:3.1.0:rc4 "

dkak Lk kkak.

cpe:2.3:a:rubyonrails:rails:3.1.0:rc5: " ::

dk Lk uk Lk kuk.

cpe:2.3:a:rubyonrails:rails:3.1.0:rc6:*:*:*:*:*::

dkak kR ukuk.

cpe:2.3:a:rubyonrails:rails:3.1.0:rc7:*:*:*

cpe:2.3:a:rubyonrails:rails:3.1.1:

dk kR Lk akuk.

cpe:2.3:a:rubyonrails:rails:3.1.1:rc1

dkak Lk akakak.

cpe:2.3:a:rubyonrails:rails:3.1.1:rc2:

Rk Lk kakak.

cpe:2.3:a:rubyonrails:rails:3.1.1:re3:

cpe:2.3:a:rubyonrails:rails:3.1.2:*
cpe:2.3:a:rubyonrails:rails:3.1.2:rc1 "
cpe:2.3:a:rubyonrails:rails:3.1.2:rc2:*:**:**:*:

cpe:2.3:a:rubyonrails:rails:3.1.3: " "

cpe:2.3:a:rubyonrails:rails:3.1.4:* "



cpe:2.3:a:rubyonrails:rails:3.1.6: " "

cpe:2.3:a:rubyonrails:rails:3.1.7:*:

cpe:2.3:a:rubyonrails:rails:3.1.8: " "

cpe:2.3:a:rubyonrails:rails:3.1.9:*:* "™

cpe:2.3:a:rubyonrails:rails:3.2.0:%:* "

dkakukkukuk.

cpe:2.3:a:rubyonrails:rails:3.2.0:rc2: " ::

cpe:2.3:a:rubyonrails:rails:3.2.1:% """

AkLkLk kLR Lk k,

cpe:2.3:a:rubyonrails:rails:3.2.10::* %"

cpe:2.3:a:rubyonrails:rails:3.2.11 %%
cpe:2.3:a:rubyonrails:rails:3.2.2:*:
cpe:2.3:a:rubyonrails:rails:3.2.2:rc1:*:*:
cpe:2.3:a:rubyonrails:rails:3.2.3:*:*

dk Kk Lk ukuk.

cpe:2.3:a:rubyonrails:rails:3.2.3:rc1: %
cpe:2.3:a:rubyonrails:rails:3.2.3:rc2:*:*:* **:*:
cpe:2.3:a:rubyonrails:rails:3.2.4:*
cpe:2.3:a:rubyonrails:rails:3.2.4:rc1
cpe:2.3:a:rubyonrails:rails:3.2.5:*
cpe:2.3:a:rubyonrails:rails:3.2.6:*:
cpe:2.3:a:rubyonrails:rails:3.2.7:*
cpe:2.3:a:rubyonrails:rails:3.2.8:*:
cpe:2.3:a:rubyonrails:rails:3.2.9:*:
cpe:2.3:a:rubyonrails:rails:2.3.0:*
cpe:2.3:a:rubyonrails:rails:2.3.1: "

ARk koK ok Rk,

cpe:2.3:a:rubyonrails:rails:2.3.10:* "



cpe:2.3:a:rubyonrails:rails:2.3.2:*: "

cpe:2.3:a:rubyonrails:rails:2.3.3:%:* "

cpe:2.3:a:rubyonrails:rails:2.3.4:*:*

cpe:2.3:a:rubyonrails:rails:2.3.9:*:*

cpe:2.3:a:rubyonrails:rails:3.0.0:*:* "

kKK kKK,

cpe:2.3:a:rubyonrails:rails:3.0.0:beta:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:rubyonrails:rails:3.0.0:rc:

ak Kk Lk kak.

cpe:2.3:a:rubyonrails:rails:3.0.0:rc2:*:*:*:*:*::

cpe:2.3:a:rubyonrails:rails:3.0.1:*:*

dkak kR kuk.

cpe:2.3:a:rubyonrails:rails:3.0.1:pre:*:*:*:*:*:*:

Kk ak KRk,

cpe:2.3:a:rubyonrails:rails:3.0.10:rc1 ™

ARk kKR kK,

cpe:2.3:a:rubyonrails:rails:3.0.11: ™

Akak koK kR k.

cpe:2.3:a:rubyonrails:rails:3.0.12:*:* "

Kk kKR k.

cpe:2.3:a:rubyonrails:rails:3.0.12:rc1 ™

KKk KKk,

cpe:2.3:a:rubyonrails:rails:3.0.13:rc1 :*:*: %

dkak koK kR k.

cpe:2.3:a:rubyonrails:rails:3.0.14:*:* "

ARk koK ok Rk,

cpe:2.3:a:rubyonrails:rails:3.0.16:*:*:* " :*:



cpe:2.3:a:rubyonrails:rails:3.0.3: " "

dkakukkakak.

cpe:2.3:a:rubyonrails:rails:3.0.4:rc1:*:": "

cpe:2.3:a:rubyonrails:rails:3.0.5:%:* "

dkakakkkak.

cpe:2.3:a:rubyonrails:rails:3.0.5:rc1: "

cpe:2.3:a:rubyonrails:rails:3.0.6:*:*:*:* "

dkk Lk akukak.

cpe:2.3:a:rubyonrails:rails:3.0.6:rc1: "

dkakukakukak.

cpe:2.3:a:rubyonrails:rails:3.0.6:rc2:*:*:*:*:*::

cpe:2.3:a:rubyonrails:rails:3.0.7:*

dkak Lk akkuk.

cpe:2.3:a:rubyonrails:rails:3.0.7:rc1: "

cpe:2.3:a:rubyonrails:rails:3.0.8:*:* ¥ :*:

dkakuk Lk kuk.

cpe:2.3:a:rubyonrails:rails:3.0.8:rc1:*:

cpe:2.3:a:rubyonrails:rails:3.0.9:

dkak kR akak.

cpe:2.3:a:rubyonrails:rails:3.0.9:rc1

Rk kR ok ak.

cpe:2.3:a:rubyonrails:rails:3.0.9:rc2:*:*:**:*:*:

dk kR ok akak.

cpe:2.3:a:rubyonrails:rails:3.0.9:re3:*:*:*

dkak kR akak.

cpe:2.3:a:rubyonrails:rails:3.0.9:rc5:*:**

cpe:2.3:a:rubyonrails:rails:3.1.0:* "



dkakukkakak.

cpe:2.3:a:rubyonrails:rails:3.1.0:rc7: "

dkakukkakak.

cpe:2.3:a:rubyonrails:rails:3.1.0:rc8:*:":*:*:*::

cpe:2.3:a:rubyonrails:rails:3.1.1:% " "
akakakakakak.

cpe:2.3:a:rubyonrails:rails:3.1.1:rc1: "

dkk Lk kkuk.

cpe:2.3:a:rubyonrails:rails:3.1.1:rc2:*:*:*:*:*::

dkakkakukak.

cpe:2.3:a:rubyonrails:rails:3.1.1:rc3:*:":
cpe:2.3:a:rubyonrails:rails:3.1.10:*:* % %"
cpe:2.3:a:rubyonrails:rails:3.1.2:*

dkak Lk akkuk.

cpe:2.3:a:rubyonrails:rails:3.1.2:rc1

cpe:2.3:a:rubyonrails:rails:3.1.3:*:

cpe:2.3:a:rubyonrails:rails:3.1.4:

cpe:2.3:a:rubyonrails:rails:3.1.6:*:

cpe:2.3:a:rubyonrails:rails:3.1.7:*

cpe:2.3:a:rubyonrails:rails:3.1.8:*

cpe:2.3:a:rubyonrails:rails:3.1.9:*

cpe:2.3:a:rubyonrails:rails:3.2.0:*

dkak kR akak.

cpe:2.3:a:rubyonrails:rails:3.2.0:rc1

cpe:2.3:a:rubyonrails:rails:3.2.0:rc2:*:*:*:**:*:

cpe:2.3:a:rubyonrails:rails:3.2.1:* " "



cpe:2.3:a:rubyonrails:rails:3.2.3: " "

dkukukkakak.

cpe:2.3:a:rubyonrails:rails:3.2.3:rc1

cpe:2.3:a:rubyonrails:rails:3.2.3:rc2:*:*:*:*

cpe:2.3:a:rubyonrails:rails:3.2.4:*:* "

cpe:2.3:a:rubyonrails:rails:3.2.5: %%
cpe:2.3:a:rubyonrails:rails:3.2.6:*:*
cpe:2.3:a:rubyonrails:rails:3.2.7:% %
cpe:2.3:a:rubyonrails:rails:3.2.8:*:
cpe:2.3:a:rubyonrails:rails:3.2.9:*:*****:*:
cpe:2.3:a:rubyonrails:ruby_on_rails:3.0.4:*: %

cpe:2.3:a:rubyonrails:ruby_on_rails:3.0.4:*

No vendor comments have been submitted for this CVE
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