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Summary

CVE CVE-2013-3232

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-22 11:41:00 UTC

Updated 2023-11-07 02:15:00 UTC

Description The nr_recvmsg function in net/netrom/af_netrom.c in the Linux kernel before 3.9-rc7 does not initialize a certain data structure, which allows local users to obtain sensitive information from kernel stack memory via a crafted recvmsg or recvfrom system call.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 3.9 rc1 All All

Operating System Linux Linux Kernel 3.9 rc2 All All

Operating System Linux Linux Kernel 3.9 rc3 All All

Operating System Linux Linux Kernel 3.9 rc4 All All

Operating System Linux Linux Kernel 3.9 rc5 All All

Operating System Linux Linux Kernel 3.9 rc1 All All

Operating System Linux Linux Kernel 3.9 rc2 All All

Operating System Linux Linux Kernel 3.9 rc3 All All

Operating System Linux Linux Kernel 3.9 rc4 All All

Operating System Linux Linux Kernel 3.9 rc5 All All

Operating System Linux Linux Kernel All rc6 All All
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oss-security - Linux kernel: more net info leak fixes for v3.9 MLIST www.openwall.com

LKML: Linus Torvalds: Linux 3.9-rc7 MLIST lkml.org Vendor Advisory

[SECURITY] Fedora 17 Update: kernel-3.8.11-100.fc17 FEDORA lists.fedoraproject.org

kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM git.kernel.org Vendor Advisory

netrom: fix invalid use of sizeof in nr_recvmsg() · torvalds/linux@c802d75 · GitHub CONFIRM github.com

netrom: fix info leak via msg_name in nr_recvmsg() · torvalds/linux@3ce5efa · GitHub CONFIRM github.com Vendor Advisory

kernel/git/torvalds/linux.git - Linux kernel source tree git.kernel.org

Support / Security / Advisories / / MDVSA-2013:176 | Mandriva MANDRIVA www.mandriva.com

[SECURITY] Fedora 18 Update: kernel-3.8.8-203.fc18 FEDORA lists.fedoraproject.org

openSUSE-SU-2013:1971-1: moderate: kernel: security and bugfix update SUSE lists.opensuse.org

kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM git.kernel.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

http://www.openwall.com/lists/oss-security/2013/04/14/3
https://lkml.org/lkml/2013/4/14/107
http://lists.fedoraproject.org/pipermail/package-announce/2013-May/104480.html
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=c802d759623acbd6e1ee9fbdabae89159a513913
https://github.com/torvalds/linux/commit/c802d759623acbd6e1ee9fbdabae89159a513913
https://github.com/torvalds/linux/commit/3ce5efad47b62c57a4f5c54248347085a750ce0e
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=c802d759623acbd6e1ee9fbdabae89159a513913
http://www.mandriva.com/security/advisories?name=MDVSA-2013:176
http://lists.fedoraproject.org/pipermail/package-announce/2013-April/103750.html
http://lists.opensuse.org/opensuse-updates/2013-12/msg00129.html
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=3ce5efad47b62c57a4f5c54248347085a750ce0e
https://www.cve.org/CVERecord?id=CVE-2013-3232
https://nvd.nist.gov/vuln/detail/CVE-2013-3232
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2013-3232
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


