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Summary

CVE CVE-2013-3234

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-22 11:41:00 UTC

Updated 2023-11-07 02:15:00 UTC

Description The rose_recvmsg function in net/rose/af_rose.c in the Linux kernel before 3.9-rc7 does not initialize a certain data structure, which allows local users to obtain sensitive information from kernel stack memory via a crafted recvmsg or recvfrom system call.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 3.9 rc1 All All

Operating System Linux Linux Kernel 3.9 rc2 All All

Operating System Linux Linux Kernel 3.9 rc3 All All

Operating System Linux Linux Kernel 3.9 rc4 All All

Operating System Linux Linux Kernel 3.9 rc5 All All

Operating System Linux Linux Kernel 3.9 rc1 All All

Operating System Linux Linux Kernel 3.9 rc2 All All

Operating System Linux Linux Kernel 3.9 rc3 All All

Operating System Linux Linux Kernel 3.9 rc4 All All

Operating System Linux Linux Kernel 3.9 rc5 All All

Operating System Linux Linux Kernel All rc6 All All
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[security-announce] openSUSE-SU-2013:1187-1: important: 3.0.80 kernel up SUSE lists.opensuse.org

rose: fix info leak via msg_name in rose_recvmsg() · torvalds/linux@4a18423 · GitHub CONFIRM github.com

[security-announce] SUSE-SU-2013:1182-1: important: kernel update for SL SUSE lists.opensuse.org
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USN-1837-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

git.kernel.org git.kernel.org

kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM git.kernel.org Vendor Advisory

oss-security - Linux kernel: more net info leak fixes for v3.9 MLIST www.openwall.com

LKML: Linus Torvalds: Linux 3.9-rc7 MLIST lkml.org Vendor Advisory

[SECURITY] Fedora 17 Update: kernel-3.8.11-100.fc17 FEDORA lists.fedoraproject.org

Support / Security / Advisories / / MDVSA-2013:176 | Mandriva MANDRIVA www.mandriva.com

[SECURITY] Fedora 18 Update: kernel-3.8.8-203.fc18 FEDORA lists.fedoraproject.org

openSUSE-SU-2013:1971-1: moderate: kernel: security and bugfix update SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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