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Certain versions of Phpmyadmin from Phpmyadmin contain the
following vulnerability:

phpMyAdmin 3.5.x before 3.5.8 and 4.x before 4.0.0-rc3 allows remote
authenticated users to execute arbitrary code via a /e\x00 sequence,
which is not properly handled before making a preg_replace function
call within the "Replace table prefix" feature.

CVSS2 Score: 6 - MEDIUM
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CVE References

Description Tags Link

Prevent null-byte injection in
preg_replace() ·
phpmyadmin/phpmyadmin@ffa720d ·
GitHub

github.com

text/html

 CONFIRM
github.com/phpmyadmin/phpmyadmin/commit/ffa720d90a79c1f33cf4c5a33403d09a67b42a66

Support / Security / Advisories / /
MDVSA-2013:160 | Mandriva

www.mandriva.com

text/html

 MANDRIVA MDVSA-2013:160

phpMyAdmin - Security - PMASA-
2013-2

www.phpmyadmin.net

text/html

 CONFIRM www.phpmyadmin.net/home_page/security/PMASA-2013-2.php

NEOHAPSIS - Peace of Mind
Through Integrity and Insight

web.archive.org

text/html

Inactive Link Not Archived

 BUGTRAQ 20130424 [waraxe-2013-SA#103] - Multiple Vulnerabilities in phpMyAdmin

Support/Advisories/MGASA-2013-
0133 - Mageia wiki

wiki.mageia.org

text/html

 CONFIRM wiki.mageia.org/en/Support/Advisories/MGASA-2013-0133

CVE-2013-3238 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2013-3238/mitre
https://cve.report/CVE-2013-3238/nist
https://cve.report/CVE-2013-3238/cve_org
https://cve.report/CVE-2013-3238.pdf
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/phpmyadmin/phpmyadmin/commit/ffa720d90a79c1f33cf4c5a33403d09a67b42a66
http://www.mandriva.com/security/advisories?name=MDVSA-2013:160
http://www.phpmyadmin.net/home_page/security/PMASA-2013-2.php
https://web.archive.org/web/2013/http://archives.neohapsis.com/archives/bugtraq/2013-04/0217.html
https://wiki.mageia.org/en/Support/Advisories/MGASA-2013-0133


0133 - Mageia wiki text/html

[SECURITY] Fedora 17 Update:
phpMyAdmin-3.5.8.1-1.fc17

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2013-7000

Dropped unsafe usage of
preg_replace ·
phpmyadmin/phpmyadmin@dedd542
· GitHub

github.com

text/html

 CONFIRM
github.com/phpmyadmin/phpmyadmin/commit/dedd542cdaf1606ca9aa3f6f8f8adb078d8ad549

phpMyAdmin Authenticated Remote
Code Execution via preg_replace()

www.exploit-db.com

Proof of Concept

text/x-ruby

 EXPLOIT-DB 25136

openSUSE-SU-2013:1065-1:
moderate: update for phpMyAdmin

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2013:1065

[SECURITY] Fedora 19 Update:
phpMyAdmin-3.5.8.1-1.fc19

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2013-6928

[SECURITY] Fedora 18 Update:
phpMyAdmin-3.5.8.1-1.fc18

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2013-6977

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Phpmyadmin Phpmyadmin 3.5.0.0 All All All

Application Phpmyadmin Phpmyadmin 3.5.1.0 All All All

Application Phpmyadmin Phpmyadmin 3.5.2.0 All All All

Application Phpmyadmin Phpmyadmin 3.5.2.1 All All All

Application Phpmyadmin Phpmyadmin 3.5.2.2 All All All

Application Phpmyadmin Phpmyadmin 3.5.3.0 All All All

Application Phpmyadmin Phpmyadmin 3.5.4 All All All

Application Phpmyadmin Phpmyadmin 3.5.5 All All All

Application Phpmyadmin Phpmyadmin 3.5.6 All All All

Application Phpmyadmin Phpmyadmin 3.5.7 All All All

Application Phpmyadmin Phpmyadmin 3.5.7 rc1 All All

Application Phpmyadmin Phpmyadmin 3.5.8 rc1 All All

Application Phpmyadmin Phpmyadmin 4.0.0 rc2 All All

Application Phpmyadmin Phpmyadmin 3.5.0.0 All All All

Application Phpmyadmin Phpmyadmin 3.5.1.0 All All All

Application Phpmyadmin Phpmyadmin 3.5.2.0 All All All

http://lists.fedoraproject.org/pipermail/package-announce/2013-May/104725.html
https://github.com/phpmyadmin/phpmyadmin/commit/dedd542cdaf1606ca9aa3f6f8f8adb078d8ad549
https://cve.report/CVE-2013-3238/b1e4a77a
http://lists.opensuse.org/opensuse-updates/2013-06/msg00181.html
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Application Phpmyadmin Phpmyadmin 3.5.2.1 All All All

Application Phpmyadmin Phpmyadmin 3.5.2.2 All All All

Application Phpmyadmin Phpmyadmin 3.5.3.0 All All All

Application Phpmyadmin Phpmyadmin 3.5.4 All All All

Application Phpmyadmin Phpmyadmin 3.5.5 All All All

Application Phpmyadmin Phpmyadmin 3.5.6 All All All

Application Phpmyadmin Phpmyadmin 3.5.7 All All All

Application Phpmyadmin Phpmyadmin 3.5.7 rc1 All All

Application Phpmyadmin Phpmyadmin 3.5.8 rc1 All All

Application Phpmyadmin Phpmyadmin 4.0.0 rc2 All All

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.3.0:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.4:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.5:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.6:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.7:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.7:rc1:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.8:rc1:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:4.0.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.3.0:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.4:*:*:*:*:*:*:*:
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← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.5:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.6:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.7:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.7:rc1:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.8:rc1:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:4.0.0:rc2:*:*:*:*:*:*:
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