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Summary

CVE CVE-2013-3239

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-26 03:34:00 UTC

Updated 2013-11-19 04:48:00 UTC

Description phpMyAdmin 3.5.x before 3.5.8 and 4.x before 4.0.0-rc3, when a SaveDir directory is configured, allows remote authenticated users to execute arbitrary code by using a double extension in the filename of an export file, leading to interpretation of this file as an executable file by the Apache HTTP Server, as demonstrated by a .php.sql filename.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpmyadmin Phpmyadmin 3.5.0.0 All All All

Application Phpmyadmin Phpmyadmin 3.5.1.0 All All All

Application Phpmyadmin Phpmyadmin 3.5.2.0 All All All

Application Phpmyadmin Phpmyadmin 3.5.2.1 All All All

Application Phpmyadmin Phpmyadmin 3.5.2.2 All All All

Application Phpmyadmin Phpmyadmin 3.5.3.0 All All All

Application Phpmyadmin Phpmyadmin 3.5.4 All All All

Application Phpmyadmin Phpmyadmin 3.5.5 All All All

Application Phpmyadmin Phpmyadmin 3.5.6 All All All

Application Phpmyadmin Phpmyadmin 3.5.7 All All All

Application Phpmyadmin Phpmyadmin 3.5.7 rc1 All All

Application Phpmyadmin Phpmyadmin 3.5.8 rc1 All All

Application Phpmyadmin Phpmyadmin 4.0.0 rc2 All All

Application Phpmyadmin Phpmyadmin 3.5.0.0 All All All

Application Phpmyadmin Phpmyadmin 3.5.1.0 All All All

Application Phpmyadmin Phpmyadmin 3.5.2.0 All All All

Application Phpmyadmin Phpmyadmin 3.5.2.1 All All All
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Application Phpmyadmin Phpmyadmin 3.5.2.1 All All All

Application Phpmyadmin Phpmyadmin 3.5.2.2 All All All

Application Phpmyadmin Phpmyadmin 3.5.3.0 All All All

Application Phpmyadmin Phpmyadmin 3.5.4 All All All

Application Phpmyadmin Phpmyadmin 3.5.5 All All All

Application Phpmyadmin Phpmyadmin 3.5.6 All All All

Application Phpmyadmin Phpmyadmin 3.5.7 All All All

Application Phpmyadmin Phpmyadmin 3.5.7 rc1 All All

Application Phpmyadmin Phpmyadmin 3.5.8 rc1 All All

Application Phpmyadmin Phpmyadmin 4.0.0 rc2 All All

References

Reference Source Link

Security: block another case of remote execution vulnerability · phpmyadmin/phpmyadmin@1f6bc0b · GitHub CONFIRM github.com

Support / Security / Advisories / / MDVSA-2013:160 | Mandriva MANDRIVA www.mandriva.com

NEOHAPSIS - Peace of Mind Through Integrity and Insight BUGTRAQ archives.neohapsis.com

Support/Advisories/MGASA-2013-0133 - Mageia wiki CONFIRM wiki.mageia.org

phpMyAdmin - Security - PMASA-2013-3 CONFIRM www.phpmyadmin.net

[SECURITY] Fedora 17 Update: phpMyAdmin-3.5.8.1-1.fc17 FEDORA lists.fedoraproject.org

Security: remove dots in template to avoid a remote code execution vu… · phpmyadmin/phpmyadmin@d3fafdf · GitHub CONFIRM github.com

openSUSE-SU-2013:1065-1: moderate: update for phpMyAdmin SUSE lists.opensuse.org

[SECURITY] Fedora 19 Update: phpMyAdmin-3.5.8.1-1.fc19 FEDORA lists.fedoraproject.org

[SECURITY] Fedora 18 Update: phpMyAdmin-3.5.8.1-1.fc18 FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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