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CVE-2013-3261

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACMAUNCNIPAN Certain versions of Flash-album-gallery from Photogallerycreator
’ contain the following vulnerability:

Cross-site scripting (XSS) vulnerability in wp-admin/admin.php in the
GRAND FIAGallery plugin before 2.72 for WordPress allows remote
attackers to inject arbitrary web script or HTML via the s parameter in a
flag-manage-gallery action.

CVE-2013-3261 has been assigned by B8 PSIRT-CNA@flexerasoftware.com to track the vulnerability

CVSS2 Score: 4.3-MEDIUM

Access Access Authentication
Vector Complexity

[NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

About Secunia Research | Flexera Y SECUNIA 53111

WordPress > Grand Flagallery « WordPress @® CONFIRM wordpress.org/plugins/flash-album-
Plugins gallery/changelog/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Sk ok ak kR akak,

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.64:*:*:*:*:*:*:*:

sk ok akakakakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.65:*:*:*:*:*:*:*:

Skakakukakakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.78:*:*:*:*:*:*:*:

skakakakakakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.79:*:*:*:*:*:*:*:

Skkakakkakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.81:*:*:*:*:*:*::

skk ok k ok akak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.82:*:*:*:*:*:*:*:

Skuk ok ak Lk ukak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.83:*:*:*:*:*:*:*:

Skuk ok ak ok akak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.84:*:*:*:*:*:*:*:



Skk ok ak ok akak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.90:*:*:*:*:*:*:*:

Sk Lk ak ok akkak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:2.10:*:

Skk Lk k ok kuk.

cpe:2.3:a:photogallerycreator:flash-album-gallery:2.11:*:

Skk ok k ok kak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:2.12:*:

Skak ok k ok kak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:2.14:*:*:*:**:*:*:

Skak ok k ok akak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:2.16:*:*:*:*:*:*:*:

Sk ok ak ok akakak,

cpe:2.3:a:photogallerycreator:flash-album-gallery:2.17:*:*:*:**:*:*:

Skak ok ak ok akak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:2.18:*:*:*:*:*:*:*:

dkak ok akakakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:2.50:*:*:*:*:*:*:*:

Skakakakakakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:0.37:*:*:*:*:*:*::

Skkkak Lk akak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:0.38:*:*:*:*:*:*:*:

Skk Kk ak ok akak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:0.39:*:*:*:*:*:*:*:

dkak Lk akkuk.

cpe:2.3:a:photogallerycreator:flash-album-gallery:0.39:pl1:*:*:*:*:*:*:



dkak Lk akakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:0.39:pl3:*:*:*:*:*:*:

Sk Lk k kR kak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:0.41

Sk Lk k Lk akakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:0.42:*:*:*:*:*:*:*:

Sk ok k kR akak,

cpe:2.3:a:photogallerycreator:flash-album-gallery:0.43:*:*:*:**:*:*:

Sk Lk ak ok akakak,

cpe:2.3:a:photogallerycreator:flash-album-gallery:0.44:*:*:*:*:*:*:*:

Sk ok ak ok akakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:0.46:*:*:*:*:*:*:*:

Sk ok ak ok akakak,

cpe:2.3:a:photogallerycreator:flash-album-gallery:0.49:*:*:*:*:*:*:*:

dkak ok ak ok akak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:0.50:*:*:*:*:*:*:*:

dkak ok ak ok akak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:0.52:*:*:*:*:*:*:*:

Skk ok ukkakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.20:*:*:*:*:*:*::

Skuk ok k ok akak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.21 %%

skak Kk ak ok akak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.23:*:*:*:*:*:*::



Skk ok k ok akak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.31:*:*:*:*

Sk Lk k ok akakuk.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.32:*:*:*:**:*:*:

Skk ok k ok ukak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.40:*:

Skuk ok kakakak,

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.41

Sk ok ak ok akakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.42:*:*:*:*:*:*:*:

Sk ok ak ok akakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.43:*:*:*:*:*:*:*:

sk ok ak ok akakak,

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.45:*:*:*:***:*:

sk ok ak ok akakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.47:*:*:*:*:*:*:*:

sk ok ak ok akakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.48:*:*:*:*:*:*:*:

sk ok akakakakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.49:*:*:*:*:*:*:*:

Skuk ok kkakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.63:*:*:*:*:*:*:*:

Skk Lk ak ok akak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.64:*:*:*:*:*:*:*:

Skk Lk k ok akak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.66:*:*:*:*:*:*:*:



Sk Lk kk ok kak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.72:*:

Skak ok k ok kak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.73:*:*:*:*:*:*:*:

Sk ok ak kR kak,

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.74:*:*:*:**:*:*:

Sk Rk kR akak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.75:*:*:*:***:*:

Sk ok ak ok akakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.77:*:*:*:**:*:*:

sk ok ak ok akakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.78:*:*:*:*:*:*:*:

sk ok ak kR akak,

cpe:2.3:a:photogallerycreator:flash-album-gallery:1.79:*:*:*:*:*:*:*:

skakakakkakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:2.11 %"

skakakakakakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:2.12:*:*:*:*:*:*::

dkakakakakakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:2.15:*:*:*:*:*:*::

Skuk ok ukkakak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:2.16:*:*:*:*:*:*:*:

Skuk ok k ok kak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:2.17:*:*:*:*:**::

Skuk Lk k ok akak.

cpe:2.3:a:photogallerycreator:flash-album-gallery:2.18:*:*:*:*:*:*:*:



cpe:2.3:a:photogallerycreator:flash-album-gallery:2.51 :*:*:*:**:*::

cpe:2.3:a:photogallerycreator:flash-album-gallery:2.55:*:*:*:*:*:*:*:

cpe:2.3:a:photogallerycreator:flash-album-gallery:2.56:*:*:*:*:*:*:*:

cpe:2.3:a:photogallerycreator:flash-album-gallery:*:*:*:*:*:*:*:*:
cpe:2.3:a:wordpress:wordpress:-:*:*:*

cpe:2.3:a:wordpress:wordpress:-:*:** ¥

No vendor comments have been submitted for this CVE
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