
CVE-2013-3285
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2013-3285

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-11-02 19:55:00 UTC

Updated 2013-11-15 17:58:00 UTC

Description The NetWorker Management Console (NMC) in EMC NetWorker 8.0.x before 8.0.2.3, when using Active Directory/LDAP for authentication, allows remote authenticated users to discover cleartext administrator passwords via (1) unspecified NMC audit reports or (2) requests to RAP resources.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Emc Networker 8.0 All All All

Application Emc Networker 8.0.0.1 All All All

Application Emc Networker 8.0.0.2 All All All

Application Emc Networker 8.0.0.3 All All All

Application Emc Networker 8.0.0.4 All All All

Application Emc Networker 8.0.0.5 All All All

Application Emc Networker 8.0.0.6 All All All

Application Emc Networker 8.0.1.3 All All All

Application Emc Networker 8.0.1.4 All All All

Application Emc Networker 8.0.1.5 All All All

Application Emc Networker 8.0.1.6 All All All

Application Emc Networker 8.0.2.0 All All All

Application Emc Networker 8.0.2.1 All All All

Application Emc Networker 8.0.2.2 All All All

Application Emc Networker 8.0 All All All

Application Emc Networker 8.0.0.1 All All All

Application Emc Networker 8.0.0.2 All All All

https://cve.report/
https://cve.report/CVE-2013-3285/mitre
https://cve.report/CVE-2013-3285/nist
https://cve.report/CVE-2013-3285/cve_org
https://cve.report/CVE-2013-3285.pdf
http://cve.report/vendor/emc
http://cve.report/software/emc/networker
http://cve.report/vendor/emc
http://cve.report/software/emc/networker
http://cve.report/vendor/emc
http://cve.report/software/emc/networker
http://cve.report/vendor/emc
http://cve.report/software/emc/networker
http://cve.report/vendor/emc
http://cve.report/software/emc/networker
http://cve.report/vendor/emc
http://cve.report/software/emc/networker
http://cve.report/vendor/emc
http://cve.report/software/emc/networker
http://cve.report/vendor/emc
http://cve.report/software/emc/networker
http://cve.report/vendor/emc
http://cve.report/software/emc/networker
http://cve.report/vendor/emc
http://cve.report/software/emc/networker
http://cve.report/vendor/emc
http://cve.report/software/emc/networker
http://cve.report/vendor/emc
http://cve.report/software/emc/networker
http://cve.report/vendor/emc
http://cve.report/software/emc/networker
http://cve.report/vendor/emc
http://cve.report/software/emc/networker
http://cve.report/vendor/emc
http://cve.report/software/emc/networker
http://cve.report/vendor/emc
http://cve.report/software/emc/networker
http://cve.report/vendor/emc
http://cve.report/software/emc/networker


Application Emc Networker 8.0.0.2 All All All

Application Emc Networker 8.0.0.3 All All All

Application Emc Networker 8.0.0.4 All All All

Application Emc Networker 8.0.0.5 All All All

Application Emc Networker 8.0.0.6 All All All

Application Emc Networker 8.0.1.3 All All All

Application Emc Networker 8.0.1.4 All All All

Application Emc Networker 8.0.1.5 All All All

Application Emc Networker 8.0.1.6 All All All

Application Emc Networker 8.0.2.0 All All All

Application Emc Networker 8.0.2.1 All All All

Application Emc Networker 8.0.2.2 All All All

References

Reference Source Link Tags

EMC NetWorker Discloses Passwords to Remote Authenticated Users - SecurityTracker SECTRACK www.securitytracker.com

99067 OSVDB osvdb.org

EMC Networker Local Information Disclosure Vulnerability BID www.securityfocus.com

20131029 ESA-2013-072: EMC NetWorker Information Disclosure Vulnerability BUGTRAQ archives.neohapsis.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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