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Summary

CVE CVE-2013-3323

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-18 17:15:00 UTC

Updated 2020-02-21 16:51:00 UTC

Description A Privilege Escalation Vulnerability exists in IBM Maximo Asset Management 7.5, 7.1, and 6.2, when WebSeal with Basic Authentication is used, due to a failure to invalidate the authentication session, which could let a malicious user obtain unauthorized access.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Change And Configuration Management Database 7.1 All All All

Application Ibm Change And Configuration Management Database 7.2 All All All

Application Ibm Change And Configuration Management Database 7.1 All All All

Application Ibm Change And Configuration Management Database 7.2 All All All

Application Ibm Maximo Asset Management 6.2 All All All

Application Ibm Maximo Asset Management 7.1 All All All

Application Ibm Maximo Asset Management 7.5 All All All

Application Ibm Maximo Asset Management 6.2 All All All

Application Ibm Maximo Asset Management 7.1 All All All

Application Ibm Maximo Asset Management 7.5 All All All

Application Ibm Maximo Asset Management Essentials 6.2 All All All

Application Ibm Maximo Asset Management Essentials 7.1 All All All

Application Ibm Maximo Asset Management Essentials 7.5 All All All

Application Ibm Maximo Asset Management Essentials 6.2 All All All

Application Ibm Maximo Asset Management Essentials 7.1 All All All

Application Ibm Maximo Asset Management Essentials 7.5 All All All

Application Ibm Maximo For Government 6.2 All All All
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Application Ibm Maximo For Government 6.2 All All All

Application Ibm Maximo For Government 7.1 All All All

Application Ibm Maximo For Government 7.5 All All All

Application Ibm Maximo For Government 6.2 All All All

Application Ibm Maximo For Government 7.1 All All All

Application Ibm Maximo For Government 7.5 All All All

Application Ibm Maximo For Life Sciences 6.2 All All All

Application Ibm Maximo For Life Sciences 6.4 All All All

Application Ibm Maximo For Life Sciences 6.5 All All All

Application Ibm Maximo For Life Sciences 7.1 All All All

Application Ibm Maximo For Life Sciences 7.5 All All All

Application Ibm Maximo For Life Sciences 6.2 All All All

Application Ibm Maximo For Life Sciences 6.4 All All All

Application Ibm Maximo For Life Sciences 6.5 All All All

Application Ibm Maximo For Life Sciences 7.1 All All All

Application Ibm Maximo For Life Sciences 7.5 All All All

Application Ibm Maximo For Nuclear Power 6.2 All All All

Application Ibm Maximo For Nuclear Power 6.3 All All All

Application Ibm Maximo For Nuclear Power 7.1 All All All

Application Ibm Maximo For Nuclear Power 7.5 All All All

Application Ibm Maximo For Nuclear Power 6.2 All All All

Application Ibm Maximo For Nuclear Power 6.3 All All All

Application Ibm Maximo For Nuclear Power 7.1 All All All

Application Ibm Maximo For Nuclear Power 7.5 All All All

Application Ibm Maximo For Oil And Gas 6.2 All All All

Application Ibm Maximo For Oil And Gas 6.3 All All All

Application Ibm Maximo For Oil And Gas 6.4 All All All

Application Ibm Maximo For Oil And Gas 7.1 All All All

Application Ibm Maximo For Oil And Gas 7.5 All All All

Application Ibm Maximo For Oil And Gas 6.2 All All All

Application Ibm Maximo For Oil And Gas 6.3 All All All

Application Ibm Maximo For Oil And Gas 6.4 All All All

Application Ibm Maximo For Oil And Gas 7.1 All All All

Application Ibm Maximo For Oil And Gas 7.5 All All All

Application Ibm Maximo For Transportation 6.2 All All All

Application Ibm Maximo For Transportation 6.3 All All All

http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_government
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_government
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_government
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_government
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_government
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_life_sciences
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_life_sciences
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_life_sciences
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_life_sciences
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_life_sciences
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_life_sciences
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_life_sciences
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_life_sciences
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_life_sciences
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_life_sciences
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_nuclear_power
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_nuclear_power
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_nuclear_power
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_nuclear_power
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_nuclear_power
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_nuclear_power
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_nuclear_power
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_nuclear_power
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_oil_and_gas
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_oil_and_gas
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_oil_and_gas
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_oil_and_gas
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_oil_and_gas
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_oil_and_gas
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_oil_and_gas
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_oil_and_gas
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_oil_and_gas
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_oil_and_gas
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_transportation
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_transportation


Application Ibm Maximo For Transportation 7.1 All All All

Application Ibm Maximo For Transportation 7.5 All All All

Application Ibm Maximo For Transportation 6.2 All All All

Application Ibm Maximo For Transportation 6.3 All All All

Application Ibm Maximo For Transportation 7.1 All All All

Application Ibm Maximo For Transportation 7.5 All All All

Application Ibm Maximo For Utilities 6.2 All All All

Application Ibm Maximo For Utilities 6.3 All All All

Application Ibm Maximo For Utilities 7.1 All All All

Application Ibm Maximo For Utilities 7.5 All All All

Application Ibm Maximo For Utilities 6.2 All All All

Application Ibm Maximo For Utilities 6.3 All All All

Application Ibm Maximo For Utilities 7.1 All All All

Application Ibm Maximo For Utilities 7.5 All All All

Application Ibm Maximo Service Desk 6.2 All All All

Application Ibm Maximo Service Desk 6.2 All All All

Application Ibm Smartcloud Control Desk 7.5 All All All

Application Ibm Smartcloud Control Desk 7.5 All All All

Application Ibm Tivoli Asset Management For It 6.2 All All All

Application Ibm Tivoli Asset Management For It 7.1 All All All

Application Ibm Tivoli Asset Management For It 7.2 All All All

Application Ibm Tivoli Asset Management For It 6.2 All All All

Application Ibm Tivoli Asset Management For It 7.1 All All All

Application Ibm Tivoli Asset Management For It 7.2 All All All

Application Ibm Tivoli Service Request Manager 7.1 All All All

Application Ibm Tivoli Service Request Manager 7.2 All All All

Application Ibm Tivoli Service Request Manager 7.1 All All All

Application Ibm Tivoli Service Request Manager 7.2 All All All

References

Reference Source Link Tags

Multiple IBM Products Multiple Security Vulnerabilities MISC www.securityfocus.com Third Party Advisory, VDB Entry

IBM X-Force Exchange MISC exchange.xforce.ibmcloud.com VDB Entry, Vendor Advisory

Security Bulletin: Security Vulnerabilities Addressed in Asset and Service Mgmt CONFIRM www.ibm.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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