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Summary

CVE CVE-2013-3325

State PUBLIC

Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-05-16 11:45:00 UTC

Updated 2020-08-25 13:20:00 UTC

Description Adobe Flash Player before 10.3.183.86 and 11.x before 11.7.700.202 on Windows and Mac OS X, before 10.3.183.86 and 11.x before 11.2.202.285 on Linux, before 11.1.111.54 on Android 2.x and 3.x, and before 11.1.115.58 on Android 4.x; Adobe AIR before 3.7.0.1860; and Adobe AIR SDK & Compiler before 3.7.0.1860 allow attackers to execute arbitrary code or cause a denial of service (memory corruption) via unspecified vectors, a different vulnerability than CVE-2013-2728, CVE-2013-3324, CVE-2013-3326, CVE-2013-3327, CVE-2013-3328, CVE-2013-3329, CVE-2013-3330, CVE-2013-3331, CVE-2013-3332, CVE-2013-3333, CVE-2013-3334, and CVE-2013-3335.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Adobe Air All All All All

Application Adobe Adobe Air All All All All

Application Adobe Adobe Air Sdk All All All All

Application Adobe Adobe Air Sdk All All All All

Application Adobe Flash Player All All All All

Application Adobe Flash Player All All All All

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X All All All All

Operating System Google Android All All All All

Operating System Google Android All All All All

Operating System Google Android All All All All

Operating System Google Android All All All All

Operating System Google Android All All All All

Operating System Google Android All All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

Operating System Microsoft Windows All All All All
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Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Eus 5.9 All All All

Operating System Redhat Enterprise Linux Eus 6.4 All All All

Operating System Redhat Enterprise Linux Eus 5.9 All All All

Operating System Redhat Enterprise Linux Eus 6.4 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server Eus 5.9 All All All

Operating System Redhat Enterprise Linux Server Eus 6.4 All All All

Operating System Redhat Enterprise Linux Server Eus 5.9 All All All

Operating System Redhat Enterprise Linux Server Eus 6.4 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Suse Linux Enterprise Desktop 10 sp4 All All

Operating System Suse Linux Enterprise Desktop 11 sp2 All All

Operating System Suse Linux Enterprise Desktop 10 sp4 All All

Operating System Suse Linux Enterprise Desktop 11 sp2 All All

References

Reference Source Link Tags

Red Hat Customer Portal REDHAT rhn.redhat.com Third Party Advisory

[security-announce] openSUSE-SU-2013:0954-1: important: flash-player to SUSE lists.opensuse.org Mailing List, Third Party Advisory

Security Advisory SA53442 - Microsoft Windows Flash Player Multiple Vulnerabilities - Secunia SECUNIA secunia.com Broken Link

[security-announce] openSUSE-SU-2013:0892-1: important: flash-player to SUSE lists.opensuse.org Mailing List, Third Party Advisory

[security-announce] SUSE-SU-2013:0798-1: important: Security update for SUSE lists.opensuse.org Mailing List, Third Party Advisory

Adobe - Security Bulletins: APSB13-14 - Security updates for Adobe Flash Player CONFIRM www.adobe.com Patch, Vendor Advisory

Repository / Oval Repository OVAL oval.cisecurity.org Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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